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Disclaimer

Kontron would like to point out that the information contained in this manual may be subject to alteration,
particularly as a result of the constant upgrading of Kontron products. This document does not entail any guarantee
on the part of Kontron with respect to technical processes described in the manual or any product characteristics set
out in the manual. Kontron assumes no responsibility or liability for the use of the described product(s), conveys no
license or title under any patent, copyright or mask work rights to these products and makes no representations or
warranties that these products are free from patent, copyright or mask work right infringement unless otherwise
specified. Applications that are described in this manual are for illustration purposes only. Kontron makes no
representation or warranty that such application will be suitable for the specified use without further testing or
modification. Kontron expressly informs the user that this manual only contains a general description of processes
and instructions which may not be applicable in every individual case. In cases of doubt, please contact Kontron.

This manual is protected by copyright. All rights are reserved by Kontron. No part of this document may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language or computer
language, in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), without the
express written permission of Kontron. Kontron points out that the information contained in this manual is constantly
being updated in line with the technical alterations and improvements made by Kontron to the products and thus this
manual only reflects the technical status of the products by Kontron at the time of publishing.

Brand and product names are trademarks or registered trademarks of their respective owners.
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Revision History

Revision Brief Description of Changes Date of Issue
1.0 Initial Issue 2016-Sept-21
1.1 Added Safety Caution Messages 2016-Nov-02
1.2 Added Safety Caution Messages 2016-Dec-06

Customer Service

Visit our website at www.kontron.com.

Customer Comments

If you have any difficulties using this guide, discover an error, or just want to provide some feedback, please send a
message to Kontron. Detail any errors you find. We will correct the errors or problems as soon as possible and post
the revised user guide on our website. Thank you
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The following symbols may be used in this manual

ADANGER

ACAUTION

Acronyms

DANGER indicates a hazardous situation which, if not avoided,
will result in death or serious injury.

WARNING indicates a hazardous situation which, if not avoided,
could result in death or serious injury.

CAUTION indicates a hazardous situation which, if not avoided,
may result in minor or moderate injury.

NOTICE indicates a property damage message.

Electric Shock!

This symbol and title warn of hazards due to electrical shocks (> 60 V) when touching
products or parts of them. Failure to observe the precautions indicated and/or prescribed by
the law may endanger your life/health and/or result in damage to your material.

Please refer also to the "High-Voltage Safety Instructions" portion below in this section.

ESD Sensitive Device!

This symbol and title inform that the electronic boards and their components are sensitive
to static electricity. Care must therefore be taken during all handling operations and
inspections of this product in order to ensure product integrity at all times.

HOT Surface!
Do NOT touch! Allow to cool before servicing.

This symbol indicates general information about the product and the user manual.

This symbol also indicates detail information about the specific product configuration.

This symbol precedes helpful hints and tips for daily use.
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Electrostatic Discharge

ESD Sensitive Device!

The (53160 Storage is sensitive to electrostatic discharge (ESD). Users must take the
appropriate precautions when handling ESD-sensitive devices.

Limited Warranty

Kontron grants the original purchaser of Kontron's products a TWO YEAR LIMITED HARDWARE WARRANTY as
described in the following. However, no other warranties that may be granted or implied by anyone on behalf of
Kontron are invalid unless the consumer has the express written consent of Kontron.

Kontron warrants their own products, excluding software, to be free from manufacturing and material defects for a
period of 24 consecutive months from the date of purchase. This warranty is not transferable nor extendible to cover
any other users or long- term storage of the product. It does not cover products which have been modified, altered or
repaired by any other party than Kontron or their authorized agents. Furthermore, any product which has been, or is
suspected of being damaged as a result of negligence, improper use, incorrect handling, servicing or maintenance, or
which has been damaged as a result of excessive current/voltage or temperature, or which has had its serial
number(s), any other markings or parts thereof altered, defaced or removed will also be excluded from this warranty.

If the customer's eligibility for warranty has not been voided, in the event of any claim, he may return the product at
the earliest possible convenience to the original place of purchase, together with a copy of the original document of
purchase, a full description of the application the product is used on and a description of the defect. Pack the product
in such a way as to ensure safe transportation (see our safety instructions).

Kontron provides for repair or replacement of any part, assembly or sub-assembly at their own discretion, or to
refund the original cost of purchase, if appropriate. In the event of repair, refunding or replacement of any part, the
ownership of the removed or replaced parts reverts to Kontron, and the remaining part of the original guarantee, or
any new guarantee to cover the repaired or replaced items, will be transferred to cover the new or repaired items.
Any extensions to the original guarantee are considered gestures of goodwill, and will be defined in the "Repair
Report" issued by Kontron with the repaired or replaced item.

Kontron will not accept liability for any further claims resulting directly or indirectly from any warranty claim, other
than the above specified repair, replacement or refunding. In particular, all claims for damage to any system or
process in which the product was employed, or any loss incurred as a result of the product not functioning at any
given time, are excluded. The extent of Kontron liability to the customer shall not exceed the original purchase price
of the item for which the claim exists.

Kontron issues no warranty or representation, either explicit or implicit, with respect to its products reliability, fitness,
quality, marketability or ability to fulfill any particular application or purpose. As a result, the products are sold "as is,"
and the responsibility to ensure their suitability for any given task remains that of the purchaser. In no event will
Kontron be liable for direct, indirect or consequential damages resulting from the use of our hardware or software
products, or documentation, even if Kontron were advised of the possibility of such claims prior to the purchase of
the product or during any period since the date of its purchase.

Please remember that no Kontron employee, dealer or agent is authorized to make any modification or addition to the
above specified terms, either verbally or in any other form, written or electronically transmitted, without the
company's consent.
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Safety Warnings

For your safety, please read and follow the following safety warnings:

NOTICE Read this manual thoroughly before attempting to set up your CS3160.

NOTICE Your CS3160 is a complicated electronic device. DO NOT attempt to repair it under any
circumstances. In the case of malfunction, turn off the power immediately and have it
repaired at a qualified service center.

Contact your vendor for details.

NOTICE DO NOT allow anything to rest on the power cord and DO NOT place the power cord in an
area where it can be stepped on. Carefully place connecting cables to avoid stepping or
tripping on them.

NOTICE Your CS3160 can operate normally under temperatures between 5°C and 40°C, with relative
humidity of 20% - 85%. Using the CS3160 under extreme environmental conditions could
damage the unit.

ACAUTION This unit usually has more than one power supply cord. Disconnect all power supply cords
before servicing to avoid electric shock.

ACAUTION Installation of this product must be in accordance with national wiring codes and conform to
local regulations. Different types of line cord sets may be used for connections to the mains
supply circuit and must comply with the electrical code requirements of the country of use.

ACAUTION The AC power supply plug is intended to serve as a power disconnect device. The socket
outlet must be installed near the equipment and must be easily accessible.

ACAUTION Disconnect all power by turning off the power and unplugging the power cords before
installing or removing a chassis or working near power supplies.
Débranchez toute l'alimentation en mettant 'appareil hors tension et en débranchant les
cordons d'alimentation avant d'installer ou de retirer un chassis ou de travailler pres de
sources d'alimentation.

NOTICE Ensure that the CS3160 is provided with the correct supply voltage. Plugging the CS3160 to
an incorrect power source could damage the unit.

NOTICE Do NOT expose the CS3160 to dampness, dust, or corrosive liquids.

NOTICE Do NOT place the C53160 on any uneven surfaces.

NOTICE DO NOT place the C53160 in direct sunlight or expose it to other heat sources.
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DO NOT use chemicals or aerosols to clean the CS3160. Unplug the power cord and all
connected cables before cleaning.

DO NOT place any objects on the CS3160 or obstruct its ventilation slots to avoid
overheating the unit.

Keep packaging out of the reach of children.

If disposing of the device, please follow your local regulations for the safe disposal of
electronic products to protect the environment.

Risk of explosion if battery is replaced by an incorrect type.
ILy a risque d'explosion si la batterie est remplacée par une batterie de type incorrect.

Dispose of used batteries according to theinstructions.
Mettre au rebut les batteries usagées conformément aux instructions.
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1/ Introduction

1.1. Overview

Thank you for choosing the Kontron Storage - C53160 Server. The C53160 is an easy-to-use storage server that
allows a dedicated approach to storing and distributing data on a network. Data reliability is ensured with RAID
features that provide data security and recovery—over multiple Terabyte of storage are available using RAID 5 and
RAID 6. Gigabit Ethernet ports enhance network efficiency, allowing the C53160 to take over file management
functions, increase application and data sharing and provide faster data response.

The CS3160:

e Offers data mobility with a disk roaming feature that lets you swap working hard drives for use in other
(S3160, securing the continuity of data in the event of hardware failure;

e Allows data consolidation and sharing between Windows (SMB/CIFS), UNIX/Linux, and Apple OS X
environments;

e Isauser-friendly GUI that supports multiple languages.

1.2. Product Highlights

1.2.1. File Server

First and foremost, the CS3160 allows you to store and share files over an IP network. With a Network Attached
Storage (NAS) device, you can centralize your files and share them easily over your network. With the easy-to-use
web-based interface, users on your network can access these files in a snap.

To learn about the Web User Interface, go to Section 4.2.

1.2.2. FTP Server

With the built-in FTP Server, friends, clients, and customers can upload and download files to your C53160 over the
Internet with their favorite FTP programs. You can create user accounts so that only authorized users have access.

To set up the FTP Server, refer to Section 4.8.4.

1.2.3. iTunes Server

With the built-in iTunes server capability, the C53160 enables digital music to be shared and played anywhere on the
network!

To set up the iTunes Server, refer to Section 4.9.1.

1.2.4. Printer Server
With the CS3160 Printer Server, you can easily share an IPP printer with other PCs connected to your network.

To set up the Printer Server, refer to Section 4.11.1.

1.2.5. Multiple RAID

The CS3160 supports multiple RAID volumes on one system. So, you can create RAID O for your non-critical data, and
create RAID 1,5,6,50 or 60 (depend on model) for mission-critical data. Create the RAID levels depending on your
needs.

To configure RAID modes on the C53160, refer to 4.6.2.
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1.2.6. iSCSI Capability

The C53160 is not only a file server, but it also supports iSCSI initiators. Your server can access the (53160 as a direct-
attached-storage over the LAN or Internet. There is no easier way to expand the capacity of your current application
servers. All the storage needs can be centrally managed and deployed. This brings ultimate flexibility to users.

To set up an iSCSI volume, refer to 4.6.7.

1.2.7. Superior Power Management

The C53160 supports schedule power on/off. With this feature, administrator can set at what time to turn on or off
the system. This feature is a big plus for people who want to conserve energy. Wake-0n-LAN enables administrator
to remotely turn on the system without even leaving their own seat.

To schedule system on and off, refer to 4.4.4.

1.3. Package Contents
The C53160 storage should contain the following common items:
System Unit x1
0IG (Quick Installation Guide) x1
CD-Title (Acronis backup CD & Universal CD)
Ethernet Cable x1
Accessory bag x1
HDD Compatibility list Card x1
Multiple Languages Warranty Card x1
Power cord x2

Please check to see if your package is complete. If you find that some items are missing, contact your dealer.

1.4. Front Panel

The Kontron CS3160 front panel has the device's controls, indicators, and hard disk trays:
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Figure 2: Front panel buttons, indicators and ports
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Table 1: Front panel

Item Description
1. Power Button Power on/off (53160
2. Power LED Solid green: System is power on.

3. System error LED

Solid RED: System error.

4. Mute button

Mute the system fan alarm.

5. USB Port

USB 2.0 port for compatible USB devices, such as USB disks and USB printers

6. Locator button / LED

Press the button, the back led will light up to identify the rack position of the
system

7.RST Reboot system.

8. LAN Blinking green: network activity
Solid green: network link

9. BUSY Blinking orange: system startup or system maintenance; data currently
inaccessible

10. LCD Displays current system status and messages

LCD screen saver will be enabled after screen is idle for more than 3 minutes
LCD screen will be turn off after idle for more than 6 minutes

11. Up Button A

Push to scroll up when using the OLED display

12. Down Button v

Push to enter USB copy operation screen

13. Enter Button ]

Push to enter OLED operate password for basic system setting

14. Escape Button ESC

Push to leave the current OLED menu

Acronyms
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The CS3160 rear panel features ports and connectors.

Figure 3: Rear panel

e T T T T T

Table 2: Rear panel

Item

Description

1. Power Connector

Connect the included power cords to these connectors

2. PS/2 connector

The color-coded PS/2 connection ports (purple for keyboard and green
for mouse)

3. USB Port

USB 2.0 port for compatible USB devices, such as USB disks, and USB
printers

4, Serial Port

This port is for external UPS device

5. VGA Port For Video out
6. USB Port USB 3.0 port for compatible USB devices.
7. LANT\LAN2\ LAN3\ | LANT\LAN2\ LAN3\ LAN4 port for connecting to an Ethernet network
LAN4 Port through a switch or router
8. SFF-8644 SAS Support Capacity expansion via Kontron JBOD device
Wide Port
Acronyms www.kontron.com
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2/ Hardware Installation

2.1. Overview

Your C53160 is designed for easy installation. To help you get started, the following chapter will help you quickly get
your C53160 up and running. Please read it carefully to prevent damaging your unit during installation.

2.2. Before You Begin
Before you begin, be sure to take the following precautions:
1. Read and understand the Safety Warnings outlined in the beginning of the manual.

2. If possible, wear an anti-static wrist strap during installation to prevent static discharge from damaging the
sensitive electronic components on the C53160.

3. Becareful not to use magnetized screwdrivers around the electronic components of the CS3160.

2.3. Cable Connections

To connect the C53160 to your network, follow the steps below:

1. Connect an Ethernet cable from your network to the WAN/LANT1 port on the back panel of the C53160.
Figure 4: CS3160 WAN/LANT1 port

2. Connect the provided power cord into the universal power socket on the back panel. Plug the other end of the
cord into a surge protector socket.

Figure 5: CS3160 power socket

3. Press the power button on the Front Panel to boot up the C53160.
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Figure 6: CS3160 power button
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3/ First Time Setup

3.1. Overview

Once the hardware is installed, physically connected to your network, and powered on, you can configure the C53160
so that it is accessible to your network users. There are two ways to set up your C53160: using the Thecus Setup
Wizard or the LCD display. Follow the steps below for initial software setup.

3.2. Thecus Setup Wizard

The handy Thecus Setup Wizard makes configuring the CS3160 a snap. To configure the CS3160 using the Setup
Wizard, perform the following steps:

1. Insert the installation CD into your CD-ROM drive (the host PC must be connected to the network).

2. The Setup Wizard should launch automatically. If not, please browse your CD-ROM drive and double click on
Setup.exe.

Figure 7: Setup wizard

Thecus’

IP Storage Appliance

START

> For MAC QS X users, double click on Thecus Setup Wizard .dmg file.

3. The Setup Wizard will start and automatically detect all C53160 devices on your network. If none are found,
please check your connection and refer to Chapter 6/ for assistance.

Figure 8: Device selection

& Dence
e Device Discovery o

|No  Host Name P MAC 6l
& Login L1 i hegon | 1921680102 | 00-14-FD-13-98-BC | 19
Systerm

& Network
Configuration

& Change
P

‘BEEWOT

& Complete

4. Select the C53160 that you like to configure.

5. Login with the administrator account and password. The default account and password are both “admin".
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6. Name your C53160 and configure the network IP address. If your switch or router is configured as a DHCP Server,
configuring the CS3160 to automatically obtain an IP address is recommended. You may also use a static IP
address and enter the DNS Server address manually.

Figure 10: Network configuration
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7. Change the default administrator password.
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Figure 11: Password change
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8. Finished! Access the C53160 Web Administrator Interface by pressing the Start Browser button. You can also
configure another CS3160 at this point by clicking the Setup Other Device button. Press Exit to exit the wizard.

Figure 12: Setup complete

Configuration Start Browse:
& Change

Password
& Complete

|

The Thecus Setup Wizard is designed for installation on systems running Windows
XP/2000/vista/7 or Mac OSX or later. Users with other operating systems will need to install

> the Thecus Setup Wizard on a host machine with one of these operating systems before using
the unit.

3.3. LCD Operation

The C53160 storage is equipped with an LCD on the front foreasy status display and setup. There are four buttons on
the front panel to controlthe LCD functions.
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3.3.1. LCD Controls
Use the Up (A), Down (V), Enter () and Escape (ESC) keys to select various configuration settings and menu
options for CS3160 configuration.
The following table illustrates the keys on the front control panel:

Table 3: LCD controls

Icon Function Description
A Up Button Select the previous configuration settings option.
Down , . .
v Button USB copy confirmation display.
M Enter Enter the selected menu option, sub-menu, or parameter setting.
ESC Escape Escape and return to the previous menu.

There are two modes of operation for the LCD: Display Mode and Management Mode.

3.3.2. Display Mode

During normal operation, the LCD will be in Display Mode.

Table 4: Display mode

Item Description

Host Name Current host name of the system.
WAN/LANI1 Current WAN/LANT1 IP setting.
LANZ2 Current LANZ IP setting.

Link Aggregation Current Link Aggregation status
System Fanl Current system fan1 status.
System Fan2 Current system fan2 status.

CPU Fan Current CPU fan status
2009/05/2212:00 Current system time.

Disk Info Current status of disk slot has been installed
RAID Current RAID status.

The C53160 will rotate these messages every one-two seconds onthe LCD display.

3.3.3. USB Copy

The USB Copy function enables you to copy files stored on USB devices suchas USB disks and digital cameras to the
(S3160 by press button. Touse USB copy, follow the steps below:

1.  Plugyour USB device into an available USB port on the Front end.
2. InDisplay Mode, press the Down Button (V).
3. The LCD will display “USB Copy?”

4. Press Enter () and the (53160 will start copying USBdisks connected to the front USB port.

5. All of data will be copied into system folder named “USB copy”.

3.3.4. Management Mode

During setup and configuration, the LCD will be in Management Mode.

To enter into Management Mode, press Enter (<J) and an “Enter Password” prompt will show on the LCD.
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At this time, the administrator has to enter the correct LCD password. System will check whether the correct LCD
password has been entered. The default LCD password is “0000”. If correct password is entered, you will enter into
the Management Mode menu.

Table 5: Management mode

Item Description

WAN/LANT Setting IP address and netmask of your WAN/LAN1 ports.
LANZ Setting IP address and netmask of your LANZ2 ports.

Link Agg. Setting Select Load Balance, 802.3ad or Failover.

Change Admin Passwd Change administrator’s password for LCD operation.
Reset to Default Reset system to factory defaults.

Exit Exit Management Mode and return to Display Mode.

You can also change your LCD password using the Web Administration
Interface by navigating to System Management > Administrator Password.

For more on the Web Administration Interface, see Chapter 4/.

3.4. USB Copy

The USB Copy function enables you to copy files stored on USB devices suchas USB disks and digital cameras to the
Kontron storage with a press of abutton. To use USB copy, follow the steps below:

1. Plugyour USB device into an available USB port on the Front Panel.

2. InDisplay Mode, press the Enter ().
3. The LCD will display “USB Copy?”

4. Press Enter () and the Kontron storage will start copying USBdisks connected to the front USB port. The LCD
will display the USB copy progress and results.

3.5. Typical Setup Procedure

From the Web Administration Interface, you can begin to setup your C53160 for use on your network. Setting up the
(S3160 typically follows the five steps outlined below.

For more on how to use the Web Administration Interface, see Section 4.2.

3.5.1. Step 1: Network Setup

From the Web Administration Interface, you can configure the network settings of the C53160 for your network. You
can access the Network menu from the menu bar.

For details on how to configure your network settings, refer to Section 4.5.

3.5.2. Step 2: RAID Creation

Next, administrators can configure their preferred RAID setting and buildtheir RAID volume. You can access RAID
settings from the menu bar of the Web Administration Interface by navigating to Storage Management > RAID
Management.

For more information on configuring RAID, see Section 4.6.2.

Don't know which RAID level to use? Find out more about the different RAID levels from Appendix B: RAID basics.
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3.5.3. Step 3: Create Local Users or Setup Authentication

Once the RAID is ready, you can begin to create local users for the C53160, or choose to setup authentication
protocols such as Active Directory (AD).

For more on managing users, go to Section 4.7.
For more information on configuring Active Directory,see Section 4.7.1.

For information about the benefits of Active Directory, see Appendix D: Active Directory Basics.

3.5.4. Step 4: Create Folders and Set Up ACLs

Once users are introduced into your network, you can begin to createvarious folders on the C53160 and control user
access to each usingFolder Access Control Lists.

More information on managing folders, see Section 4.6.5.

To find out about configuring Folder Access Control Lists, see Section 4.6.5.5.

3.5.5. Step 5: Start Services

Finally, you can start to setup the different services of the C53160 forthe users on your network. You can find out
more about each of these servicesby clicking below:

Samba / CIFS

AFP (Apple Network Setup)
NFS Setup)

FTP

iTunes® Server

Printers
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4/ System Administration

4.7. Overview

The C53160 provides an easily accessible Web Administration Interface. With it, you can configure and monitor the
(CS3160 anywhere on the network.

4.2. Web Administration Interface

Make sure your network is connected to the Internet. To access the CS3160 Web Administration Interface:
1. Typethe C53160 IP address into your browser. (Default IP address is http://192.168.1.100)

Figure 13: Web administration interface

Your computer's network IP address must be on the same subnet as the C53160. If the C53160
has default IP address of 192.168.1.100, your managing PC IP address must be 192.168.1.x,
where x is a number between 1and 254, but not 100.

2. Login to the system using the administrator user name and password. The factory defaults are:
User Name: admin
Password: admin
If you changed your password in the setup wizard, use the new password.

Once you are logged in as an administrator, the disclaimer page will appearas below. Please click the check box if you
do not want to have this pagedisplayed during the next login.
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Figure 14: Disclaimer

Disclaimer

THECLS has no lizbility, consequential, incidental or special damages. These include,
without limitation, loss of recorded data, the cost of recovery of lost data, lost profits
and the cost of the installation or removal of any THECUS products, the installation of
replacement THECLUS products, and any inspection, testing, or redesign caused by
zny defect or by the repair or replacement of Products arising from a defect in any
THECUS products.

Lisers can now register their THECUS NAS online. Simply go to the online registration
feature and enable the registration function. The registration page will confirm what
system information will be stored. Users will receive regular firmware uparades and
module release notifications.

[]1 agree. Don’ t show this message next time.

Following the disclaimer page, you will see the Web Administration Interface. From here, you can configure and
monitor virtually every aspect of the C53160 from anywhere on the network.

4.2.1. My Favorite

The user interface with “My Favorite” shortcut allows the user to designate often used items and have them display
on the main screen area. The figurebelow displays system favorite functions.

Figure 15: System favorite functions
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Administrators can add or remove favorite functions to My Favorites by right clicking the mouse on the menu tree.

Another way the administrators can add favorite functions is by clicking the “Add Favorite" icon in each function
screen. See the figure below with the red circled icon.

Figure 16: My favorite

R
& A00 My favorte v
[ | © Remove My favorite
i \ T/
i
agamant Ganeral

To return to the favorite screen, simply click “Home” located at the lefthand corner of the main screen.

Figure17: Home

4] Home > 3ystem Information > General
S —”

[ System Information = | pProduct Information

L'J, General
A2 starug Manufacturer Thecus

4.2.1.1. Menu Bar

The Menu Bar is where you will find all of the information screens and system settings of the C53160. The various
settings are placed in the following groups on the menu bar:

Figure 18: Menu bar

a

i System Information 2 |

x System Managemeant

ha System Netwark

'_E':! Storage

man Us2r and Group Authentication

hﬂ Metwork Service

|"% Application Server
M Backup .

&4 Bxtemal Devices

Table 6: Description of Menu bar items

Item Description

System Information Current system status of the C53160.

System Management Various (53160 system settings and information.

System Network Information and settings for network connections, as well as
various services of the C53160.

Storage Information and settings for storage devices installed into the
CS3160.
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User and Group Authentication

Allows configuration of users and groups.

Network Service

Use the Network Service menu to make network service support

settings.

Application Server

App and iTunes Server set-up of the C53160.

Backup

Category of Backup Features setup of the C53160.

External Devices

The CS3160 supports printer server and UPS via USB interface.

Moving your cursor over any of these items will display the dropdownmenu selections for each group.

In the following sections, you will find detailed explanations of each function,and how to configure your CS3160.

4.2.1.2. Message Bar

You can get quick information about your system status by moving yourmouse over these icons.

Figure 19: Message bar

IR =

Table 7: Message bar

Item Status

Description

RAID Information

Display the status of created RAID volume. Click to go to
RAID information page as short cut.

Disks Information

=
0

Display the status of disks installed in the system. Click to
go to Disk information page as short cut.

FAN Display system FAN Status. Click to go to System Status
@' page as short cut.
— | Temperature Display system temperature, click to go to System Status
f | page as shot cut.
Network Green: Connection to the network is normal. Red: abnormal
m connection to the network
4.2.2. Logout

Figure 20: Logout

J-E| Logout

Click to logout Web Administration Interface.

4.2.3. Language Selection

The C53160 supports multipleLanguages, including:

English

Japanese
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Traditional Chinese
Simplified Chinese
French

German

Italian

Korean

Spanish

Turkish

Russian

Polish

Portuguese

Czech

On the menu bar, click Language and the selection list appears. This user interface will switch to the selected
language for the CS3160.

Figure 21: Language selection

Language: REEelEilke
English I
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4.3. System Information
Information provides viewing on current Product info, System Status,Service Status and Logs.

The menu bar allows you to see various aspects of the C53160.From here, you can discover the status of the C53160,
and also other details.

4.3.1. General

Once you login, you will first see the basic system Information screen providing Manufacturer, Product No.,
Firmware Version, and System Up Time information.
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Figure 22: System information

| B System Information . N4800Eco
L.lﬁeneral .
A Status Manufacturer: Thecus
L] System Log Product No.: N4BOOECo
. Syslog Management
q System Manitor Firmware Version: 2.05.08.cdv
I]_d Hardware Information Up Time: 6 Minutes

liz] User Access Log

Table 8: System information

Item Description

Manufacturer Displays the name of the system manufacturer.

Product No. Shows the model number of the system.

Firmware version Shows the current firmware version.

Up time Displays the total run time of the system.
4.3.2. Status

From the System Information menu, choose the Status item, System Service Status and HW Status screens appear.
These screens provide basic system and service status information.
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Figure 23: Status
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4.3.3. Logs

Figure 24: Logs

| O | tion: > system inormaton > system Log

1 System Information = |

WAoo 10,000 | Racord(s] svata Export || 3 Apply | Dispia{ System | [ A |- Laval b Export Record () Delete Record | Auto Rl Naze |
B status Date Time Event

L] System Log 2014-06-11 13:07:34 [N4510UPRO-S] : User admin logged in from 172.16.64.149

*%0nline Registration 2014-06-11 13:01:25 [M4510UPRO-S] : S5H service starts. il

s Syslog Management

System Monitar 2014-06-11 13:01:32 [N4510UPRO-5] : [N4510UPRD-S] boot successfully.
LidHardware Information 2014-06-11 13:01:16 [N4510UPRO-S] : Healthy: The RAID [RAID] on system [N4S10UPRO-5] is healthy now.
L] User Access Log 2014-06-06 14:54:05 [N451OUPRG-5] : The system NASLOUPRO-S shutdown.
. 2014-05-29 11:20:04 [N4510UPRO-5] : SSH service starts,
‘x System Management ¥ 2014-05-28 11:20:02 [N4510UPRO-5] : [N4510UPRD-5] boot successhully.
5@ System Network 2014-05-29 11:19:52 [N4510UPRO-S] : Healthy: The RAID [RAID] on system [M4510UPRO-S] is healthy now.
2014-05-28 13:18:08 [N4310UPRG-S] : The system N4510UPRO-S shutdown.
S storage : 2014-05-26 16:18:35 [NAS1OUPRO-S] : SSH service starts.
aan User and Group Authenticatics 2014-05-26 16:18:33 [N4510UPRC-5] : [N4510UPRO-5] boot successfully.
Ea i oty 2014-05-26 16:18:22 [N4510UPRG-S] : Healthy: The RAID [RAID] on system [N4510UPRC-5] is healthy now.
2014-05-26 16:18:16 [N4510UPRO-5] : Your system last shutdown is sbnormal, Vv
' Application Server = 2014-05-21 18:16:10 [N4510UPRD-5] : User andy loaned in from 172,16.64.139
B : oA L Jarse b bl & Pazesids0 | Display 1~ 30 Record(s) Total 119 Recerd(z)
;(3; External Davices

From the System Information menu, choose the System Logs option and the System Logs screen will appear. This
screen shows a history of system usage and important events such as disk status, network information, and system
booting.
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Table 9: Logs

Item Description

This can be selected from a dropdown list to export the

Number of records to export log(s) as a single file,

Export log option This can be set to Auto Export or Auto Delete.

The default logs displayed are for system events. From
the dropdown list, administrators can choose from
various forms of user access, such as AFP, Samba, etc.
Note: Users need to enable the “User Access Log" service
Log Type to view these details.

ALL: Provides all log information including system,
warning, and error messages.

INFO: Shows information about system messages.
WARNING: Shows only warning messages.

Log Level ERROR: Shows only error messages.

Export Records Export all logs to an external file.

Delete Records Clear all log files.

Auto Refresh Specify the auto refresh time interval.

The number of lines per page Specify the desired number of lines to display per page.
Sort Ascending Shows logs by date in ascending order.

Sort Descending Shows logs by date in descending order.

Use the forward (> >>| ) and backward ( |<< <) buttons
|<< < >>>| to browse through the log pages.

()

Reload logs.

Figure 25: Columns
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2014-05-26 16:18:22 [N4510UPRD-S] ¢ Hea? [71 File Size n systern [N4510UPRO-S] Is healthy now.
2014-05-26 16:18:16 [M4510UPRD-5] Toulr system last shutdown is abnormal, \
2014-05-21 18;16:10 [M4510UPRO-S] : User andv looged in from 172,16.64.139

[ | Trapase b p| D PapaSmdin |w Display § - 50 Racord(s) Tatal 119 Racord(i)

Columns can also be added to display additional information about each event.
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4.3.4. Syslog Management

Generates system log to be stored locally or remotely, it also can be chose to act as syslog server for all other
devices.

These messages are stored on your NAS in: Nsync > log> messages. Information can be obtained in two ways: locally
and remotely.

Configuration with syslog server:

Figure 26: Syslog server

Syslog Daemon: @) Enable i1 Disable
Sysing sanvice: @) sapver ) chent
Target: @ Loca Remate
Syslog folder: WV

Log Levek ~

Remote 1P Address;

Agply

Configuration with syslog client and target to storelocally:

Figure 27: Syslog client, target to storelocally

Syslog Dasrmon: @ Engble ) Disahle
Syslog senace: ) server @ clent
Targek: @ Laocal I Remots
Syslog folder: MAS_Public V

Log Levet f.-\l__v

Remote TP Address:

APPIY

Configuration with syslog client and target to store remotely:

Figure 28: Syslog client, target to storeremotely

Syslag Dasmon: @ Enahla i) Digabla
Syslog sarvice: () serrer @ diank
Target: ) Local @ Remote
Sysiog folder: | ' =
Log Levek l?_v
Remote 1P Address: [172.16.65.147

Appiy
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See the following table for a detailed description of each item:

Table 10: Syslog

Item Description

Syslog Daemon Enable/Disable syslog daemon.

If Server has been selected then associated syslog folder will be used to
store all system logs from other NAS devices which has assigned this
system for syslog server as well as syslog of this server unit. It can be
seen from associated syslog folder with files “error”, “Information” and
‘warning".

If client has been selected then “Local” or “Remotely” can be choose.

Syslog service

Choose Local, all system logs will be stored in an associated syslog folder
filled in from next filed. And the syslog folder will have file "“messages” to
store all system logs. If Remotely has been selected, a syslog server is
needed and an IP address is required.

Target

Select from a drop down share list, all of the system logs will be stored on
Syslog folder it. This syslog folder is applied to “syslog server” or “syslog client” with
“lncal” splected

The user can choose from 3 different levels. "All", “Warning/Error" or
“Error”

Log Level

Remote IP Address Input the syslog server IP address if choose to store syslog info remotely.

4.3.5. System Monitor

The system monitor is capable to monitor system status including CPU/memory utilization, fan/temperature status,
network throughput and on-line user list in various protocols.

To monitor system status, simply click on “System Monitor” from the tree menu and the screen will appear as below.

Figure 29: System monitor
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It is divided into 4 sections. Each section can be modified to monitor specific items by using the drop down list from
the "“Monitors" tab, simply click on the items you would like to monitor. From each section, you can also choose to
display the information graphically by selecting "Graphic” or by plain text mode by selecting "Details".
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E Only 2 sections can be set in graphic mode at the same time.

If graphic mode is chosen, 3 minutes of information is displayed on the x-axis.A resume of the information is
displayed by dragging the mouse over the graphic at a specific time. See example below:

Figure 30: Example
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For the on-line users list, system monitor will display the on-line users andthe share folder they have visited.

Figure 31: User list
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Table 11: System monitor

Item Description

Save Layout Saving selected monitoring items. Layout will remainthe same for future
visits.

Reset Layout Set back to default monitoring settings and layout.

History Click on this check box and system monitor will writethe monitoring
history to a designate path in the RAID volume.

Lock Layout All of the monitoring items are fixed and cannotbe changed. Click again
to unlockit.
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If the History has been enabled, click on ] and system monitor will display the history with different
period for selection.

Figure 32: History
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4.3.6. Hardware Information

From the System Information category, choose the Hardware Information item and the system will display the
related HW details for the associated model.

Figure 33: Hardware information

. I Home > System Information > Hardware Information

[ i System Information = |
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4.3.7. User Access Log

Figure 34: User access log

User Access Log Support

User Access Log:
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‘@i Enabda Disabls
MAS_Public [+
7| AFP Bt [ 5081 Wl Samba/CIFs [V 55H

1. The access fog wil list selected senvices with associated ems as shown befow.

AFP: Login, Logout

TP Delete, Dovwnload, Folder Create, Login, Logout, Rename, Upload

ISCSI: Login, Logout

Samba: Delete, Folder Creats, Folder (oen, Read, Rename, Write

ESSH: Login, Logout

2. To view the access Iog, please go to system log pape then select desired senvices.

3. The selected service will ba restarmed,

The User Access Log Support section allows administrators to select the desired protocols to record user activity for.

Table 12: User access log

Item

Description

User access log

Enable or disable the User Access Log service.

Folder Select from the dropdown list where to store the user access log.

Service Select from the check box which access details to record.

Apply Click Apply to save changes.

Description The user access list will record different activities depending on which protocol is

selected.
AFP: User login and logout.

2. FTP: User file deletion, uploads/downloads, folder creation, object renaming,

and login and logout.

3. iSCSI (if applicable): User login and logout.

4. Samba: User file deletion, folder creation, folder opening, and object reading,

renaming, and writing.

5. SSH (if applicable): User login and logout.

After the User Access Log Support has been set up and the "Apply" button selected, all selected services will restart.

To view user access details related to the selected service(s), please go to System Log and choose a service from the

“Display” dropdown list.
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Figure 35: Display dropdown list
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To export details from the User Access Log as a single file from target folder, administrators must first select the
desired number of records from the dropdown list and also select the “"Auto export” option. Please choose the number
of logs export and click “Apply” to activate these settings.

Figure 36: Export step 1
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Figure 37: Export step 2

Event

[N4510UPRO-S] :
[N4510UPRO-S] :
[N4510UPRO-S] :
[N4510UPRO-S] :
[NAS1MIDRN-ST -

10,000 |+ Record(:

| Date Time

2014-06-11 13:0x Auto Export

ﬂ’mﬁoﬁmﬁh_

User admin logged in from 172.16.64.149
S5H service starts.

[N4510UPRC-5] boot successfully.
Healthy: The RAID [RAID] on system [N4510UPRO-5] is healthy now.
The cvctem NAS1NIPRO-S chifdrwn

3 Apply | Display] System | v [41l | v [Level || Export Record @ Delete Record

2014-06-11 13:01:25

1A DR 11 17201037

Auto Delete

Event

[N4510UPRO-S] : User admin logged in from 172.16.64.149

[N4510UPRO-S] : SSH service starts.

A iniinon 1 « Tras1minen €1 hant coeenecfalle

(10,000 | Record(s)) Auto Export |+ Display| System | v [ Al | v [Level | Export Record (@ Delete Record | Auto Refresh{ None |+

Aulnv

Once (for example) 10,000 records have been reached, the log file will appear in /NAS_public/access_log/

Figure 38: Log file
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4.4, System Management

The System Management menu gives you a wealth of settings that you can use to configure your C53160 system
administration and functions. You can set up system time, system notifications, and even upgrade firmware from this
menu.

4.4.1. Date and Time: Setting System Time

From the System Management menu, choose the Date and Time item and the System Date and Time Settings screen
appears. Set the desired Date, Time, and Time Zone. You can also elect to synchronize the system time on the C53160
with an NTP (Network Time Protocol) Server.

Figure 39: Setting system time

. - Home > System Management > Date and Time

|k System Information . | System Date and Time Settings
B¢ System Management < | Date: 06/28/2015 =
#2 Date and Time Time:
. Time Zone; |
Uparade ¥ = =
I scheduled On/off NTR Service: @) Enable @ Disablz
L Administrator Passward Sync with an Extarmnal NTP Senver: @ Yes & No

¢=Config Mgmt

i Factory Default Select an external NTP server: v
@ Power Management
1§ File System Check Gl

" Wake-On-LAN
¥ oymp
%@ UI Login Functions

See the following table for a detailed description of eachitem:

Table 13: Date and time

Item Description

Date Sets the system date.

Time Sets the system time.

Time Zone Sets the system time zone.

NTP Service Select Enable to synchronize with the NTP server. Select Disable to close

the NTP server synchronization.
Sync with external NTP Select YES to allow the C53160 to synchronize with an NTP server of

Server your choice.

Select an external NTP Choice an external NTP server.
server

Apply Click Apply to save changes.

If an NTP server is selected, please make sure your C53160 has been setup to access the NTP

b server.

4.4.2. Notification Configuration

From the System Management menu, choose the Notifications item, and the Notifications Configuration screen
appears. This screen lets you have the C53160 notify you in case of any system malfunction. Press Apply to confirm
all settings. See following table for a detailed description of each item.
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Figure 40: Notification configuration

Table 14: Notification configuration

Item Description

Beep Notification Enable or disable the system buzzer that beeps when a problem
occurs.

Email Notification Enable or disable email notifications of system problems.

Authentication Type Select the SMTP Server account authentication type.

Security Type Select Security Type: SSL or StartTLS

TLS Certificate On/off TLS Certificate.

SMTP Server Specifies the hostname/IP address of the SMTP server.

Port Specifies the port to send outgoing notification emails.

SMTP Account ID Set the SMTP Server Email account ID.

Account Password Enter a new password.

Log Level Select the log level to send the e-mail out.

Sender's E-mail Address Set senders email address to send email notifications.

HELO/EHLO Domain Enter the HELO/EHLO domain name.

Name

Receiver's E-mail Address | Add one or more recipient's email addresses to receive email

(1,2,3.4) notifications.

E Consult with your mail server administrator for email server information.

4.4.3. Firmware Upgrade

From the menu, choose the Firmware Upgrade item and the Firmware Upgrade screen appears.
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Figure 41: Firmware upgrade

Hamal Uprdate
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4.4.3.1. Manual Update

Follow the steps below to upgrade your firmwaremanually:

1.  Usethe Browse button to find the firmware file.
2. Press Apply.

3. Thebuzzer will beep and the Busy LED will blink until the upgrade is complete.

The buzzer only beeps if it is enabled in the System Notification menu.
E Check Kontron's website for the latest firmware release and release notes.

Downgrading firmware is not permitted.

NOTICE Do not turns off the system during the firmware upgrade process. This will lead to a

catastrophic result that may render the system inoperable.

4.4.3.2. Auto Update

If checked, the system will automatically detect and download new firmware (either a Major or Latest Update). The
firmware will be installed when the system is shut down or rebooted.

Follow the steps below to upgrade your firmware automatically:
1. Check the Major Update or the Latest Update.

2. Press Apply.

Table 15: Auto update

Item Description

Major Update The system will download and upgrade to the latest essential firmware
available.

Latest Update The system will download and upgrade to thelatest firmware available

4.4.4, Schedule Power On/Off

Using the C53160 System Management, you can save energy and money by scheduling the C53160 to turn itself on
and off during certain times of the day.
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From the System Management menu, choose the Schedule Power On/Off item and the Schedule Power On/Off screen
appears.

To designate a schedule for the C53160 to turn on and off, first enable the feature by checking the Enable Schedule
Power On/Off checkbox.

Then, simply choose an on and off time for each day of the week. Finally, click Apply to save your changes.

Figure 42: Schedule power on/off

m Home > System Management > Scheduled onjoff
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Example - Monday: On: 8:00; Off: 16:00
System will turn on at 8:00 AM on Monday, and off at 16:00 on Monday. System will turn on for the rest of the week.

If you choose an on time, but do not assign an off time, the system will turn on and remain on until a scheduled off
time is reached, or if the unit is shutdown manually.

Example - Monday: On: 8:00
System will turn on at 8:00 AM on Monday, and will not shut down unless powered down manually.

You may also choose two on times or two off times on a particular day, and the system will act accordingly.

Example - Monday: Off: 8:00; Off: 16:00

System will turn off at 8:00 AM on Monday. System will turn off at 16:00 PM on Monday, if it was on. If the system
was already off at 16:00 PM on Monday, system will stay off.

4.4.5. Administrator Password

From the menu, choose the Administrator Password item and the Change Administrator Password screen appears.
Enter a new password in the New Password box and confirm your new password in the Confirm Password box. Press
Apply to confirm password changes.

There is also a password to enter the LCD setting that you can setup here. Enter a new password in the New
Password box and confirm your new password in the Confirm Password box. Press Apply to confirm password
changes.
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Figure 43: Administrator password
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See the following table for a detailed description of each item.
Table 16: Change administrator and LCD entry password
Item Description
New Password Type in a new administrator password.
Confirm Password Type the new password again to confirm.
Apply Press this to save your changes.

4.4.6. Config Mgmt

From the menu, choose the Config Mgmt item and the System Configuration Download/Upload screen appears. From
here, you can download or upload stored system configurations.

Figure 44: Config Mgmt

* I

il system Information Z System Configuration Download/Upload

% System Management
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See the following table for a detailed description of eachitem.

Table 17: Config Mgmt

Item Description

Download Save and export the current system configuration.

Upload Import a saved configuration file to overwrite the current system
configuration.

Backing up your system configuration is a great way to ensure that you can revert to a
working configuration when you are experimenting with new system settings.

> The system configuration you have backed up can only be restored in the same firmware
version. The backup details exclude user/group accounts.
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4.4.7. Factory Default

From the menu, choose the Factory Default item and the Reset to Factory Default screen appears. Press Apply to
reset the CS3160 to factory default settings.

Figure 45: Factory default

o Home > System Management > Factory Default

LBl System Information = | Reset To Factory Default

% System Management = |
Schaduled OnfOft
€. Administratar Password
" Factory Defaulk
L) Kepoot B Shutdown

A Appiy

NOTICE Resetting to factory defaults will not erase the data stored in the hard disks, but WILL revert

all the settings to the factory default values.

4.4.8. Power Management

From the menu, choose Power Management item, and the Shutdown/Reboot System screen appears.

4.4.8.1. Shutdown/Reboot System

Press Reboot to restart the system or Shutdown to turn the system off.

Figure 46: Shutdown/reboot system

ﬁ Heome > System Management > Reboot & Shutdown
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4.4.8.2. Automatic Resume

The setting determines how the C53160 behaves when the poweris restored after an unexpected power loss.

Table 18: Automatic resume

Item Description

No The C53160 remains power off until power on manually.

Yes The C53160 power on automatically when the power restores..
Previous Status If the CS3160 was on, it will power on when the power restores.

If the C53160 was off, it will remains power off when the power restores.

Apply Press this to save your changes.
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The Automatic Resume feature will only be enabled when power is lost for at least

10 seconds.

p>

4.4.9. File System Check

The File System Check allows you to perform a check on the integrity of your disks' file system. Under the menu, click
File system Check and the File System Check prompt appears.

Figure 47: File system check
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The file system has been checked successfully. Reboot the system make the changes effectme.
Encrypted RAID does not support file system chechs!
Press [ Apply ] to reboot the system now.

To perform a file system check, click Apply. Once clicked, the following prompt will appear:

Figure 48: Prompt

| File Syrtom Checlk

2

=

Click Yes to reboot the system.

Figure 49: Execution

] File System Check
Reboot
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Done.

Once the system has rebooted, you will be returned to the File System Check prompt. There you will see the available
RAID volumes to run the file system check. Check the desired RAID volumes and click Next to proceed with the file
system check. Click Reboot to reboot without running the check.

Figure 50: RAID volumes
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Figure 51: RAID selection
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Figure 52: Buttons

nest || Reboot

Once you click Next, you will see the following screen:

Figure 53: Status screen
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Click Start to begin the file system check. Click Reboot to reboot the system. When the file system check is running,
the system will show 20 lines of information until it is complete. Once complete, the results will be shown at the
bottom.

Figure 54: Status screen example
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The system must be rebooted before the C53160 can function normally after file system

b check completes.

4.4.10. Wake-Up on LAN (WOL)

The CS3160 has the ability to be awoken from sleep mode via WAN/LAN1 or LANZ port.

Figure 55: Wake-up on LAN

n Heme > System Managemant > Wake-On-LAN
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From the menu, choose the WOL item, and the Wake-up On LAN screen appears. From here, you can Enable or
Disable.

Table 19: Wake-up on LAN

Item Description

WAN/LANI1 Enable or Disable WOL service from WAN/LAN1
LANZ Enable or Disable WOL service from LAN2
Apply Click Apply to save changes.

4.411. SNMP Support

From the menu, choose the SNMP item and the SNMP Support screen appears. You could enable the SNMP function
and filled in the related information in each fields. With the SNMP management software, you can get other system's
basic information.

Figure 56: SNMP support
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From the menu, choose the SNMP item, and the SNMP Support screen appears. From here, you can Enable or Disable.
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4.412. Ul Login Function

Adjusts Ul Login Configuration settings, you can enable/disable the Web Disk, Photo Server and modules functions,
according to your needs.

Figure 57: Ul login function

UT Login Functions

Veb Disk: i@ Enable {©) Disable
Photo Server: i@ Enable i) Disable
Module: i@ Enable i) Disable

4.5. System Network

Use the System Network menu to make network configuration settings to an on board network port or additional NIC
as well as DHCP and link aggregation.

4.5.1. Networking

From the System Network menu, choose Networking, and the Networking Configuration screen appears. This screen
displays the network parameters of the global setting and available network connection. You may change any of
these items and press Apply to confirm your settings. See a description of each item in the following table:
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Home > System Network > Networking

Host Settings

Host Name: (pma | Domain Hame: |rhecu5.cnr‘1
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MAC Address: 00:14:FD:15:59:84 Link Status: Connected
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Pv4 IPvG
Enable: C Enable: Ll
Mode: @ Manual Mode: @ Manual
() DHCR ! DHCP
P 172.16.66.25 IR fech:l
Netmask: 255.255,252.0 Prefoc Length: 64
Gateway: 172.16.66.135 Gataway:
Mote:

Default Gateway: |\WAN/LANL |

The available system network ports are coming from embedded system ports and additional system ports added
through the reserved PCl-e slot with associated compatible list. Therefore, the screen shown above is an example of
a Kontron C53160 with 3 on board GbE NIC and an additional Intel PRO/1000 PT quad port NIC, for a total of 7 NIC

ports.

Table 20: Network configuration (global parameters)

Item

Description

Host name

Host name that identifies the C53160 on the network.

Domain name

Specifies the domain name of the C53160.

WINS Server To set a server name for NetBIOS computer.
Select the DNS server is coming from DHCP server or manual input. A
DNS Mode total of 3 DNS servers can be input. If the DNS setting is chosen from

DHCP server, then it will refer to WAN/LANT port.

DNS Server 1,2,3

Domain Name Service (DNS) server IP address.

Table 21: Network configuration (NIC port)

Item Description

Link speed Display associated NIC port link speed.

Link status Display associated NIC port link status.

MAC address MAC address of the network interface.
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Item Description

Jumbo Frame Support Enable or disable Jumbo Frame Support of associate interface on your

CS3160.
IPv4/1Pvb Click to enable IPv4/1Pv6 for TCP/IP. The default is IPv4 enabled.
Mode It can choose a static IP or Dynamic IP.
IP IP address of associate NIC interface.
Netmask/Prefix Length Input netmask for IPv4 and Prefix length for IPv6.
Gateway Gateway for associate NIC.

It can be chosen from a drop down list of default gateway that's been

ISt B used for the CS3160.

Only use Jumbo Frame settings when operating in a Gigabit environment where all other
I clients have Jumbo Frame Setting enabled.

Proper DNS setting is vital to networks services, such as SMTP and NTP.

Most faster Ethernet (10/100) Switches/Routers do not support Jumbo Frame and will not be
D able to connect to your C53160 NAS after Jumbo Frame is turned on.

4.5.2. VLAN

Each NIC is capable of VLAN support. To enable VLAN, simply click the checkbox and input the VLAN ID (VLAN ID can be
any digital number). The system withthe same VLAN ID will become a Virtual LAN group to allow more specific
communication among members.
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Status: Mormnal Speed: 1000Mby/'s
MAC Address: 00:14:FD:17:09:76 Link Status: Connacted
Jumbo Frame: v | bytes Enable VLAN: [

VLAN ID:

4.5.3. DHCP/RADVD

From the System Network menu, choose DHCP/RADVD, and the DHCP/RADVD Configuration screen appears. This
screen displays available NIC status. If each NIC has been set-up to a static IP, then each NIC can be configured to act

as DHCP/RADVD server.
Figure 60: DHCP/RADVD

Home > System Network > DHCP/RADVD

WAN/LANL LANZ || LANS

Addinonal LANS || Additional LANS || Additional Lats | Addibonal LANT

Status:

Mofa:

P4 PG
Enable: Enabled Enable: Enabled
Moda: Manual Made: Manual
1P: 172.16.66.25 Ip: forD::1
hetmasi: Prafix Length:
DHCP Sarvice: | RADVD Service: [T

Start IP: Prafbo

End IP: Prefix Length:

Default Gateway:
DS 1=
DHS 2:

DNS 3:

-“-FE'!'_I

4.5.3.1. DHCP/RADVD Server Configuration

A DHCP/RADVD server can be configured to assign IP addresses (IPv4) orPrefix (IPv6) to devices connected to the

associated NICport.

Table 22: DHCP configuration

Item

Description

DHCP/RADVD Service

Enable or disable the DHCP/RADVD service to automatically assign IP
address to PCs connected to associate NIC interface.

Start IP (IPv4)

Specifies the lower IP address of the DHCP range.

End IP in (IPv4)

Specifies the highest IP address of the DHCP range.

Default Gateway (IPv4)

Specifies gateway for the DHCP server service.

DNS Server 1,2,3 (IPv4)

Displayed the DNS server IP address.

Prefix (IPv6)

Specifies prefix

Prefix Length (IPv6)

Specifies prefix length
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The IP address of associated NIC should not be in the range of the Start IP address and End IP

D address (IPv4).

4.5.4. Linking Aggregation

w,n

The C53160 supports link aggregation from either on board network port or additional NIC. Simply click on "+" as
shown in the screen shot below.

Figure 61: Link aggregation screen 1

Home > System Network > Linking Aggregation

WANH/LAN LANZ LaMN3 Adddionat LANS Additonsl LANS Additianal LANG Additional LAN7 ‘ g ,

Sratus: Spead: 1000MEs
Jumbo Frame:

IPv4 [Original Setting) IPuG{0riginal Setting)
Enable: Enabled Enabla: Enabled
Madea: Manual Mode: Manusl
F: b 7= 1p:

Hatmask: 65 gEe e Prefi Length:
Gateway: 7 5.6 35 Gabaway:
Note;

Default Gateway: | WANSLAN "

The associated screen shot will appear after the “+” isclicked.

Figure 62: Link aggregation screen 2

Heme > System Metwork > Linking Aggregation

Avaiable Interfaces Selected Interfaces
MName Speed HName Speed
WANSLANT 16
LAMNZ2 16

LAN3 1G
Additional LAN4 16
Addional LANS 16
Additional LANG  1G
Additional LAN7 16

ofg

Select from available network port then move over to selected box.
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Figure 63: Link aggregation screen 3

Bvaiable Interfaces Selected Interfaces
HName Speed hName Speed
WANSLANT 1G Addtional LAN4 16
LANZ 1G Additional LANS 16
LANZ 1G Additional LANG 16

Addiional LANT 16

o

(| .

Click "Link" to confirm the selection. The newly created tab will appear for more settings required to complete the link

aggregation configuration.
Figure 64: Link type

WANLAN] LANZ LANS

| Additionsl LAMNS Additioral LAMNS Additional LANG Addtional LAN7 1-I'IIK] 2

Status: Additions! LaMNs, Addtionzl |

T .
Sumba Frame: Disablad [+ Link Type: [ |~
IPug IPvG Load Bakencs

Enable: V] Enable: Falouer
Balance-X0OR
Mode: Manual Mode: Broadcast
IP: 172.16.66.87 P: 802.3ad
Netmask: 755.255.252.0 Prafic Length; | Basnce-TLB
Bakznce-ALB
Gateway: 172.16.66,239 Gateway:

Defauk Gateway: |LINKL [

Apply:

Table 23: Link1 configuration

Hote:

Link1 Configuration

Status

Specifies the network ports being used with the associated link aggregation.

Click on to modify the selected network ports.

Jumbo Frame Support

Enable or disable Jumbo Frame Support of the associated interface on your C53160.

Link Type Select from drop down list for desired mode.

IPv4/IPv6 Click to enable IPv4/IPv6 for TCP/IP. The default is IPv4 enabled.
Mode It has to be a static IP with the link aggregation being used.

IP IP address of link aggregation.

Netmask/Prefix Length

Input netmask for IPv4 and Prefix length for IPv6.

Gateway

Gateway for associated link aggregation

Default gateway

It can be chosen from the drop down list of default gateway being used for the
CS3160.

Now under the networking, a "Link1" tab will appear from the network title bar.
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Figure 65: Link 1tab

LAl System Information i | Host Sattings
x System Managemsant * | Host Hame; | PMA Dormain Narmé; | thecus:com
B Sustem Hetwerk =1 WINS Server1: | WS Serverz: |

»" Networking
DHS Settings
Mode: @ Manuzt TIDHCP (Gt From WANSLANTY

?—j Storage

WANSLANL LArg LANS Addimonal LANA Additional LANS Addhonal LANEG Addmional LANT
e Uzer and Group Authenticabion

& Hatwork Senice | By Speed: 10D0Mbys
R s MAC Addrezs: DO:14:FD415:55:84 Link Status: Connectad
# Appbcztion Server
P tack | turbo Frame: |aga|_1|=_d -
Backup = .
— 1 IPwd 1P
LIMK1 *

To modify or delete LINKT1, go to Link Aggregation setting page. Click on we—uu to modify the settings or click on

LIMK1 %
to delete this link aggregation. If any ports are still available, additional link aggregation links can be

created by clicking

4.5.5. Additional LAN

Other than on-board LAN port, the CS3160 supports additional NIC to be added in its available PCl-e slot. For the
details of additional NIC support list please visit www.kontron.com/.

Once the additional NIC is installed into the CS3160, the “Additional LANx" will appear under the “Networking"
category. Click the associated NIC to setup the details. The screen shot below shows an example of an Intel PRO/1000
PT Quad port installed thru a PCl-e slot in the C53160.
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Figure 66: Additional LAN
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Home > System Network > Linking Aggregation

WAN/LANT LANZ LaM3 Addtional LANS

Additional LANS Additional LANG Additional LAN7 L

Status:

Jumbo Frame:
1Pv4 (Original Setting)

Enable: Enabled
Mode: Manual
IF:

Netmask:

Gatesay:

Default Gateway: [WAN/LANL "'

4.6. Storage Management

S =

1PvE{Driginal Satting)

Enabie: Enabled
Mode: Manuel
P
Pref Length:
Gataway:

Note:

m ¥

The Storage menu displays the status of storage devices installed in the CS3160. It includes storage configuration
options such as RAID and disk settings, folder configuration, iSCSI and ISO Mount.

4.6.1. Disk Information

From the Storage menu, choose the Disk Information item and the Disk Information screen appears. From here, you
can see various installed hard disks. The disk slot position will appear if the mouse is moved over the installed disk.

The screen shot below is just an example from a C53160 storage, which has 16 slots. Also it

> will list the disk info of JBOD devices if applicable.
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Figure 67: Disk Information

= Storags = Utds Inlormabion

lnk Intomaten

e Cagustys 102 ISR 1 TIOR3 R =@

Ik Prosser Fonagement Hitachi HOXF2500 irfr] AT

|

Table 24: Disk information

Item Description

Disk No. Indicates disk location.

Capacity Shows the SATA hard disk capacity.

Model Displays the SATA hard disk model name.
Firmware Shows the SATA hard disk firmware version.
Bad Block scan Yes to start scan Bad Block.

4.6.1.1. SMART Information

On the Disk Information screen, select a disk then click on "Smart" to list the S.M.A.R.T info of the associated disk.

Figure 68: Smart selection

Disk Information

Detect Bad Block ‘&
Disk o Model Capacity Firrmwwvare Bad Block

= N8900 (7Disks) in
d ST31000524NS 932 GB SM11
3 WDE000BKHG-02A29 359 GB ViGO3 Position

4 WD6000BKHG-02A29 559 GB VGO3
5 Hitachi HDS72101 932 GB A3MA E
& Hitachi HNS72101 937 GR A3MA

You may also perform a disk SMART test (doesn't apply to SAS HDD); simply click "Test" to start the SMART test. The
result is only for reference and the system will not take any action from its results.
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Table 25: SMART information

Item

Description

Tray Number

Tray the hard disk is installed in.

Model

Model name of the installed hard disk.

Power ON Hours

Count of hours in power-on state. The raw value of this attribute shows
total count of hours (or minutes, or seconds, depending on
manufacturer) in power-on state.

Temperature Celsius

The current temperature of the hard disk in degrees Celsius.

Reallocated Sector Count

Count of reallocated sectors. When the hard drive finds a
read/write/verification error, it marks this sector as "reallocated" and
transfers data to a special reserved area (spare area).

This process is also known as remapping and "reallocated" sectors are
called remaps. This is why, on a modern hard disks, you cannot see "bad
blocks" while testing the surface - all bad blocks are hidden in
reallocated sectors. However, the more sectors that are reallocated, the
more a decrease (up to 10% or more) can be noticed in disk read/write
speeds.

Current Pending Sector

Current count of unstable sectors (waiting for remapping). The raw
value of this attribute indicates the total number of sectors waiting for
remapping. Later, when some of these sectors are read successfully, the
value is decreased. If errors still occur when reading sectors, the hard
drive will try to restore the data, transfer it to the reserved disk area
(spare area), and mark this sector as remapped. If this attribute value
remains at zero, it indicates that the quality of the corresponding
surface area is low.

Test Type

Set short or long time to test.

Test Result

Result of the test.

Test Time

Total time of the test.

Acronyms

www.kontron.com

// 65



(S3160 Cloud Storage Node - Rev. 1.2

NOTICE If the Reallocated Sector Count > 32 or the Current Pending Sector of a hard disk drive > 0, the
status of the disk will show “"Warning". This warning is only used to alert the system

administrator that there are bad sectors on the disk, and they should replace those disks as
soon as possible.

4.6.1.2. Bad Block Scan

On the Disk Information screen, select a disk then click on “Detect Bad Block" to perform bad block scan of the
associated disk. The result is only for reference and the system will not take any action from its results.

Figure 70: Detect bad block selection

sk Information
w-l‘w :
Dik Mo Mogel Capadty FrTTaaE
=i WERN} [Tihnka)
ST 00D ANS 231 GE S
F| WRGODIEHG-02A29 iR GE
5 WDECIDERHG-02479 555 GB VGa3
5 AdMa
1 ] Driee
B — 1 ASMA
7 Hi@chi HOSFZIUL CRFal AJ5IT
B HitaChi HDS72101 932 GB AZ5C

The bad block scan can be terminated by clicking on “Stop Detect Bad Block".

Figure 71: Detect bad block termination
Disk Intormation

W smart " Stop Detect Bad Block

Disk Mo Model Capacity Firmware Bad Block

= N800 (TDisks)

2 5T31000524N5S 932 GB SN11

3 WDG000BKHG-02A29 550 GB VGO3 Scanning 3%
4 WDG000BKHG-02A29 550 GB V( Position

5 Hitachi HDS72101 932 GB A7 | | | | |

5 Hitachi HDS72101 932 GB adl | | | |

7 Hitachi HDS72101 932 GB A25C
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4.6.2. RAID Information

From the Storage menu, choose the RAID Management item and the RAID Management screen appears.

This screen lists the RAID volumes currently residing in the C53160. From this screen, you can get information about
the status of your RAID volumes, as well as the capacities allocated for data.

Figure 72: RAID management

* E—

1 System Information

Home > Storage > RAID Management

RAID Management

¢ cyerem Management

=
& System Network

wa Create | | FOEdit | F2Global Hat Spare

IR e i omlode
e zm— ] RAID 35 Healthy 1,235 1389.7... Used for HA
150 T \sLE Mountng
ol Share Folders
Umiscst

wa User and Graup Authentication Y |

g'] Network Service x |

] Appication Senver

HBZCkl:J

&4 Excemal Devices

Table 26: RAID information
Item Description
Master RAID The RAID volume currently designated as the Master RAID volume.
ID ID of the current RAID volume.
NOTE: AlL RAID IDs must be unique
RAID Level Shows the current RAID configuration.
Status Indicates status of the RAID. Can read either Healthy, Degraded, or
Damaged.

Disks Used Hard disks used to form the current RAID volume.
Total Capacity Total capacity of the current RAID.
Data Capacity Indicates the used capacity and total capacity used by user data.

4.6.2.1. Create a RAID

On the RAID Information screen, press the Create button to go to the RAID Volume Creation screen. In addition to RAID
disk information and status, this screen lets you make RAID configuration settings.

Using Create RAID, you can select stripe size, choose which disks are RAID disks or the Spare Disk.

Table 27: RAID configurations

Item Description

Disk No. Number assigned to the installed hard disks.

Capacity (MB) Capacity of the installed hard disks.

Model Model number of the installed hard disks.

Status Status of the installed hard disks.

Used If this is checked, current hard disk is aalready part of a RAID volume.

Spare If this is checked, current hard disk is designated as a spare for a RAID
volume.
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Item Description
Master RAID Check a box to designate this as the Master RAID volume. See the
NOTE below for more information.
Stripe Size This sets the stripe size to maximize performance of sequential filesin a

storage volume. Keep the 64K setting unless you require a special file
storage layout in the storage volume. A larger stripe size is better for
large files.

Data Percentage

The percentage of the RAID volume that will be used to store data.

Create

Press this button to configure a file system and create the RAID storage
volume.

To create a RAID volume, follow the steps below:

1. Onthe RAID Information screen, click Create.

Figure 73: RAID Information screen 1

Tha et of gystam frecd diek

2. Onthe RAID Configuration screen, set the RAID storage space as JBOD, RAID 0, RAID 1, RAID 5, RAID 6, RAID 10,

Capacty (M3) | Hodel Status Usad Spare
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572326 WOEIOREHG. . 0K "
572.326 WDBIOIBKHG... DK = H k|
577,328 WDETOOBKHE, . 0K F
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RAID 50 or RAID 60— see Appendix B: RAID Basics for a detailed description of each.
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Figure 74: RAID Information screen 2
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The C53160 storage supports multiple RAID modes and is capable of creating up to five RAID
b volumes within a single NAS system.
3. Specify a RAID ID.
Figure 75: RAID ID
RATI Volume Creatian E
& DLt @00 BIEADS FD1 L RADS

5 o A |
et e :::::hﬁ‘r avatly TATD lavn Dyl i

WO ot

AT O )

4, If this RAID volume is meant to be the Master RAID volume, tick the Master RAID checkbox.

In @ multiple RAID configuration, one RAID volume must be designated as the Master RAID
volume. The Master RAID volume will store all installed modules. If the Master RAID is
changed to another location (i.e. assigning volume 2 to be the Master RAID volume after
volume 1 had been previously assigned), then all modules must be reinstalled. In addition, all
system folders that were contained on the Master RAID volume will be invisible. Reassigning
this volume to be the Master RAID will make these folders visible again.

Selected whether the RAID volume will be encrypted or not. The RAID volume can protect data by using RAID
Volume Encryption function to prevent the risk of data exposure. To activate this function, the Encryption option
needs to be enabled while the RAID is created and followed by a password input for identification. Also, an
external writable USB disk plugged into any USB port on the system is required to save the password you have
entered while the RAID volume is being created. See the screenshot below for details.
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Figure 76: RAID configuration
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Once the Create button has been pressed with the Encryption checkbox enabled, the following message pop-up
will appear for confirmation.

Figure 77: Pop-up

RAID Confizuratien [%

To snerypt RATD volume will cevse performance down, and you nesd to keva wiitsbls USE disk tnsert to TSE port
toatore encrvptad password.

Strmsrymnmmend mhldmp your en::f}‘Puvd. pas_wmrd. o somewhers elis ui!ky, Nthepassrwd Tosswall cagss
datz urreachebia.

After the RAID volume has been created, you may remove the USB disk until the next time the system boots. The
RAID volume cannot be mounted if the USB disk with the encryption key isn't found in any system USB port when
the volume is accessed. To activate the encrypted volume, plug the USB disk containing the encryption key and
into any system USB port.

We strongly recommended copying the RAID volume encryption key to a safe place. You can find the encryption
key file from the USB disk in the following format:

(RAID volume creation date)_xxxxxx.key

NOTICE Please keep your USB disk in a safe place and also backup the encrypted key.

There is no way to rescue data back if the key is lost.

E With RAID volume encryption enabled, the system performance will go down.

RAID volumes with encryption enabled will be displayed with a key lock symbol next to volume ID name.
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Figure 78: Encrypted volume
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5.  Quick RAID — Enabled the quick RAID setting is going to enhance RAID creation time.
Figure 79: Quick RAID

RaD
Master RAID - Take effect after checked box
Encryption

Password: |.u. |

Pasgword: |.oo. |

We recommend using the "Quick RAID" setting only if the hard disks are brand new or if no

b existing partitions are contained.

6. Specify a stripe size — 64K is the default setting.

7. Selected the file system you would like to have for this RAID volume. The selection is available from ext3, XFS and
ext4.

Figure 80: File system
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Single volume size supported:

ext3>8TB

> XFS > 48TB

ext4>36TB

8. Press Submit to build the RAID storage volume.

Figure 81: Creation confirmation
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Figure 82: Pop-up

| Dss L 456

RAID Lavel RAID S

R4 1D RADO
Magter A L
Enervation Ha
Quick Faid 0
Ston Szo(KE) B KE
T Syetarn i

Tata Parcentage

9. Press "Yes" for RAID volume creation preparation. Then click "Finish” to start up with RAID volume building.
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Figure 83: Start RAID volume building
RATD Volume Crea tion a-!

The RAID volume creation will start after [Finish] button pressed.
During the RAID volume creation period all of active services will
be stopped. :

Building a RAID volume may be time consuming, depending on the size of hard drives and
RAID mode. In general, if the RAID volume building process is up to “RAID Building”, then the
data volume is accessible.

NOTICE Creating RAID destroys all data in the current RAID volume. The data will be unrecoverable.

4.6.2.2. RAID Level

You can set the storage volume as JBOD, RAID 0, RAID 1, RAID 5, RAID 6, RAID 10, RAID 50 or RAID 60.

RAID configuration is usually required only when you first set up the device. A brief description of each RAID setting
follows:

Table 28: RAID levels

Level Description

JBOD The storage volume is a single HDD with no RAID support. JBOD requires
a minimum of 1disk.

RAID O Provides data striping but no redundancy. Improves performance but
not data safety. RAID 0 requires a minimum of 2 disks.

RAID 1 Offers disk mirroring. Provides twice the read rate of a single disk, but
same write rate. RAID 1 requires a minimum of 2 disks.

RAID 5 Data striping and stripe error correction information provided. RAID 5

requires a minimum of 3 disks. RAID 5 can sustain one failed disk.

RAID 6 Two independent parity computations must be used in order to provide
protection against double disk failure. Two different algorithms are
employed to achieve this purpose. RAID 6 requires a minimum of &4 disks.
RAID 6 can sustain two failed disks.
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Level

Description

RAID 10

RAID 10 has high reliability and high performance. RAID 10 is
implemented as a striped array whose segments are RAID 1arrays. It
has the fault tolerance of RAID 1and the performance of RAID 0. RAID 10
requires 4 disks. RAID 10 can sustain two failed disks.

RAID 50

RAID 50 combines the straight block-level striping of RAID 0 with the
distributed parity of RAID 5. This is a RAID 0 array striped across RAID 5
elements. It requires at least 6 drives.

RAID 60

RAID 60 combines the straight block-level striping of RAID 0 with the
distributed double parity of RAID 6. That is, a RAID O array striped across
RAID 6 elements. It requires at least 8 disks.

NOTICE If the administrator improperly removes a hard disk that should not be removed when RAID

status is degraded, all data will be lost.

4.6.2.3. Edit RAID

On the RAID Information screen, press the Edit button to go to the RAID Information screen.

Using Edit RAID, you can select RAID ID and the Spare Disk.

Figure 84: Edit RAID
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Figure 85: RAID ID
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4.6.2.4. Remove RAID

Click to remove the RAID volume. All user data and iSCSI created in the selected RAID volume will be deleted.

To remove a RAID volume, follow the steps below:

1.

On the RAID List screen, select the RAID volume by clicking on itsradio button, and click RA/D Information to open
the RAID Configuration screen.

On the RAID Configuration screen, click Rermove RAID.

A confirmation screen will appear, you will have to click “Yes” tocomplete the “Remove RAID” operation.
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Figure 86: Remove RAID
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NOTICE Remove RAID destroys all data in the selected RAID volume. The data will be unrecoverable.

4.6.2.5. Global Hot Spare

Up to 5 RAID volumes can be created per system. The global hot sparesupport can eliminate the redundant disk usage
in each RAID volume. Simply selectan unused disk from the global hot spare disk list then apply toactivate.

Figure 87: Global hot spare

Giobal Hot Spare ®
Ditsk M, Capacity (M8}  Modsd Status Global Mot Spare
7 952,870 SAMELING HOO? OF [+]
8 552,870 SAMELING FOVOE OF 0
Apply,

4.6.2.6. Expanding a RAID
To expand a RAID 1, RAID 5, or RAID 6 volume, follow the steps below:
1. Replace one of the hard drives in the RAID volume and allow it to automatically rebuild.

2. Once rebuilt, you can continue to replace any remaining disks in the RAID array.
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3. When you are done replacing hard drives, log on to Web Management. Navigate to Storage> RAID to open the
RAID Configuration screen.

4. Onthe RAID Information screen, click Edit to open the RAID Configuration screen.
5. Onthe RAID Configuration screen, click Expand.

Figure 88: Expanding a RAID

RAID Configuration 3

EAID Informaizon] || Expand Ahgrate TATD

Urmsed: 8639 CB { 60 %)

4.6.2.7. Migrating a RAID

Once a RAID volume has been created, you may want to move it to other physical drives or change the RAID array all
together. To migrate a RAID 1,RAID 5, RAID 6, RAID50 or RAID 60 volume, follow the stepsbelow:

1. From the RAID Configuration screen, click Migrate RAID.

2. Alist of possible RAID migration configurations will be listed. Select the desired migration scheme and click
Apply.
3. Thesystem will begin migrating the RAID volume.
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Figure 89: Migrating a RAID

RAID'Management | Ewpand Migrate RAID

Migrate RAID MODE

Disk No. Capacky (MB) Madel Status Usad Available ..
1 572,320 WOBIC0BKHG, .. OK i - 4,
2 572,326 WDBOODBKHG, .. OK =
3 572,326 WOGI00BKHG, .. OK
4 572,326 WDE0I00BKHG... 0K I El
5 572,326 WODENO00BKHG. .. OK 7l iz
ol l ]
RAID 1 = RAID 5 (Onina) § RAID 6 =
RALD Lavel: RAID 1 -> RAID & (Onina) RAID 50
(3 RAID 5 - RAID 5 (Onine) RAID 50 - RAID 60
B RAIN 5 == RAID 8 (Ghlne} RAID 60.-= RAID 60 (0

Figure 90: Migrating a RAID prompts

RAID Configuration (%] |
b Warning! RAID migration may take several hours to complete depending on the BAID capacity.
‘-?'r) Ars you sure?
[ |
|_RAID Configuration V x‘
i To aveid disaster data lost cauzed by power failure, a full data bas:imp iz strongly recommanded. Please typein [ Yoz ]
below to proceed.
B |
o r—— |
T RIS T T me—— ﬂ =
| RAID Configuration %]

i y  RAID Setting Successfully!
You are in on_ line Migration MOW!!

Migrating a RAID volume could take several hours to complete

> The RAID migration feature is available only when it is configurable.

Here is a list of limitation with RAID level migration function:
1. During RAID level migration, it is not permitted to reboot or shutdown system.

2. For RAID migration from R1to R5 or R1to R, all services will restart and “iSCSI" volume will be in read only mode
but read/write of the “user data" will be possible during the operation.
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The migration scheme below is based on the C53160 product's maximum possible
combination.

Below is a table listing of possible RAID migrationschemes:

Table 29: RAID migration schemes

Acronyms

www.kontron.com

To

From RAID O RAID 5 RAID 6

RAID [RAID 1] HDDx2 to [RAID 5] HDDx3 [RAID 1] HDDx2 to [RAID 6] HDDx4

1 [RAID 1] HDDx2 to [RAID 5] HDDx4 [RAID 1] HDDx2 to [RAID 6] HDDx5
[RAID 1] HDDx2 to [RAID 5] HDDx5 [RAID 1] HDDx2 to [RAID 6] HDDx6
[RAID 1] HDDx2 to [RAID 5] HDDx6 [RAID 1] HDDx2 to [RAID 6] HDDx7
[RAID 1] HDDx2 to [RAID 5] HDDx7 [RAID 1] HDDx2 to [RAID 6] HDDx8
[RAID 1] HDDx2 to [RAID 5] HDDX8 | weuvneeeeeeeiiieieeeeeeencinee e HDDx16
...................................... HDDx16 | [RAID 1] HDDx3 to [RAID 6] HDDx4
[RAID 1] HDDx3 to [RAID 5] HDDx4 [RAID 1] HDDx3 to [RAID 6] HDDx5
[RAID 1] HDDx3 to [RAID 5] HDDx5 [RAID 1] HDDx3 to [RAID 6] HDDx6
[RAID 1] HDDx3 to [RAID 5] HDDx6 [RAID 1] HDDx3 to [RAID 6] HDDx7
[RAID 1] HDDx3 to [RAID 5] HDDx7 [RAID 1] HDDx3 to [RAID 6] HDDx8
[RAID 1] HDDx3 to [RAID 5] HDDX8 | +euveeeeeeeiiiieeeeeeeiinee e HDDx16
...................................... HDDx16 | [RAID 1] HDDx4 to [RAID 6] HDDx5
[RAID 1] HDDx4 to [RAID 5] HDDx5 [RAID 1] HDDx4 to [RAID 6] HDDx6
[RAID 1] HDDx4 to [RAID 5] HDDx6 [RAID 1] HDDx4 to [RAID 6] HDDx7
[RAID 1] HDDx4 to [RAID 5] HDDx7 [RAID 1] HDDx4 to [RAID 6] HDDx8
[RAID 1] HDDx4 to [RAID 5] HDDXB | weuvneeeeeeeiiieiee eeeeeicnee e HDDx16
...................................... HDDx16 | [RAID 1] HDDx5 to [RAID 6] HDDx6
[RAID 1] HDDx5 to [RAID 5] HDDx6 [RAID 1] HDDx5 to [RAID 6] HDDx7
[RAID 1] HDDx5 to [RAID 5] HDDx7 [RAID 1] HDDx5 to [RAID 6] HDDx8
[RAID 1] HDDX5 to [RAID 5] HDDXB8 | weveiee e iee e e ee e HDDx16
...................................... HDDx16 | [RAID 1] HDDx6 to [RAID 6] HDDx7
[RAID 1] HDDx6 to [RAID 5] HDDx7 [RAID 1] HDDx6 to [RAID 6] HDDx8
[RAID 1] HDDx6 to [RAID 5] HDDX8 | weuvneeeeeeeiiieieeveeeeiinee e HDDx16
...................................... HDDx16 | [RAID 1] HDDx7 to [RAID 6] HDDx8
[RAID 1] HDDx7 to [RAID 5] HDDX8 | +eveeeeeeiiieiee e e ee e HDDx16
...................................... HDDx16

RAID X [RAID 5] HDDx3 to [RAID 5] HDDx4 [RAID 5] HDDx3 to [RAID 6] HDDx5

5 [RAID 5] HDDx3 to [RAID 5] HDDx5 [RAID 5] HDDx3 to [RAID 6] HDDx6
[RAID 5] HDDx3 to [RAID 5] HDDx6 [RAID 5] HDDx3 to [RAID 6] HDDx7
[RAID 5] HDDx3 to [RAID 5] HDDx7 [RAID 5] HDDx3 to [RAID 6] HDDx8
[RAID 5] HDDx3 to [RAID 5] HDDX8 | weuvueneeeieeinieeeeeeeeiciniee e HDDx16
...................................... HDDx16 | [RAID 5] HDDx4 to [RAID 6] HDDx6
[RAID 5] HDDx4 to [RAID 5] HDDx5 [RAID 5] HDDx4 to [RAID 6] HDDx7
[RAID 5] HDDx4 to [RAID 5] HDDx6 [RAID 5] HDDx4 to [RAID 6] HDDx8
[RAID 5] HDDx4 to [RAID 5] HDDX7 | weuvneeeeeeeenieieeaeeeeinee e HDDx16
[RAID 5] HDDx4 to [RAID 5] HDDx8 [RAID 5] HDDxS5 to [RAID 6] HDDx7
...................................... HDDx16 | [RAID 5] HDDxS5 to [RAID 6] HDDx8
[RAID 5] HDDx5 to [RAID 5] HDDXB | weuvneeeeeeviieiee e eeiinee e HDDx16
[RAID 5] HDDxS5 to [RAID 5] HDDx7 [RAID 5] HDDx6 to [RAID 6] HDDx8
[RAID 5] HDDxS5 to [RAID 5] HDDX8 | weuvneneeeeeeeiieieeeeeeeieinee e HDDx16
...................................... HDDx16
[RAID 5] HDDx6 to [RAID 5] HDDx7
[RAID 5] HDDx6 to [RAID 5] HDDx8
...................................... HDDx16
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To
From RAID O RAID 5 RAID 6
[RAID 6] HDDx7 to [RAID 5] HDDx8
...................................... HDDx16
RAID X X [RAID 6] HDDx4 to [RAID 6] HDDx5
6 [RAID 6] HDDx4 to [RAID 6] HDDx6
[RAID 6] HDDx4 to [RAID 6] HDDx7
[RAID 6] HDDx4 to [RAID 6] HDDx8
...................................... HDDx16

[RAID 6] HDDxS5 to [RAID 6] HDDx6
[RAID 6] HDDx5 to [RAID 6] HDDx7
[RAID 6] HDDxS5 to [RAID 6] HDDx8
...................................... HDDx16
[RAID 6] HDDx6 to [RAID 6] HDDx7
[RAID 6] HDDx6 to [RAID 6] HDDx8
...................................... HDDx16
[RAID 6] HDDx7 to [RAID 6] HDDx8
...................................... HDDx16

4.6.3. NAS Stacking

The CS53160's capacity can be expanded even further using the stackable function. With it, users can expand the

capacity of their network storage systems up to 5 other stack target volumes which are located in different systems.
These can be stacked through single network access like SMB or AFP acting as a share folder type.

Figure 91: NAS stacking

= —

'Stackable

CAapacity

- -
[ [ —"—
HuBSwmn

T

—ﬂ:ﬁ'

1 Target deves yolumes oy aiabis

1 Tangai device volumo awailable

ﬁl | Target device volume ovaikibie

Can connagct jokal 5 Tracus targsl devics

From the main menu, the stackable feature is located under “Storage”. Please refer the figure below for reference.

Acronyms
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Figure 92: Main menu
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Home > Storage > NAS Stacking

Stacking Target List

x Systerm Management

Local Initiator IQN: ign.2007-08.com.thacus:stackable-server.00147d153612

ﬁu System Nebwoik

| Dadd | FEest | @ e Format-|| Reconrect || ZTaa

23 Storage

Stacked Target Name P Capacity (UsedTotal) Status Description iqgn

«/ Disk Information

£ RAID Mznagement

NAS Stackng
ols "

i Shara Folders

B High-Availabiity

m

A. Add a Stack Target Volume

From the figure above, click Add to access the stackable target device configuration page. Please refer to the figure

below:

With the added stack target you can “Enable” or “Disable” the stack target now or later depending on usage required.

Figure 93: Enabling stack target

Add iSCSI Target (Add Stack Target) %
Enable iSCSI @ Enable | ) Disable
Target:
Stackable Targek |172.16.65.143 |l 0
IP:
ign: |ign 201111 com thecus RAID iscsi0.ved.pmdata v
Username: |
Password:

Stacked Target

| { Limit : { 0~8, 3~z ) )

Mame:

Description: | |
Browseable: @) yes © no

Public: i) yes @ no

Stackable will mount the first LUN of the iSCSI target if it has more than one LUN.
Apply

Next, input the target IP address of the stackable device and click the Discovery

button. The system will list available target volumes from the inputted IP address.

Once the volume IP has been set, you may need to input a valid user name and password to validate your access

rights. If there is no user name and password needed to access target volume, then leave it blank.

Acronyms www.kontron.com
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Figure 94: User name and password

Add iSCSI Target (Add Stack Target) ®
Enable iSCSI @ Enable  © Disable
Target:
Stackable Target |172.16.63.143 | |
IP:
ign: |ign.2011-11.com thecus:RAID.iscsil.vel pmdata | ¥
Username: | |
Password: ‘ |
Stacked Target | | ( Umit : { 0~9, a~z ) )
Marme:
Description: ‘ |
Browseable: @ yes i no
Public: ©) yes @ no
Stackable will mount the first LUN of the iSCSI target if it has more than one LUN.

The Stacked Target name will become the network share name and will be displayed through network access such as
SMB. You may refer to the figure below to see the result. Please note the naming limitation.

Figure 95: Stacked target name

Add i5CSI Target (Add Stack Target) )
Enahble BL51 @ Enable ) Disable
Target:
Stackable Target [ 172 1665.143 | —
IP:
ign: [ign.2011-11 com thecus RAID isess0 vg0 prodats |
Usarmiarma: |
Password: |
Stacked Target | pmmesting { Limt 2 (0~8, 3~z ) )
, | |
Desciption: | |
Browseable: @ yes ) na
Publicz i1 yes @ no
Stackable will mount the first LUN of the ISCSI target f £ has more than oma LUN,

From the figure above, the Stacked Target name is “pmmeeting”. The figures below show the result before
and after via Microsoft Network Access when settings have been completed.
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Figure 96: Results
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The Browseable setting is the same method used for setting a system share folder. It designates whether or not this
folder will be visible through web disk. You may refer to the figure below for reference when Yes and No are selected.

Figure 97: Browseable setting

Enable 5C51 i@ Enable £ Disable

Target:

;E-:hhle Target [ 1721665.143 | —

ign: |7 201 1-1 1.com thecus RATD isesid sl prodata | |

Usarrianma: | |

Password: | |

Stacked Target | pmmesting | {mk:{0~8,3~2))
Hame:

Descrption; | |
Browseable: @ yas ) no

Publicz ) yes & no

Stackable wil mount the first LUN of the ISCSE target If £ has more than oma LUN,
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The Public setting will be set the same way as the setting for the system share folder associated with the ACL
permission is. If Public is set to Yes, all users will be able to access it, and ACL button will be grayed out. If Public is set

to No, the ACL button will be available in the Stack Target List window.

Figure 98: Public setting

Add iSCSI Target [Add Stack Target)

Stackable will mount the first LUN of the ISCSI target f £ has more than oma LUN,

Click Apply to save your changes.

B. Activate a Stack Target

Enable 5051 i@ Enable O Disable

Target:

Stackable Target [172.1665.143 [

iqn: [ign. 201111 com thecus RAID isessl g0 prdats |

Usarmanea: |

Password: | |

Stacked Target | pmmesting { Limt : { 0~89, 3~2 ) )
Hame:

Descrption: | |
Browseahle: @ yas ) no

Publicz ) yes @i no

After your settings have been applied, the system will bring you back to the Stack Target List window as shown
below. There is one stack target device that has been attached into this stack master.

Figure 99: Activate a stack target

Stacking Target List
Local Initiator IQN: ign.2007-08. comutheous:stackable-servar.0014fd 14528

i A LBt S Remove 4p Format J rormect:| B AL
Stacked Target Hame P Capacily (UsedTolal) Status Description iqn
[Ldstackl 172166624 WA Unkmowen fie 5 iqn.2011-11. oo
Srazis Turped Lin
A8 iE4c o B Foami
2EAord shiane name F Capardy {LsadiTeasal Shatiis Desoriaton ar
Hings TP 5T ek Uninman ties ur EH9.08 oo
| Suctan x|
.jl) Tou barve succenfully formated stack folder - [iascx]
ox
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With this newly attached stack target device, you will see the information displayed and also have access to several
options to choose from.

In general, if the attached stack target device has been used by another CS3160 NAS as stack target volume, then the
Format item will be display and system will recognize it straight away and display its capacity. Otherwise, the Format
item will be available and the Capacity and Status items will show as "N/A" and “Unknown file system" respectively.

Next, click Format to proceed with formatting.

After the format is completed, the stack target volume will be created successfully. You will see the volume's capacity
and status in the Stack Target List screen.

C. EditaStack Target

To make any changes to a stack target, click Edit for the corresponding stack target, and the system will bring up the
following dialogue window:

Figure 100: Edit a stack target

Edit iSCSI Target X

Enable 5CSI @ Enable () Disable
Targek:

Stackable Target :[:]

P

ign;: -

Usarnarma: |

Password: |

Ckackad Target |P-mmee:-_11_g { Limit 2 { 08, 3~2 ) )
Hame:

Description: | |

Browsazble: @ yac i) rio
Public: 19 yes i no

Stackable will mount the first LUN of the [SC51 target § i has more than ona LUN.

After your changes have been made, click Apply to confirm any modifications. Once changes are applied, the
associated information will be updated on the Stack Target List window.

D. Stack Target ACL

If the stack target Public setting set to Yes, then the ACL button will be grayed out. However, if Public setting is set to
No, then the ACL button will be available for you to setup user access permissions for the stack target.

The ACL settings will be exactly the same as the system folder that you may have setup previously.
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E. Reconnect a Stack Target

This is used to enable stack target devices that may have been disconnected due to a power outage or a disconnected
network. When this happens, the Reconnect button will become available. To attempt to reconnect the stack target,

click Reconnect.

Figure 102: Reconnect a stack target

Stacking Target List
Local Inftmtor 1GM: ign.2007-08. com.thecus:stackable-sepser.0014fd1428
Stacked Target Hame F Capacity (UsedTolzl Slatus Descrigtion
Jstackl 1TZAE66.24  HA Disable
Figure 103: Reconnect confirmation
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4.6.4. 1SO Mount

The ISO Mount feature is a very useful tool from the Kontron products. With it, users can mount an IS0 file and have
the export name display all the details from the mounted ISO file.

From the main menu, the ISO Mount feature is located under “Storage”. Please refer the figure below for reference.
Select the ISO Image Mounting function and the I1SO Image Mounting window will appear as shown here.
Figure 104: ISO image mounting

°. I Home > Storage > 150 Image Mounting

1 system Information i 150 Image Mounting

B cystem Managament

i1:.‘;\11 10
EdS'fs‘em Network

=
:_t Storage = A

Mounted Path = IS0 Path I50 Se

« Disk Information
L RATD Managerment

m

150 Image Mounting

Gl iscst

wam? Lisar and Group Authentication

E.'] MNetwork Service

® Appication Server
ﬁ Backup

=1
£3 Extemnal Davices = T i

Page 1  ofl Wl e 150 smags snfermation te daplay

A. AddanISOfile

From the figure above, select an ISO file from the drop down share list.

Figure 105: ISO file selection

1500 Meunt

AT
uuskhdd
askcopy 150 Path 150 Size
naswebsme

Times_misc

After selection, the system will bring up the Mount table screen for further settings.
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Figure 106: Mount table screen
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Figure 107: File selection
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To mount the new ISO file, select one file from the list of files and input the desired mounting name into the "Mount
as:" field. Click "ADD" to confirm the completion of the mounting. If nothing is input in the “Mount as" ISO file export
name field, the system will automatically give an export name to the ISO file. The mounting name will then be defined
by the ISO file name.
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Figure 108: Prompt 1

Figure 109: Prompt 2

After completion, the page will display all mounted ISO files.
Figure 110: Mounted ISO files

You can click "Unmount” to eliminate a mounted ISO file.
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B. UsinglISO

The mounted ISO file will be located in the share folder of the same name as the file. Please refer the screen shot
below. Here, the ISO file “Thecus 01" wasn't assigned a mounting name, so the system automatically created a folder
“Thecus 01".

Figure 111: Using I1SO
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4.6.5. Share Folder

From the Storage menu, choose Share Folders, and the Shared Folder screen appears. This screen allows you to
create and configure folders on the C53160 volume.

Figure 112: Share folders

il -S'ggem Infarmation | Shared Folders =
B¢ system Management z rad | Fcst | @nerove | Cges | Dofiseapsnor | (214
Ei System Metwork - Folder name » RADID Fie System  Public Descripfion
- [(JiTunes_music RAD xfs ves
S storage = - o
- - I USBCopy RaD xfs yes
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B RAID Management :_—' USBHDD RAD #f5 ves Used far exte
MAS Stacking [ eSATAHDD RAD xfs yos Used for 54 E
pntrg (I NAS_Public RAD xlg yes
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4.6.5.1. Adding Folders

On the Folder screen, press the Add button and the Add Folder screen appears. This screen allows you to add a
folder. After entering the information, press Apply to create new folder.

Figure 113: Add folders

* I
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Figure 114: New folder information
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Table 30: Add folder
Item Description
RAID ID RAID volume where the new folder will reside.
Folder Name Enter the name of the folder.
Description Provide a description the folder.
Browseable Enable or disable users from browsing the folder contents. If Yes is
selected, then the share folder will be browseable.
Public Admit or deny public access to this folder. If Yes is selected, then users

do not need to have access permission to write to this folder. When
accessing a public folder via FTP, the behavior is similar to anonymous
FTP. Anonymous users can upload/download a file to the folder, but
they cannot delete a file from the folder.

Apply Press Apply to create the folder.
Folder names are limited to 60 characters. Systems running Windows 98 or earlier may not
> support file names longer than 15 characters.

4.6.5.2. Modify Folders

On the Folder screen, press the Edit button and the Modify Folder screen appears. This screen allows you to change
folder information. After entering the information, press Apply to save your changes.

Figure 115: Modify folders
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Table 31: Modify folders

Item Description

RAID ID RAID volume where the folder will reside.

Folder Name Enter the name of the folder.

Description Provide a description the folder.

Browseable Enable or disable users from browsing the folder contents. This
setting will onlv anplv while access via SMB/CIFS and web disk

Public Admit or deny public access to this folder.

4.6.5.3. Remove Folders

To remove a folder, press the Remove button from the specified folder row. The system will confirm folder deletion.
Press Yes to delete the folder permanently or No to go back to the folder list.

Figure 116: Remove folders

I System Informatian * | Shared Folders =
‘x System Management = | & ndd | 5 (s
&i System Network C Fokder name # RAD D File: System  Public Cescription
= JiTunes. musc RAD *fs ves
E -§Starage = -
[LJUSBCopy Aan xfa yes
Disk Information ot
- i _JUSBHDD RAD wfs yag Used far exte
Management
1 RaD xfs ves Used for ¢S E
5 zge Mountng (CInAS_Pubiic RAD #fs ez
i | .
i Shiare Folders [ _MAS_Madule_Source_ RAD xfs yos
WisCst i
(23 _Module_Folder_ a0 xfa yex _Medule_Fok
Capmi RAD s na
Jpm2 RAD xfa yes
aa? User and Group Authenfication -~ | [FIS0ST testl RAD xls na SCSl teat
=
| Info %

The zetting has beeti changed; carry on with press “Ves' for confirmation.

&

NOTICE All the data stored in the folder will be deleted once the folder is deleted. The data will not be

recoverable.

4.6.5.4. NFS Share

To allow NFS access to the share folder, enable the NFS Service, and then set up hosts with access rights by clicking
Add.
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Figure 117: NSF screen

o AV WL I:i.I
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NF53 Mount point: fraid0/datal_NAS. NF5_Exports (pm2
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Figure 118: Add screen
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Priviege: Z) Read Only
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035 Support: @ Unix | Linue
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ID Mapping: @ Guast systern root account will have full access to this share (root:root).
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Sync { Async: 8l Sync
) Asyne
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Item

Description

Hostname

Enter the name or IP address of the host

Privilege

Host has either read only or writeable access to the folder.

0S Support

There are two selections available:
Unix / Linux System

AIX (Allow source port >1024)

Choose the one which best fits your needs.

ID Mapping

There are three selections available:

Guest system root account will have full access to this share
(root:root).

Guest system root account will be mapped to anonymous user]
(nobody:nogroup) on NAS.

All user on guest system will be mapped to anonymous user|
(nobody:nogroup) on NAS.

Choose the one which best fits your needs.

Sync / Async

Choose to determine the data “Sync” at once or “Async” in arranged
batch.

Apply

Click to save your changes.

4.6.5.5. Folder and Sub-Folders Access Control List (ACL)

On the Folder screen, press the ACL button, and the ACL setting screen appears. This screen allows you to configure
access to the specific folder and sub-folders for users and groups. Select a user or a group from the left hand column
and then choose Deny, Read Only, or Writable to configure their access level. Press the Apply button to confirm your

settings.

Figure 119: ACL confirmation
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Figure 120: ACL settings
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Table 33: ACL settings
Item Description
Deny Denies access to users or groups who are displayed in this column.
Read Only Provides Read Only access to users or groups who are displayed in this
column.
Writable Provides Write access to users or groups who are displayed in this
column.
Recursive Enable to inherit the access right for all its sub-folders.

To configure folder access, follow the steps below:

1. Onthe ACL screen, all network groups and users are listed in the left hand column. Select a group or user from
this list.

2. With the group or user selected, press one of the buttons from the three access level columns at the top. The
group or user then appears in that column and has that level of access to the folder.

3. Continue selecting groups and users and assigning them access levels using the column buttons.

4. Toremove a group or user from an access level column, press the Remove o button in that column.

5.  When you are finished, press Apply to confirm your ACL settings.

If one user has belonged to more than one group with different privilege, then the priority of
> the privilege will be as followed: Deny > Read Only > Writable
To setup sub-folders ACL, clickon * " " symbol to extract sub folders list as screen shot shows below. You may carry

on with same steps as share level ACL setting.
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Figure 121: Sub folders

Faldar
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> The ACL can only be set for share and sub-folders level, not for files.

The ACL screen also allows you to search for a particular user. To do this, follow the steps below:
1. Inthe blank, enter the name of the user you would like to find.
2. From the drop down select the group you would like to search for the user in.

3. Click Search.

Figure 122: Search

Lozal Groups v ﬁ&m}l

Figure 123: Drop down menu

|a Local Users v

Local Groups

3a3a AD Groups
ahcd AD Users

The system will list up to 1,000 users from the chosen category. To narrow your search, enter

> a search term in the blank provided.
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SMB and enterprise (53160 systems are now capable of saving 16 Snapshot versions of files and folders. For

Snapshot to function, a "BTRFS'

Figure 124: BTRFS file system
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requires stoess to data move quickly.

Sinpe Sze (KB): Stripes are used across disk drives in RALD storape and are useful when 3 process

Any folder using a "BTRFS" file system is capable of being included in the Snapshot function. In the "Share Folder”
submenu, the Snapshot buttonis available in the tool bar.

Figure 125: Snapshot button
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4.6.6.1. Taking a Snapshot

Click on the "Snapshot” button. The management screen will then appear as below for the associated folder.
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Figure 126: Management screen

Snapshot List for [ snap |- [ 172.16.65.167snapshot | *
| Snapshot | Schedule |

& Take Snapshot | k) Restore | 43 Remove
Snapshot Date

To manually take a Snapshot, simply click “Take Snapshot” and the Snapshot history will be listed. It can store up to
16 versions.

Figure 127: Manual snapshot

mmmh[m]-ll?llﬁ.ﬁ_ﬁ.lﬁmm] E
Snapshot Schedule

w3 Twke Snapshet | Restore | (@) Remove
Snapshot Date
2014/07/20 16:17:08

To locate where the Snapshot files or folders are stored, please browse to \\System_IP\Snapshot. Please note that
you will need to have the relevant folder permissions enabled for your account.

Besides manual Snapshots, this feature also allows for scheduled backups. Click on “Schedule” and the setup screen

will appear. Check “Enable Snapshot Schedule" and select the desired Snapshot interval. Options include Daily,
Weekly, or Monthly.

Figure 128: Scheduled snapshot
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Since files and folders are limited to 16 Snapshots versions, the "Automatically remove oldest Snapshot” option
allows for the removal of the oldest version automatically once the limit is reached.

Figure 129: Automatically remove oldest snapshot

Automatically remove oldest snapshot

4.6.6.2. Snapshot Restore

To restore a Snapshot, simply select the desired version from list and click “Restore”. Once the restore confirmation
has been made, the selected Snapshot will overwrite the current associated file or folder.

Figure 130: Snapshot selection

Home > Storage > Share Folders
Snapshot List for [ snap - [ 172.16.65.167snapshot ] (3¢

(&) Take Sna #L, Restore || (@) Remove

Snapshot Date
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- 2014/08/07
2014/08/07 12:11:14

The other way to restore a recorded Snapshot version is manually by browsing to the “Snapshot” folder via SAMBA
(\\System_IP\Snapshot). All Snapshot versions are stored here, and you can copy or paste to restore a version
manually.

For example, the NAS system at 172.16.65.167 has a folder named "snap” with a Snapshot version backed up. If the
user were to browse to \\172.16.65.167\Snapshot, the following details would be visible:

Figure 131: Example

Home  Gham Aiew < @
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File Home Share WView
@ * t | » Network » 1?2.16.65.1 M » snapshot » snap » v & Search snap

% Favorites Mame : Date modified Type
B Desktop 1 20140730-161706 7/30/2014 116 AM  File folder
& Downloads 1. 20140807-095852 8/5/2014 2:56 AM File folder
"l Recent places 1 20140807-101024 8/6/2014T:10 PM File folder

10 20140807-121114 8/6/2014 T:10PM File folder

= Libraries

Brmasaiiae
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E To access the Snapshot folder, a user requires the relevant authentication rights.

If the Snapshot folder is used for iSCSI purposes, it can only be restored from the WebUI (i.e.

D through the Snapshot feature) and cannot be done manually.

4.6.6.3. Snapshot Removal

To remove a Snapshot, simply select the desired version from list and click “Remove".

Figure 132: Snapshot removal

Home > Storage > Share Folders
Snapshot List for [ snap ]- [ 172.16.65.167snapshot ]

:--Enapshut. I Schedule.-:

Snapshot Date
2014/07/30 16:17:06

2014/08/07 10:10:24
2014/08/07 12:11:14

4.6.7. iSCSI

(&) Take Snapshot | "k Restore | (&) Remove

You may specify the space allocated for iSCSI. See the table below for the allowed iSCSI target number per system:

Table 34: Allowed iSCSI target number

Model

CS3160

Allowed iSCSI volume

50
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Figure 133:iSCSI

iSCSI
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4.6.7.1. iSCSI Target

To add iSCSI target volume, click iSCSI with associated RAID volume from its drop down list and select the desired
RAID volume.

Table 35: iSCSI target

Item Description

Add Click to allocate space to iSCSI target from associated RAID volume.
Modify Click this to modify the iSCSI Target.

Advanced There are 3 options (iSCSI CRC/Checksum, Max Connections, Error

Recovery Level) These currently allow the Admin to Enable/Disable the
(S3160 associated with the iSCSI setting.

Delete Click this to delete the iSCSI Target.
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4.6.7.2. Allocating Space for iSCSI Volume

Figure 134: iSCSI target

AL Information

Master RALD - Diks Taktal Diata

pap | 2 el o | AR Usad Capacty | Capacky oot eia]
* H& 1] Healthy 1,24 4604 1.2 68 [ 453,368 aad

ISCEL Support

ECSE @ Enable (0 Disable

iSCSI Target

.- Eﬁl'lam-et.
| WBadd | Zimodfy | Ciadvanced | i Delete

[HarT
1234

titus
Enzhled

To allocate space for an iSCSI target on the current RAID volume, follow the steps below:

1. Under theiSCSI Target List, select iSCSI Target then click Add. The Create iSCSI Volume screen appears.
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— Create iSCSI Volume

iSCSI Target Volume:

Target Name:

@ Enable © Disable

Limit:(0~9, a~z)

iSCSI Block size:

ign_Year:
ign_Month: 12
Authentication: @ None © cHap
Limit:(0~8, a~z, AnZ)
Limit:(0~9, a~z, A~Z length between 12~16)
[ Mutual cHAP
Limit:(0~9, a~z, A~Z)
Limit:(0~9, a~z, A~Z length between 12~16)
— Create LUN
RAID ID: RAID
FUR Aloerhon: @ Thin-Provision ® Instant Allocation
LUN Name: Limit:(0~9, a~z)
Unused: 363 GB
Allocation: b= 1 GB
LUN ID: 0 G

| 312 Bytes(For older version) |V

— Description

The iSCSI block size can be set under system advance option, default is 512 Bytes.
Please use [ 4K ] block size while more than 2TB capacity will be configured in Windows XP.
Please use [ 512 Bytes ] block size for application like VMware etc.

Table 36: Create iSCSI volume

Item

Description

iSCSI Target Volume

Enable or Disable the iSCSI Target Volume.

Target Name

Name of the iSCSI Target. This name will be used by the
Stackable NAS function to identify this export share.

ign_Year Select the current year from the dropdown.

Ign_Month Select the current month from the dropdown.

Authentication You may choose CHAP authentication or choose None.

Username Enter a username.

Password Enter a password.

Password Confirm Reenter the chosen password

Mutual CHAP With this level of security, the target and the initiator
authenticate each other.

Username Enter a username.

Password Enter a password.

Password Confirm

Reenter the chosen password

RAID ID

ID of current RAID volume.

LUN Allocation Two modes can be choose from:
Thin-provision : iSCSI thin-provisioning shares the available
physical capacity to multiple iSCSI target volumes. It allows
virtual capacity to be assigned to targets prior to adding physical
space when it has run out.
Instant Allocation: Allocate available physical capacity to iSCSI
target volumes.

LUN Name Name of the LUN.
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Item Description

Unused Unused space on current RAID volume.

Allocation Percentage and amount of space allocated to iSCSI volume.
LUN ID Specific Logic unit ID number.

iSCSI Block size The iSCSI block size can be set under system advance option,

default is 512 Bytes.

[ 4K ] block size while more than 2TB capacity will be configured
in Windows XP.

[ 512 Bytes ] block size for application like VMware etc.

Be sure the iSCSI target volume has been enabled or it will not list out while using Initiator to
get associated iSCSI target volumes.

The iSCSI target volume creation will associate at least one LUN together. It can be assigned
either "Thin-Provisioning” or “Instant Allocation".

2. Enable theiSCSI Target Volume by selecting Enable.

3. Enter a Target Name. This will be used by the Stackable NAS function to identify this export share.

4. Choose the current year from the Year dropdown.

5. Choose the current month from the Month dropdown.

6. Choose to enable CHAP authentication or choose None.

7. If you've enabled CHAP authentication, enter a username and a password. Confirm your chosen password be
reentering it in the Password Confirm box.

8. (hoose Thin-Provision or Instant Allocation

9. Enter a LUN Name.
10. Designate the percentage to be allocated from the Allocation drag bar.

11.  When iSCSI target volume has been created, the LUN ID is configurable from O to 254 with a default of the next
available number in ascending numerical order. The LUN ID is unique and cannot be duplicated.

12. Choose [ 4K ] block size to have iSCSI target volume over 2TB barrier or [ 512 Bytes ] block size in some application
needed.

13. Click OK to create the iSCSI volume.

4.6.7.3. Modify iSCSI Volume

To modify iSCSI target on the current RAID volume, follow the steps below:
1.  Under the iSCSI Target List, click Modify. The Modify iSCSI Volume screen appears.
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Figure 136: Modify button
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2. Modify your settings. Press ok to change.
Figure 137: Modify iSCSI volume
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4.6.7.4. Expand Volume

The iSCSI volume is now able to expand its capacity from unused space (Instant Allocation mode only). From the
volume list, simply select the iSCSI volume you like to expand and click the Expand button:
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ISCSI

EAdd | [EModify | fFAdvanced | @ Delete

LUN

@ Add | L FModify
Mame

1334

-L#Expand

Disabled

Capacity(GB)
1

You will then see the dialog box displayed below. Drag the Expand Capacity bar to the size you want. Then press
Expand to confirm the operation.

Figure 139: Dialog box

iISCSI

Expand iSCSI LUN

Mame:
Unused:

Expand Capacity:

1234
462 GB

4.6.7.5. Delete Volume

To delete volume on the current RAID volume, follow the steps below:

1.

Under the Volume Allocation List, click Delete. The Space Allocation screen appears.
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Figure 140: Delete button
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Figure 141: Confirmation prompt

iSCsI

Capacity(GB)
1

::.) All data in the volume will be removed as well. Are you sure ?
-

Yes No

2. Press YES. All data in the volume will be removed.

4.6.8. iSCSI Thin-Provisioning

If iSCSI Thin-Provisioning is selected when creating an iSCSI target volume, virtual memory is assigned to the target,
allowing the physical memory to reach maximum capacity and adding new disks only when needed.

To setup iSCSI thin-provisioning, simply select “Thin-Provision” mode from the "Create LUN" setting screen.
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Figure 142: Thin-provision
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Next, allocate capacity for the iSCSI thin-provision volume by dragging the Allocation bar to the desired size.

After the size has been determined, click OK to confirm. Now you will see the iSCSI thin-provisioning volume is
available from the list. Please refer to the screenshot below.

Figure 143: iSCSI thin-provisioning volume
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If creating an iSCSI target volume under “Instant Allocation”, physical memory is assign to the target, being limited by
the available memory. For the iSCSI target volume created under “thin-provisioning”, virtual memory is assigned to
the volume, which can go up to 16384GB (16TB).

4.6.9. Advanced Option

There are 3 available options for the user to operate the C53160 associated with iSCSI setting. The details are listed in
the following screenshot. If the options are modified, the system will need to reboot for the changes to take place.
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Figure 144: Advanced options
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iSCSI CRC/Checksum
To enable this option, the initiator can connect with "Data digest” and "Header digest".

Figure 145: Advance options

ISCSI *
Advance Options
5051 CRC/Checksum: [”] Data Digest
[7] Header Digest
Max Connections: (8 |
Emor Recovery Levek 12 g

o ]

Max Connections

The maximum number of iSCSI connections.
Error Recovery Level

The Error Recovery Level (ERL) is negotiated during a leading iSCSI connection login in traditional iSCSI (RFC 3720) and
iSER (RFC 5046).

ERL=0: Session Recovery

ERL=0 (Session Recovery) is triggered when failures within a command, within a connection, and/or within
TCP occur. This causes all of the previous connections from the failed session to be restarted on a new
session by sending a iSCSI Login Request with a zero TSIHRestart all iSCSI connections on any failure.

ERL=1: Digest Failure Recovery

ERL=1, only applies to traditional iSCSI. For iSCSI/SCTP (which has its own CRC32C) and both types of iSER (so
far), handling header and data checksum recovery can be disabled.
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ERL=2: Connection Recovery

ERL=2, allows for both single and multiple communication path sessions within a iSCSI Nexus (and hence the
SCSI Nexus) to actively perform realligence/retry on iSCSI ITTs from failed iSCSI connections. ERL=2 allows
iSCSI fabrics to take advantage of recovery in all regards of transport level fabric failures, and in a
completely OS independent fashion (i.e. below the host OS storage stack).

4.6.10. Disk Clone and Wipe

Disks installed on this device are able to utilize the Disk Clone and Wipe function

Figure 146: Disk clone and wipe
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4.6.10.1. Disk Clone

Unused Disks that have been installed on this storage device can utilize the disk clone function. If disks have already
been configured in a RAID volume or as a spare disk, they cannot perform disk clone.

To start disk clone, select the source disk from the drop down menu and target a disk from the dialog box as seen
below. Carry on to press “Apply," then the task will start. It may take a few hours depending on the size of the disk.

Please be sure the source disk is equal to or smaller than the target disk.

Figure 147: Disk clone

Disk Clone and Wipe

Action: @ Clone ) Wipe
Mode: © Fast @ Full
Source Disk: [| v

Ta t Disk 2, ST4000DMO000-1F21 , 3,726 GB , SATA

= 4 , SAMSUNG HD203WI , 1,863 GB , SATA

| Disk No. o wapauILy mterface Status

[ 2 ST4000DM000-1F21 3,726 GB SATA

[ 4 SAMSUNG HD203WI 1,863 GB SATA

[ Apty ]| |

4.6.10.2. Disk Wipe

Disk Wipe is able to erase data from selected disks. Again, disks that have already been configured in a RAID volume
or as a spare disk cannot perform this function.
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Figure 148: Disk wipe

Disk Clone and Wipe

Action: Clone 9 Wipe
Mode: Fast @ Full
Source Disk: v
Target Disk
[} pisk No. Model Capadity Interface Status
2 ST4000DM000-1F21 3,726 GB SATA
4 SAMSUNG HD203WI1 1,863 GB SATA

Table 37: General component description

Item Description
Action Click to choose to perform Disk Clone or Disk Wipe
Mode 2 options can be chosen:

Fast: suitable for single disk to many tasks but less information to be
displayed

Full: suitable for single to single disk operation and will have a complete
log recorded during operation

Source Disk Listed available disks can used as the source disk while performing disk
clone

Target Disk Listed available disks can be used for disk clone or disk wipe

Apply To save your settings

4.6.11. High-Availability

HA keeps your data active on two separate systems, Kontron Supports Active/Passive HA — provides a fully
redundant instance of each node, which is only brought online when its associated primary node fails.
4.6.11.1. HA setup procedure

HA needs two identical Kontron systems (same models and same hard disk slot installed) which are capable for high
availability features. One needs to be setup as "Primary” and the second unit as “Secondary”, both units' needs to have
the RAID volume build up prior installation.

NOTICE Please be notified that if the system has been used as a standalone station before and

contained more than one RAID volume with data inside, once it is used for HA, all of data will
be destroyed.

Let's see an example with two Kontron Units.

1st unit: Host name: PMA (172.16.66.25) with JBOD RAID volume. This unit will be setup as the Primary server.
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Figure 149: Networking, unit 1

Home > System Hetwork > Networking

Host Sattings

Host Hame: PMA | Domak Mame: | thizcus.com

WINS Server 12 \WINS Senver 21

DHS Settings
Mode: i Manual

GHEPR {Sak Froom WnHY LAt 1)
DOMS 12
DG 2:

N5 3:

VAR LANT LANZ LAND Addanal LANS

Status: Hormal Spead: 1000Mbys
MAC Address: BO:143F0 15540016 Link Status: Connectad
Jumiaa Frame: il-ji_ﬂjv bytes
[Pwd I
Enabla: Enabla: r
Mode: Maoda: ﬂ' Manual
OHCH
P P:
= Netmask: — Prefic Lenoth:

Figure 150: RAID management, unit 1

Home > Storage > RAID Management

RAID Managemant

i Create | J3Edt | |Folobal Hotspare T

Mas... BAID e Disks Total | pam
aarp | 0 Level = als Lsad Canacky | Capachy
a ¥ RAID 1 Haalthy 1 #63.2 GB 360843432 EH]

2nd unit: Host name: PMS (172.16.66.24) with JBOD RAID volume. This unit will be setup as the Secondary server.
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Figure 151: Networking, unit 2

Home > System Network > Networking

Host Settings .
Hiost Name: Diomain Mams: | thacus.com
WINS Server 1: WINS Server 2:
DHS Settings
Moda: B My
[HEP (Get From WAN/LANLY
DNE 13
DNE 2: Ig
oS 3:
WAN]LANL LANZ | LANZ. | AdditonalLaNS | Additional LANS
Status: Narmal Spaed: 1000Mb/s
MAC Address: [0: 14:F0: 15:CF:00 Link Status: Connectad
Jumibo Frame: hﬂn x| bytes
IFvd 1P
Ensbia: ¥l Enabla: &
Mode: & Manizl Made:
“! DHCP
W P:
Hatmash: Prefic Length: i
# -Illl- »

Figure 152: RAID management, unit 2

Home > Storage > RAID Management

RATD Management

& Create | (cjEdit | GobalHot spare
Mas... RAID AT Disks Total | Dats
gan | = Level S Used Capacky | Capacky
& " BAID 1 Healthy 1

1850.5... 1.1 G3/1859.2 GB ]

The HDD capacity of HA Secondary server must be equal or greater than the Primary server or
a warning message will appear.

Setting up the Primary Unit for HA
Let's use the Primary unit from our example PMA (172.16.66.25):

I Login in to web Ul of system 172.16.66.25. Then go to “High Availability” HA configuration page under the Storage
category.

Il Click on "Enable” radio button, then the setting page will appear.
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Figure 153: Setting page

Status Setting

High Availabiliy: i©) Enable i@ Disable

Il Choose the server role of the system, for this example, we will have this unit as ‘Primary Server". So "Primary
Server" is checked.

Figure 154: Primary server

tatus | Setting

High Avaishiity: @ Enzbla Disable
Role: @ Primary Sanvel "l Sacondary Sarver
IV. Choose the "Auto Failback” option, the default is disabled. For more details about auto failback, please refer to

the description below.

Figure 155: Auto failback
Auto Failback: @ Off ® on

Table 38: Auto failback

Auto Fail Back: In legacy Heartbeat clusters, the auto failback option would determine whether a
resource would automatically fail back to its "Active" node, or remain on
whatever node is serving it until that node fails, or an administrator intervenes.
The possible values for auto failback were:

on - enable automatic failbacks
off - disable automatic failback

When auto failback is off (default): After the original active server is damaged
and then returned to a healthy state, the original standby server will remain
active and the original active server will go into standby mode. The servers will
exchange roles.

When auto failback is on: After the original active server is damaged and then
returned to a healthy state, the original standby server will go back into standbyj
mode and the original active server will become active again. The servers return
to their original roles.

With or without auto failback, synchronization will begin immediately without a
break in service when the damaged server returns. The roles described above are
assumed immediately and do not need to wait for synchronization. The virtual IP|
will always be mapped to the current active server.

V. Fillin the "Virtual Server"” hostname information for further access need. For this example, we will use "HApm" for
the virtual server hostname.

Figure 156: Virtual host name

Virtuzl host name: HApm
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Fillin the "Secondary Server" hostname information. For this example, we will use "PMS" for the secondary server
hostname. Please make sure the associated Secondary server with the "“PMS" host name has been setup.

VL.

Figure 157: Secondary host name 1

Secondary host name: PMS

VII. Fillin the "Virtual IP" information:

1. Please select the network interface from the drop down list of physical connective available. It can

be either on board LAN ports or additional add-in NIC, even 10G.

Figure 158: Secondary host name 2

Virtual IP Heartheat

Interface: v

Indicator IP: WAN/LAN1
LANZ
e LAN3
Virtual IP: Additional LAN4 i
2. Input“Indicate” IP address. This “indicate IP" is used for the system to ping out then check whether

the system is still alive. So please input an IP address that is going to response properly.

Figure 159: Secondary host name 3

Indicator IP: 172.16.66.243

3. Filled in IP information for the "Virtual IP" and “Secondary Server IP" in either IPv4 or IPv6. For our

example we chose the "WAN/LAN1" for the connection interface and virtual IP 172.16.66.87. The
secondary server IP address is 172.16.66.24 has mentioned earlier.

Figure 160: Secondary host name 4

Virtwal IF Heartbeat

Interfaca: WAN/LANL | ¥~

Indicator IP: [172.06.66.135 | @
IPvd IPvh
Virtual IP: |172.16.66.87 Virtual Ip: [
Primary IP: 172:16:66.25 Primary IP;
Secondary IP: |:?2.1:3.E.E.24 Secondary IP: |

[ sudvance options ] [ SAprl I[

VI, Choose the network interface for heartbeat in between the systems. It can be selected from the drop down list, if

there is additional LAN card that has been installed, such as 10G card, it can be used for the heartbeat role. After

inserting the IP addresses for direct link needed in between the primary and secondary servers, default value will
appear. Normally, no modifications will be required.

The example here we will use the “Additional LAN4" which is a 10G NIC to be used for the heartbeat link between
the primary and secondary servers.
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Figure 161: Interface
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Virtual IP Heartheat

Interface: Additional LANARES
IPv4 Primary IP: LAN3

Additional LANS
IPv4 Secondary IP: [192.108.5.201

Figure 162: Default value

Virtual IP Heartbeat

Interface: |A|:I|:|'rti|:|nal LAN4 |V
IPv4 Primary IP: 192.168.5.200 |
IPv4 Secondary IP: l192.168.5.201 |

Advance options can be setup by pressing the associated button.

Figure 163: Advance options button

Figure 164: Advance options

[ Advance options... [ Apply

Advance options £
Keepalive Time: |2 | @ |
Deadtime: |3|:| | @

Warntime: |1|:| | @

Inital Deadtime: 120 | @
UDP Port: | 3694 | @

i e

Table 39: Heart beats configuration

Item

Description

Keep alive time

The keep alive directive sets the interval between heartbeat packets. It
is specified according to the Heartbeat time syntax.

Dead time

The dead ping directive is used to specify how quickly Heartbeat should
decide that a ping node in a cluster is dead. Setting this value too low
will cause the system to falsely declare the ping node dead. Setting it
too high will delay detection of communication failure.

This feature has been replaced by the more flexible ping resource agent
in Pacemaker, and should no longer be used.

Warning time

The warn time directive is used to specify how quickly Heartbeat should
issue a "late heartbeat" warning.
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Item Description

Initial dead time The initial dead parameter is used to set the time that it takes to
declare a cluster node dead when Heartbeat is first started. This
parameter generally needs to be set to a higher value, because
experience suggests that it sometimes takes operating systems many
seconds for their communication systems before they operate
correctly.

UDP port The udp port directive specifies which port Heartbeat will use for its
UDP intra-cluster communication. The default value for this parameter
is UDP 694 port.

Click "Apply", the Primary server will prompt the message below and wait for the "Standby" server settings to be
completed.

Figure 165: Message prompt

j{) Systern is standing by, please activate High Availability on the secondary server.

Setting up the Secondary Unit for HA
The secondary unit for our example is PMS (172.16.66.24):

Login in to the web Ul of the system 172.16.66.24 then go to “High Availability” HA configuration page under the
Storage category.

Click on the "Enable" radio button, the setting page will appear.

Figure 166: Enable radio button

Status Setting

High Availability: (©) Enable i@ Disable

Choose the server role of the system, for this example, we will have this unit set as the "Secondary Server”. So
“Secondary Server" is checked. After, please fill in the associated “Primary Server” IP address.
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Figure 167: Role radio button

Status Setting

High Availability: @ Enable () Disable
Role: ) Primary Server @ Secondary Server
Primary Senver IP: 172.16.66.25
XIV. Click "Detect" and the Secondary unit will start to check for the Primary server status. If the Primary server has

replied properly, then the message will appear as below.
Figure 168: Message

# . Waiting for the active server to reboot...
P 4

Please check the Primary Server unit. You will see an interactive message saying to reboot both "Primary" and
‘Secondary” server together to complete the High Availability settings.

The last state of the Primary server is: waiting for the Secondary server as shown in the screen shot below:

Figure 169: System standing by

‘j‘) System is standing by, please activate High Availbility on the standby server,

After the Secondary server has communicated with Primary Server successfully, then the state will changed to:

Figure 170: System shutdown/reboot
Shutidown/Reboat System
3
-..!J.-J Are you sure ko reboot the systom?

[ syiihioronishy EEE STl erver witli scthie
sy

M |

Click "Yes" to reboot both Primary and Secondary server.

If the communication has failed then you will see an error message as below.
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Figure 171: Error message

Warnings
@ Failed to retrieve the primary server” s settings files

Conditions in which the secondary server will take over to play the role as Active:
1. Primary server RAID is damaged

2. Loss of the primary server's data port connection

3. Primary server goes down for any other reason

When the primary server encounters the above-mentioned situations, the secondary server (PMS) will immediately
take over to play the role as active. The secondary server's system log will show "HA changed to active, getting
resources”, and "Healthy: The RAID [HA] on system [PMS] is healthy now."

Figure 172: System log

Home > System Information > System Log

Js My favarite {E}'ih.:-'-'.r_u.'.-' ?ﬂ Logouk

System Log

el \iinfo 14 Warnings ﬁE‘rnr

.-_EI'DQM'I'I"-BHI'-I Ml Log Fikes | i Truncale All Log Fles | 2aumber of lines per page) 13

1me:= uemas Help
2012/D6/05 17:23:30 [PMS] : HA change to active, get resoures.

2012/06/05 17:23:04 [PMS] : Healthy: The RAID [HAQ] on system [PMS] s healthy now.

2012/06/05 17:14:39 [PMS] : User admin gged in from 172.16.64,140 E

At this time, the virtual IP address will be mapped to the PMS system becauseit is in an active state.

4.6.11.2. HA Ready

After both Primary and Secondary systems has rebooted, the HA link status and the HA RAID volume can be seen from
the HA status page.

Please note, it will take 1~2 minutes to complete the primary and secondary servers' role played. If both servers are
displayed as standby, please wait for the systems to synchronize with each other.

Figure 173: Status

Status | Setig Current ok Standby
1 S HA Network Status
HA Hetwark Status Prmany Senier Secondary Server
Primary Server Secondary Senver

- - F) Hearthgat ..f_ -'-..
1’ 11 Hewthaat .:‘:E % .
EErS o« = = o = [EEEY ﬁ"'-.'tm

Tntorface: WAN/LAN Interface: WANR/LANI
o 172.16.66.25 i 172.16.66,24

From the HA Primary server “PMA (172.16.66.25)" it will denote the role of "Active” and for the "PMS (172.16.66.24)", it
will show the role as Standby.

The HA RAID volume status can be found as shown in the screen shot below.
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Figure 174: HA RAID volume status
Status | Settng |

Current role: Active

HA Network Status:
Primary Server Sacondary Server

Heartheat
(l B B B

| Intarface: WAN/LANL |

| Pz 172.16.66.25
HA RAID Status | !
RAID ID Type = Device Progress Time Rem... Transfer ... Used/Total | Status
o RAID [B: HAO
HAD dats @ @ 200.1M/4... Finsh
HAD [ 25.8M/50... Fingh

The user can access this newly create HA system by its virtual IP. Using widows, the user can simply input
172.16.64.87 or HApm in the navigation bar then the available share files will be listed as below:

Figure 175: HA system

W W17z 16.64.87

Mame = Cormenks
L__-_‘}_’E_Mndule_Fnlder_ _Module_Falder

L' _NAS_Modle_Source _
' _MAS Picture_
L eSATAHDD Used For eSATA HDDS anly.

;;3' iTunes_music

' MAS_Public

;;’ snapshok IJsed For snapshots only,

L USBCopy

5" ushhdd Used For external USE HDDs only,
l:,zin‘rinlzers and Faxes Shows installed printers and Fax ...

b

ork Tasks

vdd & nebwork place
e nebwork conneckions

ek up & home or small
iffice network

ek up & wireless nebwork
ar & hiorne or small office

g workgroup computers

fide icons For networked
PP devices

4.6.11.3. HA Recovery

If one of the HA member is down and need to be recovered, simply go to the RAID management page and the "HA
Recovery" icon will be available.

Click on the "HA Recovery" icon, then the system will prompt a box to inquire about the Active server heartbeat link IP
address. After inputting the IP address and pressing Apply, the unit will be recovered fully.
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Figure 176: HA recovery icon

Home > Storage > RAID Management K =i *_ My favarnte (i}f Shutdown 13 Logout

RAID Management

) Create | (J3EdiE | (r3Ghbal Hot Spare L. HA Riscovesy

Mas...| . RAID e Disks Total Data
RATD Level i Lsed Capacity | Capacity
& RAID ] Healthy 1 1860.5... Used for HA

Figure 177: HA recovery

HA Recovery ><
Heartbeat IP Address of Active Server.:
Additional LAN4 | § 192.168.5.200 |

Another circumstance where HA recovery might be needed is when the HA button has been enable but the system
detected a previously existing HA configuration. Then the screen will prompt the message box as shown below:

Figure 178: Message prompt
High Awvailability
] Do you want to recovery HA RAID?
</

o

[ Mo, continps

If the other HA member is running smoothly, please choose “Recovery HA" to complete HA recovery. Or select “No,
continue” to let both HA members has they are.

NOTICE If there are transfers in progress when the Primary server encounters problems and the

Secondary server becomes active, the session will be stopped. Please contact your network
administrator to determine whether or not your transfers were completed.

NOTICE When the original primary server rejoins the HA environment, it will be updated with the

newer data from the secondary server to synchronize for HA. Please be aware that the data
on the original primary server will be replaced by the data from the secondary server.

4.7. User and Group Authentication

The C53160 has built-in user database that allows administrators to manage user access using different group
policies. From the User and Group Authentication menu, you can create, modify, and delete users, and assign them
to groups that you designate.
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4.7.1. ADS/NT Support

If you have a Windows Active Directory Server (ADS) or Windows NT server to handle the domain security in your
network, you can simply enable the ADS/NT support feature; the C53160 will connect with the ADS/NT server and get
all the information of the domain users and groups automatically. From the Accounts menu, choose Authentication
item and the ADS/NT Support screen appears. You can change any of these items and press Apply to confirm your
settings.

Figure 179: ADS/NT support screen

& Heme > User and Group Authentication > ADS Support

i Systam Informatian = | ADS Support
x System Management = Work Group/Domain Name : ;“-'mligr':fﬁzc
= ; :
& System Network ADS Support : i1 Enable @ Disable
o= Storage ADS Server Name
s Uz2r and Group Authentication = ADS Realm -

15 AR jnmodt

: . Admintstrator ID ;

R Local User Configuration

= Loczl Group Configuration Admnktrator Password

¥ Batch Input P

T Uissr Quota =

A description of each item follows:

Table 40: ADS/NT Support

Item Description

Work Group / Domain Specifies the SMB/CIFS Work Group / ADS Domain Name (e.g.

Name MYGROUP).

ADS Support Select Disable to disable authentication through Windows Active
Directory Server.

ADS Server Name Specifies the ADS server name (e.g. adservername).

ADS Realm Specifies the ADS realm (e.g. example.com).

Administrator ID Enter the administrators ID of Windows Active Directory, which is
required for the C53160 to join domain.

Administrator Password Enter the ADS Administrator password.

Apply To save your settings.

To join an AD domain, you can refer to the figure here and use the example below to configure the C53160 for
associated filed input:
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Figure 180: System properties

System Properties i : il ) ilil

General  Metwork Identifization | Hardware | User Profies | Advanced |

!i[j YWindows uzes the following infarmation to identify your computer

ar the netwark.

Full computer name: commputer].dormainlocal
ANS Server Hame 7 i
D arnair; domain.losal e
Ll Work Group/Domain Mame

Il | ADS Reaim | T
[mrename this computeron o adonait; alick R |
Froperties. :

Mote: The identification of the computer cannot be changed because:
- The computer iz a domain contraller.

k. I Caricel Anpiu

Table 41: AD domain example

(S3160 Cloud Storage Node - Rev. 1.2

Item Information
Work Group / Domain domain
Name

ADS Support Enable

ADS Server Name Computerl
ADS Realm Domain.local
Administrator ID Administrator
Administrator Password A
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p

The DNS server specified in the WAN/LAN1 configuration page should be able to correctly
resolve the ADS server name.

The time zone setting between the (53160 and ADS should be identical.

The system time difference between the C53160 and ADS should be less than five
minutes.

The Administrator Password field is for the password of ADS (Active Directory Server)
not the C53160.

4.7.2. Local User Configuration

From the Accounts menu, choose the User item, and the Local User Configuration screen appears. This screen allows
you to Add, Edit, and Remove local users.

Figure 181: Local user configuration screen

il System Infarmation

Home > User and Group Authentication > Local User Configurati@® Helo  Ovmy favorte (v shutdown 9] Logout

Local User Configuration

% System Management

e fdd | TpEdE | G Remove

h‘ﬂ System Network

Usar ID Uzar Nama

:_ 3 Storage

1000 andy

man User and Group Authentication

£% ADS Support

! Lozl User Configurztion

o l.oca| Group Configuration
Batch Input

T User Quota

hﬂ Netwark Service

* Applcation Server

Page 1 |ofl Displaying topics 1 - 10f 1

(7]

Table 42: Local user configuration

Iltem Description

Add Press the Add button to add a user to the list of local users.

Edit Press the Edit button to modify a local user.

Remove Press the Remove button to delete a selected user from the system.

4.7.2.1. Add Users

1. Click on the Add button on Local User Configuration screen, and Local User Setting screen appears.

v woN

On the Local User Setting screen, enter a name in the User Name box.
Enter a User ID number or leave blank to use the system default value.
Enter a password in the Password box and re-enter the password in the Confirm box.

Select which group the user will belong to. Group Members is a list of groups this user belongs to. Group List is a

list of groups this user does not belong to. Drag and drop to have this user join or leave a group.

6. Press the Apply button and the user is created.
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Figure 182: Add users

Add b3
Local User Setting Group List
User Name: | Search:
User ID: |1DDD Group 1D Group Name

|
|
Password: | |
|

Canfirm Password: |

Group Members

Group ID Group Name
100 LUs&rs

E All users are automatically assigned to the ‘users' group.

4.7.2.2. Edit Users
1. Select an existing user from the Local User Configuration screen.
2. Click on the Edit button, and the Local User Setting screen appears.

3. From here, you can enter a new password and re-enter to confirm, or drag and drop list items to have this user
join or leave a group. Click the Apply button to save your changes.
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Figure 183: Edit users

Ledis

Lacal Usar Sacimp Corwmaps Liay

Tuay Nams: faazh:

Thsr I GregplD Grrep Hama
TPasrrard: rErErRIERERAE

{pmdim Pawrvond TERESTARERESE

Crmig Masbars

G Cermap Hiams

e man

(et ]

4.7.2.3. Remove Users

1. Select an existing user from the Local User Configuration screen.
2. Click on Remove button and the user is deleted from the system.

Figure 184: Remove users

Home > User and Group Authentication > Local User Cul]l'ii_]ur'dlil‘iﬁl Hein 'F:‘ My

Local User Configuration

Fhdd reEdi | (GRemove
100 angy
Local User Satting il

| Uzar I Uzer Mame

\2) Do you want to delete this user?

| Pese 1 afl = Dhrplaying topars | =2 o 2

4.7.3. Local Group Configuration

From the Accounts menu, choose the Group item, and the Local Group Configuration screen appears. This screen
allows you to Add, Edit, and Remove local groups.
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Figure 185: Local group configuration

Home > User and Group Authentication > Local Group Configuraf®meln O My faverte (D tdown % Logout

Lecal Group Configuration

o Bdd | FUEdL | G Remove
Growp 1D Group Name
100 Users
Page 1l lofl | Desplaying topéca 1 - 1of 1

Table 43: Local group configuration

Item Description

Add Press the Add button to add a user to the list of local groups.

Edit Press the Edit button to modify a selected group from the system.
Remove Press the Remove button to delete a selected group from the system.

4.7.3.1. Add Groups

1. Onthe Local Group Configuration screen, click on the Add button.

The Local Group Setting screen appears.

Enter a Group Name.

Enter a Group ID number. If left blank, the system will automatically assign one.

Select users to be in this group from the Users List by adding them to the Members List using the << button.

o v or oW N

Click the Apply button to save your changes.
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Figure 186: Add groups
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4.7.3.2. Edit Groups

1. Onthe Local Group Configuration screen, select a group name from the list.

vos owoN

Figure 187: Edit groups

Edic

Loenl Croip Settleg
v MNama
Copep 1D

Mwinilrers Lisi

Csar D Uy Haema

4.7.3.3. Remove Groups

1. Onthe Local Group Configuration screen, select a group name from the list.

2. Press Remove to delete the group from the system.

Acronyms

Click the Apply button to save your changes.

Usmrz Lem
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Press the Edit button to modify the members in a group.

www.kontron.com
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To remove a user from a group, drag and drop the user from Members List.

(S3160 Cloud Storage Node - Rev. 1.2

To add a user into a group, drag and drop the user from the Users List to move the user into the Members List.
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Figure 188: Remove groups

Homs > User and Group Authentication > Lotal Group Configuraf®nizin Ty favorte. (Ns shutdown £ Loao

LocH Group Configuration

Add Edit || S Remove
Growep A0 Groop Hama
101 pm
Local Group Satting x

Page-] ofl g Deipbyehigtopics 1 -2 of 2

4.7.4. Batch Users and Groups Creation

The (53160 can also add users and groups in batch mode. This enables you to conveniently add numerous users and
groups automatically by importing a simple comma-separated plain text (*.txt) file.

From the Accounts menu, click Batch Input and the Batch User and Group Cration dialogue will appear. To import your
list of users and groups, follow these steps:

Click the Browse icon to locate your comma-separated text file. The information in the text file should follow this
format: [USERNAME], [PASSWORD], [GROUP]

1. Click Open.
2. Click Import to begin the user list import.
Figure 189: Batch user and group creation

m Home > User and Group Authentication > Batch Input
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4.7.5. User Quota

The C53160 supports local or AD users with storage quota limitations in each RAID volume of the system. To enable
this function, simply click "Enable”, then apply.

Figure 190: Quota support
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Next, each user can be setup a global storage quota size for each RAID volume. Simply click on “Quota Size" for each
user and input the desired capacity. After the setup is complete, please click on "Apply" to activate the user quota size.

Figure 191: Quota setting
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4.7.6. User and Group Backup

The user and group backup feature allow system users and groups to be backed up to another location and be
restored if needed.

Please note, when restoring previous backup users and groups, the current users and groups list will be replaced
from this restore file's contents.

Figure 192: User and group backup

User and group settings download fupload
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4.7.7. LDAP Support

The LDAP is the other way to authenticate login users who has joined LDAP server, fill in the LDAP server information
and get LDAP authentication started. Please make sure that the LDAP server has a Samba sam and a POSIX
ObjectClass account.

Figure 193: LDAP support
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A description of each item follows:

Table 44: LDAP support

Item Description

LDAP Support Enable or Disable LDAP service.

LDAP Server IP Input LDAP server IP address.

Base DN Input base domain information ex. dc=tuned, dc=com, dc=tw
Bind DN or LDAP Input Administrator's name.

administrator account

Password Input Administrator's password.

User Base DN

Input organization unit information where users are stored.

Group Base DN

Input organization unit information where groups are stored.

LDAP Security

Choose the LDAP security type from drop-down list.

Current Samba ID

Display the current Samba ID.

Apply

Click Apply to save your changes.

Check ObjectClass

Click this checkbox to ensure LDAP server has a Samba sam and a POSIX
account or it may not work properly for LDAP client authentication.

4.8. Network Service

Use the Network Service menu to make network service support settings.

4.8.1. Samba / CIFS

There are options allow Admin to Enable/Disable to operate the (53160 associated with Samba / CIFS protocol.
With the option changed, it will need to reboot system to activate.
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Figure 194: Samba / CIFS

Samba/CIFS

Samba Service: @ Enable © Disable

File Access Cache: @ Enable © Disable

Samba Anonymous Login Authentication: () Enable @ Disable

Samba Mative Mode: () Yas (Native Moda) @ No (Compatible Made)
Allow Trusted Domains: 1 Yes i@ Mo

Block Size: @ 4096 © 1024

Server Signing: ) Auto () Mandatory @ Disable
Support Policy for LDAP: ) Sign £ Saal @ Plain
NT ACL Support: i) Enabla @) Diszble
Allocated buffering size: @ Enable i) Disable

Samba Service

Used for letting the operating system of UNIX series and SMB/CIFS of Microsoft Windows operating system (Server
Message Block / Common Internet File System).Do the link in network protocol. Enable or Disable SMB/CIFS protocol
for Windows, Apple, Unix drive mapping.

NOTICE In some environments, due to security concerns, you may wish to disable SMB/CIFS as a

precaution against computer viruses.

File Access Cache

File Access Cache is default Enable. This option will help to increase the performance while single client access share
folder in writing under SMB/CIFS protocol.

Samba Anonymous Login Authentication

To enable this option, no matter there is share folder has been created in public access. The user account and
password is needed from system to access under SMB/CIFS protocol. On the other hand, no more anonymous login is
allowed.

Samba Native mode

The C53160 is supported Samba mode options. In the ADS environment with “Native" mode selected then the C53160
is capable to become local master position.

Optimize Block Size

This function controls the behavior of Samba when reporting available disk space. This function was added to allow
advanced administrators to increase block size to increase write performance without re-compiling the code.
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Server Signing

This is setting while Samba server has been used in US of FDCC. If the system has used only in Windows environment
choose “Mandatory" otherwise "Auto”.

Figure 195: UNIX extension

Samba/CIFS Dptions for Mac 05 X

LN Extensions: (71 Enable i@ Disable

UNIX Extension

The default is enable for Samba usage, with situation using Mac OSX with smb connection may have permission issue.
When it happened, please setup "UNIX Extension” disable to get issue solved.

Figure 196: Samba recycle bin

— Samba/CIFS Options for Recycle Bin
Samba Recycle Bin: i) Enable @ Disable
Recycle bin contents are deleted after: days (Set as 0 for manual deletion only)
Recycle Bin Folder Display: Z) Enable @ Disable
Recycle Bin Max File Size: GB (Set as 0 for unrestricted)

Samba Recycle Bin
The C53160 is supported recycle bin via SMB/CIFS protocol.

Simply enable the “Recycle Bin" function and “Recycle Folder Display” then all of deleted files/folders will reside in
the “_NAS_Recycle_(Associated RDID Volume)" share folder.

Figure 197: Recycle bin options

— Samba/CIFS Options for Recycle Bin

Samba Recycle Bin: @ Enable (©) Disable

Recycle bin contents are deleted after: D days (Set as 0 for manual deletion only)

Recycle Bin Folder Display: @ Enable ) Disable

Recycle Bin Max File Size: D GB (Set as 0 for unrestricted)

For example, the system has created 2 RAID volumes with ID "RAIDpm" and ‘RAID". Then it will have 2 recycle bin
folder appear as “_NAS_Recycle_RAID" and “_NAS_Recycle_RAIDpm".
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Figure 198: Example

RAID ID Level File Systern | Status
@ RAIDpmM ] EXT4 Healthy
* RAID 1 XFS Healthy

Figure 199: Example folders

F _MAI_IVILUUIE_3UUIe_
| _MNAS Recycle_RAID

| _MNAS_Recycle_ RAIDpm
anA

There are 2 more setting could help to manage the recycle bin for deleted folders/files.

1.  Setup the "Day" to remove deleted folders/files which has resided in recycle bin permanently. Left default value
0" if desired to clean up recycle bin manually.

2. Setup the "Size" for recycle bin to allow deleted folders/files can store. Left default value “0" with no limitation.

The deleted files/folders which have resided in recycle bin will keep its permission. On the
other hand, only the admin and owner can view/read/write these folders/files.

> If deleted single file size is large than 2GB then it won't reside in the recycle bin but erase
permanently.

4.8.2. AFP (Apple Network Setup)

From the Network Service menu, choose the AFP item, and the AFP Support screen appears. This screen displays the
configuration items for the Apple Filing Protocol. You can change any of these items and press Apply to confirm your
settings.
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Figure 200: Apple network configuration
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Home > Network Service > AFP
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A description of each item follows:

Table 45: Apple network configuration

AFP Support

AFP Senvice:

MAC CHARSET:
ZONE:

Tima Machine:

Tina Machine
backup folder:

_

% Enable

|UTF-8 |

% Ervable

| |
_NAS_Picture_

i Tunes_music
USBCopy
USBHDD

eSATARDD
MAS_Pulbhc

_HAS_Module_Sour|
_Module_Folder_

pmi

pmz2
ISCS]_testl
ol

) Disabie

) Disable

Item Description

AFP Server Enable or disable Apple File Service to use the C53160 with MAC OS-
based systems.

MAC CHARSET Specifies the code page from the drop down list.

Zone Specifies Zone for Applet Talk service.

If your AppleTalk network uses extended networks and is assigned with
multiple zones, assign a zone name to the C53160. If you do not want to
assign a network zone, enter an asterisk (*) to use the default setting.

Time Machine

Click the enable checked box if you would like your MAC system to use
the C53160 as MAC time machine backup.

Time Machine backup
folder

Select from the drop down list to designate the folder for time machine
backup destination.

4.8.3. NFS Setup

From the Network Service menu, choose the NFS item, and the NFS Support screen appears. The C53160 can act as
an NFS server, enabling users to download and upload files with their favorite NFS clients. Press Apply to confirm

your settings.
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Figure 201: NFS setup

NFS Support
NFS:

NFS Threads:
Advanced:

Apply

Description

@ Enable

Auto | v

[F] Add the Anonymaous NFS User{nfsnobody:65534)

i) Disable

The _MAS_MNFS_Exports_ is a system folder which cannot be accessad.
Plegss refer to the following examples of how to mount a network device.

NF53: mount —t nfs 192.168.2.254:/raid0/data/_MAS_NFS_Exports_/SAMPLE

NFS4: mount -t nfs4 192.168.2.254:/SAMPLE

fmnt/sample

A description of each item follows:

Table 46: NFS server setting

(S3160 Cloud Storage Node - Rev. 1.2

Jmnt/sample

Item Description
NFS Enable or Disable NFS support.
NFS Threads Choose the number of NFS threads.
Advanced Checked to add the Anonymous NFS User.
Apply Click Apply to save your changes.

4.8.4. FTP

The CS3160 can act as an FTP server, enabling users to download and upload files with their favorite FTP programs.
From the Network Service menu, choose the FTP item, and the FTP screen appears. You can change any of these items

and press Apply to confirm your settings.

Figure 202: FTP
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A description of each item follows:

Table 47: FTP

Item Description

FTP Enables FTP Service on the C53160.

Security FTP Enable or disable Security FTP, be sure the client FTP software has also
security FTP setting enabled.

Port Specifies the port number of an incoming connection on a non-standard
port.

External IP Input the public IP address of the router when the Kontron secure FTP

server has been enabled. This can help to respond to the ftp client with
proper communication information.

Passive Port Range Limited port range for the FTP server to use.
(30000-32000)
FTP ENCODE If your FTP client or operating system does not support Unicode (e.g.

Windows® 95/98/ME or MAC 059/8), select the same encoding as your
0S here in order to properly view the files and directories on the server.
Available options are BIG5, HZ, GB2312, GB18030, IS0, EUC-JP, SHIFT-JIS

and UTF-8.
Allow Anonymous FTP Upload/Download: Allow anonymous FTP users to upload or download
Access files to/from public folders.

Download: Allow anonymous FTP users to download files from public
folders.

No access: Block anonymous FTP user access.

Auto Rename If checked, the system will automatically rename files that are
uploaded with a duplicate file name. The renaming scheme is
[filename].#, where # represents an integer.

Upload Bandwidth You may set the maximum bandwidth allocated for file uploads.
Selections include Unlimited, 1~ 32 MB/s.
Download Bandwidth You may set the maximum bandwidth allocated for file downloads.

Selections include Unlimited, 1~ 32 MB/s.

To access the share folder on the C53160, use the appropriate user login and password set up on the Users page.
Access control to each share folder is set up on the ACL page (Storage Management > Share Folder > ACL).

4.8.5. TFTP

The CS3160 can act as a TFTP server, enabling users to download and upload files with their favorite TFTP programs.
From the Network Service menu, choose the TFTP item, and the TFTP screen appears. You can change any of these
items and press Apply to confirm your settings.
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Figure 203: TFTP
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Table 48: TFTP

A description of each item follows:

Item Description

TFTP Enables TFTP Service on the C53160.

NICs Choose NICs to enable port use

Port Specifies the port number of an incoming connection on a non-standard

port.

Share Folder

Select the file stored folder, it cannot be empty.

Folder Permission

Select the folder permission

4.8.6. WebService

From the Network Service menu, choose the WebService item, and the WebService Support screen appears. This
screen displays the service support parameters of the system. You can change any of these items and press
Apply to confirm your settings.

Figure 204: WebService

Home > Betwork Service > WehSarvice

WebSerice (HTTH) Support -

Shanng: @ Enablk ! leabie

Port: | 50

Saoure WehService [Secure HTTP) Suppaort

Sharing: = Enable - Disshle
port: [a2s
Certficate: Type: 7 User B System

Cartficaterie;
Cartficate Koy Fle:

CA Certficats Fis;

Apphy I [‘:ug.';:.;.:s.bL Cartsienta FAJ

Descrption

EEE

. If a fie error oocuss with 2 uploaded SEL certficate fe; default settings wil be used sutomabcaly.

. Tha 551 ¢l

Acronyms

@ fie nands Lo fakoad after the master RAID: parthon 3 been dhangad.
3. The satting did not apaly for Web Disk v2.x x and after.

www.kontron.com //138
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Table 49: WebService
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Iltem

Description

WebService (HTTP) Support

Enable or disable WebDisk support. Enter the port number if this
option is enabled. The port number is default 80.

Secure WebService (Secure
HTTP) Support

Enable or disable secure WebDisk support. Enter the port if this

option is enabled.

Certificate File

Upload Certificate File if choose Certificate type “User”.

Certificate Key File

Upload Certificate Key File if choose Certificate type “User".

CA Certificate File

Upload CA Certificate File if choose Certificate type "User”.

Restore AllL SSL Certificate
Files

Click to set back to default certification details.

Apply Click "Apply" to confirm the changes.
E Disable HTTP support and Enable Secure HTTP support to guarantee secure access.
4.8.7. UPnP

This device supports UPnP Media server, which allows users to play mediafiles with UPnP client (ex. DMA devices).
Enable or disable Universal Plug and Play protocol. UPnP helps to find the IP address of the C53160.

Figure 205: UPnP
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4.8.8. Bonjour Setting

Bonjour, is Apple Inc.'s trade name for its implementation of Zeroconf, a service discovery protocol. Bonjour locates
devices such as printers, as well as other computers, and the services that those devices offer on a local network
using multicast Domain Name System service records. This definitive guide walks you through Bonjour zero-
configuration networking with a complete description of the protocols and technologies used to create Bonjour

enabled applications and devices.

Acronyms

www.kontron.com

//139



(S3160 Cloud Storage Node - Rev. 1.2
Figure 206: Bonjour setting
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4.8.9. SSH

The device is now SSH protocol supported. It allows user to use SSH and have console to manipulate as needed. The
SSH default login user name is “root” with full privilege and password is admin's password. The default admin
password is “admin” so once the admin password has changed then SSH login need to change the password too.

A description for each item as following:

Table 50: SSH

Item Description

SSH Service Enable or disable SSH service.

Port The port number is default 22.

SFTP Enable or disable SFTP protocol under SSH service.
Apply Click "Apply" to confirm the changes.

Figure 207: SSH
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4.8.10. DDNS

To set up a server on the Internet and enable the users to connect to it easily, a fixed and easy-to remember host
name is often required. However, if the ISP provides only dynamic IP address, the IP address of the server will change
from time to time and is difficult to recall. You can enable the DDNS service to solve the problem.

After enabling the DDNS service of the NAS, whenever the NAS restarts or the IP address is changed, the NAS will
notify the DDNS provider immediately to record the new IP address. When the user tries to connect to the NAS by the
host name, the DDNS will transfer the recorded IP address to the user.

The NAS supports the DDNS providers:
DyDNS.org(Dynamic DNS),DyDNS.org(Custom DNS),DyDNS.org(Static DNS), www.zoneedit.com, www.no-ip.com.
A description for each item as following:

Table 51: DDNS

Iltem Description

DDNS Service Enable or disable DDNS service.

Register Choose the service provider from the drop down list
User name Input user name with DDNS registry.

Password Input password with DDNS registry.

Domain name Input domain name with DDNS registry.

Apply Click "Apply" to confirm the changes.

Figure 208: DDNS
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4.8.11. UPnP Port Management

One of the most convent way to allow users to access required services such as FTP, SSH, web disk and http etc. from
Internet environment is setting UPnP port management.

To set up this UPnP port forwarding feature, please be sure that the router has "UPnP Service" Enabled. The following
is an example from one of the router manufacture with UPnP Configuration page.
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Figure 209: UPnP configuration page

UPnP Configuration

UPnP Service

.Enable @) Disable

Clear port forwards at startup ) Enable @ pisable

Save Apply Settings Cancel Changes

After the router has enabled "UPnP Service" then you will have information come from associated router to UPnP port
management as shown in the screen shot below.

Figure 210: UPnP port management
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And click "Add Rule" to add more port mapping from Internet to access desired services or press “"Refresh” to get most

updated list.

Figure 211: Connection rules

Connection rules

Protocol: TCPRR
Description: Tce :I

UDP
[ repruoe

A description for each item as following:
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Table 52: UPnP port management

Item Description

Start port Specific port number starts with.

End port Specific port number ended

Protocol Choose the protocol for port forwarding needed.
Description Specific the port services if applicable.

Apply Click “Apply” to confirm the changes.

Cancel Click “Cancel” to abort the changes

Some of the routers do not allow the input of port number below 1024. So it may have

b resulted "setting fails".

4.8.12. WebDAV

The WebDAV is an extended protocol of http(s) which allows remote access to your NAS system.

To begin using WebDAV and WebDAV SSL, simply click enable and provide the port number. The default port number
is 9800, under normal circumstances this will not need to be changed.

Figure 212: WebDAV support

WebDAV Support
WebDav:

Port:
WehDAV 551

Part:

Broweser View:

Description

@ Enzble () Disabla

Qe00

i@ Enable () Disable

@ Enable () Disable

-Part number must be > 1024 and < 65536
-Please set WebDaW ACL at [Share Folder] function
- [ Browsar View | provide valid user view files on browsers

Table 53: WebDAV configuration

Iltem Description
WebDAV Service Press the Enable button to activate WebDAV service and specify the port
number if it needs to change from the default value.
P.S. Port number is limited to greater than 1024 and less than 65536
WebDAV SSL Service Press the Enable button to activate WebDAV SSL service and specify the port

number if it needs to be changed from the default value.
P.S. The ort number is limited to greater than 1024 and less than
65536
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Item Description
Browser View Press the Enable button and viewing the share folder list through the
browser will be allowed

Apply Click "Apply" to confirm the changes.

4.8.13. Auto-Thumbnail

The auto thumbnail is a function on the GUI that can be used with the Thecus T-OnTheGo mobile application. It helps
to resize a photo while when it is on written the NAS system. Enable this service allows you to speed up photo
viewing on your Mobile device.

Figure 213: Auto thumbnail

Auto-Thumbnail

Thumbnail service: @ Enable ©) Disable
Apply

Description

» This feature helps users who access their photo folder via T-OnTheGo (or other related app) to quickly and easily browse their files.

Table 54: Auto thumbnail configuration

Auto Thumbnail Configuration

Item Description

Auto Thumbnail Service | Press the Enable button to activate the auto thumbnail service.

Apply Click “Apply” to confirm the changes.

4.8.14. Thecus ID

Creating a Thecus ID will give you full access to all that Thecus has to offer. After creating a Thecus ID, you'll receive a
free* DDNS (i.e"yourname.thecuslink.com".) You can use your DDNS to easily access your NAS, make use of the
mobile T-OnTheGo™ app, and share links to files with your friends. In the future, free cloud backup of your NAS
configuration file will also be provided.

From here, it will display the current Thecus ID and DDNS information for the associated Thecus NAS system and also
the port connection status. You can click logout if remote access is no longer needed.

If your Thecus NAS system is not currently logged in, or if DDNS has not yet been applied, then it can be done here.

Login Thecus NAS system:
Simply input your existing Thecus ID and DDNS for this Thecus NAS then press Apply.

Create free DDNS for your Thecus NAS:

With registered Thecus ID, you could create DDNS for your Thecus NAS by fill in valid Thecus ID and password. Then
input desired DDNS name to complete DDNS creation.
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Figure 214: DDNS settings

DDNS settings

Thecus ID: | |

Password: | |

DDNS: | |-thecuslink.com

If you do not have a Thecus ID, please register a new account.

Description
For advanced My Thecus ID settings, please go to: http://thecusid.thecuslink.com/mythacusid

If you don't have a Thecus ID, click “Register” and the screen below will appear. Please fill in the required information

and click Apply.
Figure 215: Create Thecus ID

Create Thecus ID

Thecus ID:

Passwaord:

First Mame:

Middle Mame:
Last Mame:

|
|
Confirm Password: |
|
|
|

Description
For advancad My Thecus ID settings, please go to: http://thecusid.thecuslink.com/mythecusid

Table 55: Register Thecus ID

Item Description

Thecus ID Input a valid email address. It will require confirmation to activate your
Thecus ID.

Password Input the password for your Thecus ID

Confirm Password Re-input the password for your Thecus ID.

First Name Input your First name
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Item Description

Middle Name Input your Middle name

Last Name Input your Last name

Apply Click Apply to save your changes.

Once your ThecuslID has been registered, you will be given access to a webpage providing more information (i.e.
connection test, re-send password, etc.).

http://thecusid.thecuslink.com/mythecusid/index.php

Figure 216: Thecus webpage

Thﬁ' Creator in Storage

Home

Login

Forgok Password
Resend Activation Email

4.8.15. VPN Client

My Thecus® ID

Thank you for using Thacus® NAS.

What is Thecus® ID?

A Thecus® 1D is your account for everything you do with Thecus®. After creating a Thecus® 1D, you'll get a
frea™ DDNS, such as “wow thecuslink.com”. You can use your DDNS to easily access your NAS, make use of
the mobile T-OnTheGo™ app, and share links to files with your friends, In the future, fres cloud backups of

your NAS conflguration file will alse be provided.

Please note that none of your information will be shared without your express permission,

*Your DDNS is guaranteed for the duration of the warranty of your Thecus® NAS,

To have this storage device join a Virtual Private Network, simply provide a VPN server IP address and a valid login
user name and password. Once the input information has been confirmed, the connection will be made. This storage
device will be capable of playing a role as a local device to communicate with other systems.

Figure 217: VPN client

K System Information . | VPN Cliant
x System Managemart — | VBN Server IP: |
B sysem Network S Usgrnarme: |
H oorage : | Password! |
et User and Groug Avthentication | Stanus:
e erk Corvice =4
= Network Senice | [T“S‘-’Tl
PN Service
"
Descriplion
» Just support PETP VPN server.
{§ & UPnP Port Managarment
b:ml".) Thimbna
&= Theous 1D v
VPN Client

| % &pplication Server

Once a connection has been successfully made, the granted IP address willbe displayed in your status.
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Figure 218: VPN client status
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VPN Client

VPN Server IP:  [172.16.64.152 |

Username: Landyliao |

Password: |".nu.u |

Status: VPN Client IP Connected, your IP is 172.16.65.130
[ st ][ stopped
Description

& Just support PPTP VPN server,

Please notice that the connection to the VPN server only supports PPTP.

B>

4.8.16. VPN Server

This storage device provides VPN server service and this allows remote access to this device via a secure connection.
Settings can be found in the "Application Server” tab as seen below

Figure 219: VPN server

> MelwerN Serngn =

VPN Searvear

x". S Ma AT
- s i

Berver Seifing

et Masrpsret Eornecha

Reglar Settings
Nstyaceh Ifiefacee
LT EPSe:
- Enmnle LITR/TPRec VPN Seve
WP Chent P Poolr
Wity arem smrrte
jy Thevdeaman; -

IKE Bastt e i aic

Pre-aharad B

[ P Y

To setup your VPN server you must first choose the NIC interface from the drop down menu and complete the rest of

the necessary information.

Below is a description of each item:

Table 56: VPN server

Item

Description

Network Interface

Select the NIC interface to use for VPN server

Enable L2TP/IPSec VPN
Server

Check to enable L2ZTP/IPSec VPN server service

VPN Client IP Pool

Input the IP range for client IP.

VPN Server remote |IP

Input the IP for the VPN server for VPN client connection
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Item Description

Authentication Input domain name with DDNS registry.

IKE Authentication Internet Key Exchange for authentication while connection is made.

Pre-shared key Input the key for connection authentication in between VPN client
and server.

Confirm Pre-shared Key Confirm the key

Apply Click "Apply" to confirm the changes.

For the VPN client access control, simply click on “Client Management" tab. It will list all the users on this system and
default "Allowed" for VPN connection. Un-tick the check box and confirm with the “Apply” button if users are
prohibited from connecting with this VPN server.

Figure 220: Client management

Sarver Setting | client Management Connection List Log

Lebpply | < Refresh

Uszr Name L2TP/IPSec
pml 4]

pmz2 Ll

pm3 |

az2 b

To get the on-line connection list, click on the "Connection List" tab. It will display connected users with associated
connection information.

Figure 221: Connection list

Senver Setting Client Management || Connection List Log

< Refrash
Login Time Uptime Lisar Mame Client Address Senvice
Mon Jan 26 12:43 08:00:00 pm2 192.168.0.1 L2TP/IPSaC

To retrieve the VPN service connection history information, click on "Log" tab. It will display the complete access log
of the VPN service.

Figure 222: Log

Senvar Setting Client Management || Connection List Log

% Refresh | & Delete

Date & Time Event Client Address
2015-01-26 12:43:22 user pm2 logged in on thy pts/0 intf ppp0 192.168.0.1 remots to 192.168.0.2
2015-01-26 12:42:49 Connect time 36.0 minutes. user logged out.

E The VPN server only supports L2TP/IPSec connection.
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4.9. Application Server

The C53160 supports build-in application such as iTunes server. The C53160 provides activation of the iTunes Server
on the device. You will be able to play music files on this device with your iTunes client software directly. The
following section shows you how.

4.9.1. iTunes® Server

With the built-in iTunes server capability, the C53160 enables digital music to be shared and played anywhere on the
network!

From the Network Service menu, choose the iTunes Server item, and the iTunes Configuration screen appears. You
may enable or disable the iTunes Service from here. Once enabled, enter the proper information for each field and
press Apply to save your changes.

Figure 223: iTunes server

a Home > Application Server = iTunes Server

! system Information . iTunes Configuration
% System Management ¥ Tunes Servica: ) Enabla @) Disabla
ﬁﬂ Syztem Mebwark = | Tunes Server Name: | :
:i Storage - Password: |
aa? Us2r and Group Authentication : Rescan Intervak w
hﬂ Metwork Sendce . MP3 Tag Character Seft: b
2 ] Application Sarver = | [E

i 3|T||.F.e5 Server |

Medule Instalation

& Auto Module Tnstzlation

See the following table for a detailed description of eachfield:

Table 57: iTunes server configuration

Item Description

iTunes Service Enable or disable the iTunes Service.

iTunes Server Name Name used to identify the (53160 to iTunes clients.

Password Enter a password to control access to your iTunes music.

Rescan Interval Rescan interval in seconds.

MP3 Tag Encode Specify tag encoding for MP3 files stored in the C53160. AlL ID3 tags will
be sent out in UTF-8 format.

Once the iTunes service is enabled, the C53160 will make all music located in the Music folder available for iTunes-
equipped computers on the network.

4.9.2. App Installation

From the login page, other than admin, web disk and Piczza (Photo server) the app icon is a newly added feature for
this FW release. After an app has been installed, a new option will be available to “Show in Login".
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Figure 224: App management

App Management

Ena... Type MName Version Description Last Status Action Show in Lo...
Yes System  Usb/eSATA Schedule Bac 1.00.03 LISB/eSATA S . i 0 =

If this option is enabled then, when login to the system, the module icon will be available for all valid users to login
through.

Figure 225: Module icon

ol L]

4.9.3. Auto App Installation

Choose the Auto App Installation item and the Auto App Installation screen appears. The default for this apps list is
located online. So if the CS3160 is capable to connect to Internet, then it will automatically link to the Thecus official
website and list the available apps. Please refer the screen shot below.

Figure 226: Auto module installation

L _ Home > Application Server > Auto Module Installation

W System Infarmation ) Module Package: | | Uiplnad, [iResen
’x System Management = Module Source List
E-‘ System Natwark : Instaled Hama Varsion  Description Locaton Document | Action
E:_l Storgt . Not Tnstaked NZBGet v2.00.02 NZBGet download COnline
Not Instzled Maissrvar 20002  Mail server Online =
aa User and Group Authentication E . &
= Not Instabed 1P_Cam 2.0.1 Smple servedbnce Online & 1=
& Hetwork Service Mot Inscalled Ush_eSATA_Bac... 1.0.2  Schedule backup utit... Onine F-3 =
r"z Applcation Server . Mot Installed Rawd_Replcation 202 Duplcation for create.., Online =]
JTunes Server Mot Instalied Twonkymeda 1.00.0... Mediz server n DLNA  Oniline =
g odiie listahittin Not Tnstaled MySQL_S 1.00.02  My50L database online =]
4 Auto Moduls Tnstaltion =
Mot Instaled webserver 1.0.4 Web Server Online & =]
Not Instaled Rsync_Backup 1.0.5 Reync badkup Onlina g
Nt Instaled transmission 2.12.2  Transmission module Online =
Nat Instzled Dashboard 2.0.0 Dashboard module Online =
E.'lllackua
g External Davicas Y 7 a s
Table 58: Auto module source list
Item Description
Installed Status of module
Name Module name

Acronyms www.kontron.com //150



(S3160 Cloud Storage Node - Rev. 1.2

Item Description

Version The version of the released module

Description The description of the module

Location The module is either located on-Lline or disk

Document The available documentation of the module

Action To install or delete module.
p.s. If the module list from on-line, then no delete option will be
available

Rescan Click to rescan from both on-line and disk

Figure 227: Module source list

Mool Package: | wodules zip i[_—:ld‘_] Ugload | Lan‘ J

Module Source List

Irstabed Mame Version  Description Location Docurment | Action

Mot irstaled 1°_Cam 201 LP Carn [isk: 1) T

Mot frstallad Twonkymedia 1.8.0 Trwarkymedia Disk: =) -
Tnstall Module on Disk

Blot Iretallzd wabssrer 104 Mabearer Disk = .

After clicking on "Action” to install a module, the module will become available under the list of Module Installation.
Please go to Module installation and click “Enable” to activate the module.

4.10. Backup

There are a number of ways to back up data with the C53160.

4.10.1. Dual DOM

The unique Dual DOM feature can now perform “Auto Repair". The C53160 NAS will backup up to five versions of the
system configuration either by the default timing of 1:00am every day automatically or as scheduled by the user.

This unique "Auto Repair” will be triggered if the primary DOM has a booting issue. In this instance, the 2nd DOM will
take over the boot function. Then, the system will automatically load the most recent system configuration backup
image to repair the primary DOM.

Figure 228: Dual DOM schedule backup

— Dual DOM Schedule Backup

[¥] EnableDizable Dual DOME scheduls backup

@ Auto

) Daity (oo ool

) Waskly [: o ke
Er Mfonthly x> il
Status:

I anualy ] [ Apphy

— Dual DOM Backup Status

Tazk Name Date

AR R
2002:01:01 01:00
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4.10.2. Rsync Target Server

Figure 229: Rsync target server icon

E Backup -

¥ 0om Backup

® * Roynic Target Servar
¥ ACL Backup/Restore

#® Data Burn

i 3 Data Guard

When it comes to backing up your data, it's very important to have flexibility. Data guard provides you with many
options, including full backup for all shares, custom backup for selected shares and iSCSI volume backup. Being based
on the Linux operating system, it is also much more stable and experiences much less frequent data loss during
transfer than other remote backup systems.

-For this tutorial you will need to use Rsync Target Server (Step 1) and Data Guard (Step 2+3) under Backup for this
client/server backup feature. It also can be named for function "Remote Replication".

Step 1 - Enabling Rsync on your target (backup) NAS
-Log in to your target (backup) NAS through the Ul in your web browser
-Go to Rsync Target Server under Backup in the menu of the Ul

Figure 230: Rsync target server

Home > Backup > Rsync Target Server

My favarite (E}' Shukdown 13 Logout

Rsync Target Settings

Reync Target Server ; & Enghle 1 Disable
Username: : andy
Password; | sams
Encryption Support: @ Enabila 7 Disalile
Allowed IP 13 [ 172.16.65.143
Allowed P22

|
Allowed 1P 3: | 1
Publc KeH (Ot [P oo e e e =
Private Key[Otional); :?!-a=- ~hoose 3 fils 1o upload |

[_seete | [Restore Dotints Koy | [ Downloss kev ]

1.  Enable Rsync Target Server
2. Add ausername and password (they can be different than your NAS's username and password)

3. Select Apply

You will need this user name and password while the data is going to remotely backup to this

> Rsync target server.

Acronyms www.kontron.com //152




CS3160 Cloud Storage Node - Rev. 1.2

Now Rsync is turned on your NAS, which means it can be used as a target for Rsync backup, in other words, only the
backup NAS needs to be activated in this way.

4.10.3. ACL Backup and Restore

The ACL backup and restore feature enables the system ACL (Access Control List) to be backed up on the RAID volume
based to other location and restored if needed.

Let's look at the example bellow to see how it works.

We have one system with a RAID volume “RAID", select "Backup” to backup this RAID volume's ACL to other location.
The current RAID volume “RAID" has share folder as listed on right hand screen shot.

Figure 231: ACL backup and restore

Home > Backup > ACL Backup/Restore

Shasrad Foldurs
— ACL Backup/Restore

i~

ACL Sendices @ Backup i Restofe A D -
Frider nmme o

Rai Narra: |RamD |~ Fie Systemixdfs

Upload: | Eé] \_‘. 4

Recurave: 150 (- Appbes ACL tora contanad sub.

— Description
Faid status must he heakhy/degraded.

ACL restoretion from 2 ZF5 file system can only ba appled to another ZF5 fie systam.
Recursie ACL restoration does not apply to the USBHOD/usbhdd folder, PR
‘Whie the RAID partiton s restonng/backing up ACL, &= Folders will not be shown within the UL R
ACL restorgtion/backup cannat be apphed to stacked folders.

RO

For the ACL restore, it can be restored in the same system or used in another unit. For example, let's restore the ACL
backup file to another unit. This unit has a RAID volume “RAIDpm" with share folders as listed on right hand screen
shot.

Figure 232: Example

— ACL Backup/Restore
Shared Folders
ACL Senvica: ) Backup (@ Restore
Raid Name: [RAIDpm | | File Systemixfs ) Add | (LSt || @iteiove
Upload: i ; l Folder name »
Recursie: [T { Applies ACL to all contined sub-folders as well, May axtend restoraton tme., ) naync
[CZusbhdd
Mext
[ Jusboopy
— Description : [CImaswebsite

= Raid status must be healthy/degraded.

e ACQ rectorztion from 2 ZFS file system can only ba appled to another ZFS fila system.

= Recursive ACL restoration does not apply to the USBHDD/usbhdd folder.

= \Whie the RAID partition & restormg/backing up ACL, its folders wil not be shown within the UL
* ACL restoration/backup cannot be zpphed to stacked folders.

CaiTunes muse

[ _Module_Fokder_

C3_MAS Module_Sourca_

After inputting the ACL backup file and clicking the "Next" button, the system will show another screen to list the
matched folders in between the backup file and this RAID volume. Just select the desired folders for the ACL restore.
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Figure 233: Matched folders

ACL Backup/Restore

@
[+
[#]
[
]
[
[+
[#]
=

p

Folder name

- Module_Folder_

_HAS Module_Source_
ITunes_music
naswehsie

nSynic

prnl

ushcopy

usbhdd

“Hotice: The target RAID partition & not the orginal RAID partiion,
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The ACL backup will only back to share folder level; it does not apply to its sub-layer.

The ACL backup/restore can be used among ext3/ext4/XFS file system. ZFS can only be used
with other RAID volume with ZFS file system created.

If recursive has been checked during the ACL restoration, it will apply to all of its sub-folders
with the same permission.

4.10.4. Data Burn

The data burnis featured to support 3 different modes of data burning for files/folders to and from image file and
physical optical disk.

The 3 different modes are “Write Files/folders to disc”, “Write image to disk” and "Write files/folders to image".

Figure 234: Data burn
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Figure 235: Write files/folders to disc

Home > Backup > Data Burn

| b =

|=piom

Adi Wirite file/folders to disc |process:

Add data to start burning process
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Click the Add button and the NAS share list appears.

Select files/folders which you would like to burn. All of the selected folders/files will be seen
under the disc label name “New Disc". The disc label name can be changed by clicking on it and
press “Edit" from menu bar. The selected folders/files also can be removed by clicking on them
and then pressing “remove” or “remove all" for all selected items.

Figure 236: File selection

g

opien | <|opim

Add dica Bo st bumng pooceis:
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c.  Select from the installed USB or SATA(for N6850/N8850/N10850) burning devices. Please click
the “detect disc” button to check the status once the disc is inserted.

Select the burning speed from the drop down list.
Select whether disc data verification is required or not.

f. Click "Burn" to start disc burning.

Acronyms

www.kontron.com // 155



CS3160 Cloud Storage Node - Rev. 1.2

Figure 237: Burn options

Dsc: |51 1D DRIVE L0882 [ Datecnaise |

Dist infonmation: CO-R {Empty), DEcspace;702.82 MB
Speed: |:'='5; |

Disc data verffication: [
Write image file to disc

Figure 238: Write image file to disc

Home > Backup > Data Burn

It | fm I
150 file: | | Write image fils to dex | |
oec e

Disc nformation: Unknown

Spesd: wa.v
Disc data |
venfication:

a. Click "Browser" and the NAS share list will appear to locate the desired image file to burn.

Figure 239: NAS share list

T iy

=
b. Select the ISO file.
Figure 240: IS0 file selection
§ |=pm || J=p

150 file: jd0/data/NAS_Public/XenServer-6.0.0-nstal-cd.iso |

c.  Select from the installed USB or SATA (for the C53160) burning devices. Please click the "detect
disc" button to check the status once the disc is inserted.

d. Select the burning speed from the drop down list.
e. Select whether disc data verification is required or not.

f.  Click "Burn” to start disc burning.
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3. Create image file from files/folders

Figure 241: Create image file from files/folders

Home > Backup > Data Burn

|=prm | 73 I

150 File: | iCreate mage fle from fie)folders i [KJ
Disc: [— Select—— |~ | [

Disc information;: Unknawm
Speed: | &

haccecod
Dt data
verfication:

a. Click the Add button and the NAS share list will appear.

b. Select the files/folders which you would like to burn. All of the selected folders/files will
appear under the disc label name “New Disc". The disc label name can be changed by clicking on
it and pressing “Edit" from the menu bar. The selected folders/files also can be removed by
clicking on them and pressing “remove” or “remove all”" for all the selected items.

Figure 242: Files/folders selection

Jagparm [ o

Add dia Ba simet bumng pooceis:

{hadd goEdt & Sk R A
Fars Pty
= Hewy e
1 Prodduct Megkins Wesaldy Reper fradierafias_PubhoProsict Westng Weskdy Rapart
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c. Inputthe path where the ISO file is going to be stored, you can press the “Browse" button to
have the share list appear.

d. Inputthe ISO file name for burned image file.

e. Click "Burn" to start the ISO file burning.

NOTICE The data burn does not support rewriteable media if it has been burned with left space. On

the other hand, the used rewriteable media will be erased first then carry on with burning.

4.10.5. Data Guard (Remote Backup)

Setting up your backup task and schedule on your source NAS

-Log in to your other NAS (your source NAS) through the Ul in your web browser
-Go to Data Guard under Backup in the menu of the Ul

-From the Data Guard function list, choose Add
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Figure 243: Remote data backup

s Add FHEdIE g Remove Siart Stop 4. Restore Log

Task Name Source Fath Source Folder | Target Path Last Run Time

& Carepory: remate (3)

Table 59: Remote data backup

Backup Typa
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. Restore NAS Configuration

Status

Item Description

Add Add new task.

Edit Edit select task.

Remove Remove select task

Start If associated task has been setup in schedule and like to start at
once, click on to start task right away.

Stop Stop the associated running task. The other scenario is if a task
has been setup in real-time then clicking “Stop” can terminate the
running process. Simple click 'Start” to re-start the real-time
operation.

Restore Restore the associated task

Log Click to view the associated task in process details.

Restore NAS Configuration Click to restore system configuration from selected destination to
source unit. More details will describe in sections.

The data backup setup wizard appears as below, click on "Remote Backup":

Figure 244: Data backup wizard

Data Backup Wizard

Remote Backup

Backup to a remote MAS

Local Backup

Backup to folders { devices [ iSCSI targets on local
MAS

Amazon 53

“amazon

web services

Backup to Amazon 53 Service

Then 3 different selections appear and can be chosen from:
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Figure 245: Data backup options

| Remote Backup
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N N

Full Backup
Autormatically sync all data (MOT inchuding 1SCST folders) in RAID

to remote target, folders not found on rermote wil be created
to Master RAID. Folders aready exist on remote will be replaced,

Custom Backup

Manually select folders (NOT inchuding 1ISCSI folders) to backup,

iSCSI Backup

Backip iSCSI folders to remote target, (SCSI target will be stop
during backup task runring. )

Table 60: Data backup options

Previnus ] [ Clancel

Item

Description

Full Backup

The "Full backup” will have all shares from source backup to
destination. It could also create shares automatically from
destination if it is not existent. This only applies if the target server
is the same model as the source.

Custom Backup

The "Custom backup” allows user to choose desired shares backup
to destination.

iSCSI Backup

The "iSCSI backup” can backup iSCSI volume as single file to
destination.

4.10.5.1. Full Backup

Click on full backup and the setup screen appear as below. Fill in the remote target IP (Destination) and port (need to
be changed only if this port is already in use). If encryption is required then enable it. Please make sure the associated
target server also has encryption enabled.

Carry on with inputting valid remote target server account name and password.
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Figure 246: Full backup settings

| Remote Backup > Full Backup

‘E - Remote Target: 172.16.64.131 Port: 873
Fil

Y4 | Encrypt with S5H: @ Off = On

Account : cheryl

[ Previous | [  Cancel

After the settings are complete, please click on “Connection Test". The source unit will try to connect with the

associated target system. If a connection can be built up successfully then “Connection passed” will be prompted,
otherwise “Failed" will appear.

Figure 247: Connection test result

Remate Target: 1172.16.64.131 | Port:
Encrypt with SSH: @ Off ) on

Account = ||:her1,r| |

Password : reene |

Connection Test

Connection test passed! Click Mext to continute,

Click "Next" and more setting will appear.
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Figure 248: Additionnal settings

| Remote Backup > Full Backup
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|4 a | Backup Type: @ Redtime 0 Scheduls

‘S. ” Task Marme: fullbackupol
r

Sync Type: @ Sync ) Incremental
Comprass: @ Off 0 Bn

Backup MAS Configs: @) Off 1 an

Resume Partial Fles: @ off 3 0n

Handle Sparse Files: @ off (@)

keep ACL Settings: @) Off 1 0n

Log Lacatior: [555 |+

Speed Limit; i} BfSec set 0 to unlimit)
Tirmeaout Limit: GO0 e

|_IEnable Schedule

Previous |[  Fimish || Cancel |
-Fill out all the necessary details and choose your parameters
Table 61: Add Rsync backup task
Item Description
Task Name This is how this task will appear in the task list.
Backup Type Real time:

away.

Schedule:

It will backup folders/files from source to target on the fly. On the other
hand, any changes from the source will back up to the target right

The task will start only according to the schedule.

Sync Type Sync mode:

Makes your source match your target completely; deleting and adding
files on your target as they are deleted and added on your source.

Incremental Mode :

Makes your source match your target and keep all old files; adding files
on your target as they are added on your source, but NOT deleting files
on your target as they are deleted on your source.

Compress

With this option, compress the file data as it is sent to the destination
machine, which reduces the amount of data being transmitted -
something that is useful over a slow connection.

Backup NAS Config

Enabling this will back up the source unit system configurations to the
designed path on the target system.

Handle Sparse File

Try to handle sparse file efficiently so they take up less space on the
destination.

Keep ACL Setting

It will backup not just data itself but also ACL configuration with
associated folders/files.
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Item Description

Log Location Choose the folder to save the log details while the task is executed.

Speed Limit Input the bandwidth control for data backup operation.

Timeout Limit Setup the timeout when trying to build up a connection in between the
source and the target system.

Enable Schedule If backup is set as "Schedule”, please input the related period and time.

After the required fields are filled and the parameters are setup, click ‘Finish” to complete. The data guard task will
appear in the list as shown below.

Figure 249: Task list

Hame = Badkcup = Data Guard

o Add SiESt @Remove ¥ St W Stop "LiRestoe Eiog L Rastore MNAS Confioration

Task Name Source Patk ‘Source Foider Target Patn Lzt fun Tme Backip Type Skatus

= Cafegory: remaie (1)

fubadail " 1726064, 133: Aeatime Procesang

From the task list, you can now see the newly added task “fullbackQ1". The backup is setup as “real time". From the
status field, "Processing” can be read as the back-up is performed on the fly.

4.10.5.2. Custom Backup

The custom backup setting is similar to the full backup. The only differences are explained below:

1. Inputs the share folder name of target sever where the source is going to backup. The sub-folder can be left as
blank.

Figure 250: Taget server name

Remote Backup = Custom Backup }

“QE_ . Femote Target: 1?2.16.64_. 131 | Part: 873

r: ¢ &7 | Encrypt with 55H: @ off 100

Account : |chervl
Password RS _
Target Folder & |Elackup | i | |,_‘;'_'_,-'.

Connection Test

Connection test passed! Click Mext to continute,

|_ Mt ] [ Cancel
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2. Select the source share folder(s) which are desired to be backed up to the target server. You can also click on
“Select All" from top right corner check box.

Figure 251: Source selection

Remote Backup > Custom Backup

¥
1

Select Folders to Backup

| [FIMas_Public

| ¥ usecony

| ] _MAS_Picture_

| [T iTunes_music

| [¥] snapshot

Motice: Click highlight rowe to enter the folder

% Return to Parent Folder

'\' [ _Module_Falder_

| [F] _MAS_Madule .,

[7] Select 10

Frow |

Hext

Cancel

3. Click "Next" and more setting appears. These are the as the settings for "Full backup”

Figure 252: Additionnal settings

Remote Backup > Custom Backup

Task Marne:

¥

Log Location;

custombackup

11 > | Backup Type: @ Realtime ) Schedule
. Sync Type: @) Sync 2 Incremenital
Compress: @ Off 1 on
Backup MAS Configs: @) off ©ron
Resume Partial Files: @) off 0 on
Handle Sparse Files: @ Off 10N
Keep ACL Settings: @ off & o

Speed Lirnit: i

B/Seci et 0 to unlimit )

Tirneaut Limit:

G600

Bec

[ |Enahble Schedule

Previous || Finish

I

Cancel

4. Click "Finish" and the data guard task will appear in the list as shown below.
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Figure 253: Task list

Fasme = Hackup = Data Gusand

J8dd [GEdt QRamove FStat w L hestrn [Siog L Restore HAS Corbouration
Tk Nane Souroe Path St Foider Taget Path Last fun Tims Backup Typs Stabus
= Cuiegory! remoie (1)

CUstormDecion Raln IEBCooy, snapshol 7201664, 131 /B FEafime Procasang
From the task list, you can now see the newly added “customback01". This backup is setup as "schedule”.

4.10.5.3. iSCSI Backup

If the source unit contains iSCSI volume, it can be backed up to the target unit as a single file. The procedure is the
same as for the previous “Full backup” and “Custom backup”, select “iSCSI backup” from data guardwizard.

1. Inputs the share folder name of the target sever where the source is going to backup. The sub-folder can be left
as blank.

Figure 254: Target server name

| Remote Backup > iSCSI Backup

% Remate Target: [172.16.64.131 Part:  |873 |
"-'- .

Encrypt with S5H: @ Off 1 on

Account chieryl

Target Folder : |Elackup | i | |“'

Connection Test

Connection test passed! Click Mext to continute,

’ Hext ] [ Cancel

2. Select the iSCSI target volume which you wish to back up to the target server.
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Figure 255: iSCSI target volume selection

3.

| Remote Backup 3 iSCSI Backup
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Motice: Click highlight row to enter the folder

Select Folders to Backup

@ © scsiscm

| Breviows ||

et ] ’

Canzel

Click "Next" and more settings will appear. It is slightly differing from "Full backup” and “Custom backup”. Only
“Schedule" backup is supported with less options.

Figure 256: Additionnal settings

4.

Remote Backup > iSCSI Backup

Task Nare:

Log Location: v
Spieed Limit: 0 B/Sec( set O to unlimit )
Timeout, Limit: &00 Sec

[¥|Enable Schedule

Time: v ; v
Schiedule: ) Miarthly ) wigekly

- 3 W

@ Daily

Previnus | [

Finish

J1

Cancel

Click "Finish" and the data guard task will appear in the list as shown below.
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Figure 257: Task list

Heme = Hackugn == Data Guard

o A Edt @ Ramam ¥ Eat § Laectom (Ylog L Restore MAS Corfiguiation
Tas Nams Sourpe Path Source Folder Taiget Path Last Aum TEme Eackup Teps Slakus

A Camgery: vemaie (1)

sesbachup ECS]- P 172. 1564131 /B Echadiia(Tialy |

From the task list, you can now see the newly added “iscsiback”. This backup is setup as “schedule”.

The source folder name will use iSCSI_+target volume name. So here it is displayed as
b “iSCSI_pmtest”. pmtest is the iSCSI target name when the iSCSI target was created.

The iSCSI backup can see the result as below. The task “iSCSI_pmtest" has backup to target 172.16.66.131 and share
folder NAS_Public with file "iSCSI_pmtest".

Figure 258: Result

FEEHE
;
2% 2 S g -
| L. iSCSLpmtest 2012/6/28 T= 0. EEELE

4.10.5.4. Restore

To restore a backup from the backup task, simply select a task from the task list then click “Restore” from the function
bar. The restore task will start to have the associated files/folders from the target server restored to the source.

Figure 259: Restore

e add oT3Edit S Remove Start Stop G, Restore Log .. Restore MAS Configurabion
Task Name Source Path Source Folder - | Target Path Last Run Time | Backup Type | Status

=3 Category: remote (3}

futhackup0l ! * 172.16.66.11... 2012/06/29 ... Realime Pracessing
rsibackol ! ISCST pmtest  172.16.66.11... 2012/06/29 ... Schedule Finish
custombackd  fraid0fdatz testl, test? 172.16.66.11... 2012f06/29 Schedule Finish
To restore task with backup type set as “Real time", first you need to stop the task then you
> can proceed with the restore operation.
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4.10.5.5. Restore NAS Configuration

This is a useful feature if the system configuration needs to be restored to a brand new unit. Let's go thru the
following example to see how it works.

The original source system has 3 RAID volume, "RAID", 'RAID10" and “RAID20", and has backed up the system
configurations to the target server.

Figure 260: Original source

RAID Managemant

g Create | 0 2EGL | 2 pGobal Hot Spare
wd ol

Mas... RATD ket Disks Toksl | Data
RAID Level i Used Capacky | Capaciy
@ RAID 1 Healthy 10 929 GB 11.4 G8 [ 928.7 GB
BA1Da1 ] Healthy 9 529 GE 928.5GB
RAID20 1 Haalthy 8 G20 GR  928.5 GH

The brand new source unit only has a 1 RAID volume ‘RAID”.

Figure 261: New source

RAID MARagemeant

b Create | |SiEdit | Jfeobal Hot Spare

Mag,.. RAID Disks Takal Daka
Ralh &= Lewel sk Used Capacry | Capaciy
@ " RAD ) Healthy 10 929 G2  11.4 GB [ 928.7 GB

1.  When adding a new backup task with “Full backup” or "Custom backup" and enabling the option "Backup NAS
Config" as shows below, the source unit system configurations are then backed up to the designed path on the
target system every time the task is executed.

Figure 262: Options

| Remnte Backup = Full Backup
Teek Narme: (FulBlackup ]
Barhip Type & Aot Schmdbe
Sy Thypa! @ Sy Incrernantal
Compnes e Cff
Bacg MAs Gonfios: |0 cif & on
Resiame Partil Fles @0 Cdf ion
Handle Sparsa Fles @ o on
Esan A0 SEANNCED i@ OdY £rn
Lo Loeatidn: _'555 -
Speed Lt ] MEfSec] et O bo urliet ]
ThmeOut Lirdt| .;-"_!j_ S&C
L Emabale el
(e ) [ Fem_J [ Gt
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Click on "Restore NAS Configuration” and the screen shown below will appear. Input the target server's IP
address where the system configuration has been backed up, and necessary authentication info. Confirm by
doing a “Connection Test" to make sure the communication between the source and the target server works.

Figure 263: Restore NAS configuration button

@ add SEdit @Remave * Start = & Restore [(9Log

Task Mame

Source Path Source Folder Target Path

Figure 264: Connection test

I &Resture MAS Configuration I

Last Run Time Backup Type Status

Femote Tamet! 172 16 64,131 Port
Ercrypl with 55H & of on
Accouml 1 cherd

Passwmrd @00 e

Corssriiom Teat

AR

Click "Next" and a screen will appear as shown below. It has the listed available system configuration backup
files. Select the one you want and click next. You also have the option to download the current system
configuration before restoring from the backup file.
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Figure 265: Config files list

Custom Backup ‘

v Attention )
F. I 2 Restore config will reset all configs, You can dick the under button to ‘
W download current config file. Then select the config you want to restore from |
the list, ‘
|
|
|

Diownload

Config Files List
Marne Date
MES50_00:14:FDu 16888 _fulback ., 2013/01/22 10:19:04

s

3 NE

After clicking "Next", a screen will appear as shown below. Listed on the left hand side, you will see the
configuration backup details which contain the 3 RAID volumes. On the right hand side, you will see a list of single
“RAID" volume. You may roll back to previous page to recall the example we have taken.

Figure 266: Configuration backup details

. Custom Backup |

Backup Folder - RAID Mapping E'A'f

The under list shows the RAID setting in config file, You can simply dick the
right column to change the setting.

RAID setting in config file RAID
RAID FAID
Fadlvil RAID
RATDZG RAID

Systemn needs to be reboot after configuration restoring,

| Previons |[ Finish || Caneel

The backup configuration has different numbers of RAID volume than the current system (3 vs 1). It can be kept
as the RAID volume mapping arranged by the system, then carry on to click "Finish". This means that all 3 RAID
volumes configuration such as share folder etc. will all restore to the current unit in the RAID volume “RAID".

In other circumstances, if the current unit contains 2 RAID volumes, then it can be chosen from the left hand side
of system backup configuration RAID volume list which RAID volume to map to the current system.
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Let's see the following screen to make it clearer.

The current system has 2 RAID volumes, “RAID" and “RAIDa". Select the RAID volume from the backup
configuration volume list which is going to be mapped to the RAID volume of the current system. Simply click on
the right hand side of "RAIDa" and a drop down list will appear. Now you can choose which volume to map with. In
this case the "RAIDO1" volume from the system backup configuration will be mapped to the volume "RAIDa" of the
current unit. Once again, it means all the shares that were created in the volume “RAIDO1" will be restored to
volume "RAIDa" of the current system.

Figure 267: RAID selection

i Custom Backup |

Backup Folder - RAID Mapping 'AI
The under list shows the RAID setting in config file: You can simply click the
tight colurnn to change the setting,
!
RAID satting in config fie RAID [
RATD RAID
RAIDO1 [RATa |
FeAdDezi RATD
RATDE =
Systemn needs to be reboot after configuration restoring, ;;;':
Previons || Finish || Concel |

4.10.6. Data Guard (Local Backup)

The C53160 Cloud Storage product provides complete backup solution between other Kontron NAS systems as well as
between folders of local systems. For remote data guard backup, please refer to 4.10.6 Data Guard (Local Backup).

Figure 268: Local data backup

s Add FHEdIE g Remove Slart Stop 4. Restore Log . Restore NAS Configuration
Task Mame Source Path Sourca Folder  Target Path Last Run Time | Backup Type | Status

& Caregory: remote (3)

Table 62: Local data backup

Item Description

Add Add a new task.

Edit Edit selected task.

Remove Remove selected task.

Start Click on start to start a scheduled scan task right away.

Stop Stop the associated running task. Also can be used if a task has
been setup as real-time, clicking “Stop" can terminate the running
process. Simply click 'Start” to re-start the real-time operation.

Restore Restore the associated task.
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Item Description

Log Click to view the associated task process details.

Restore NAS Configuration Click to restore the system configurations from a selected
destination to a source unit.

-From the Data Guard function list, select Add. The data backup setup wizard appears as below, click on “Local
Backup™:

Figure 269: Data backup wizard

etz Backup Wirard

[| Remaote Backup

"g i I |:
‘ EI Backim B a0 remeris Theou HAS
" T | Local Backup

Eadie 15 faldars [ deviie [ 05 twgals 65 ledal NAS

AL Amazon 53
rramazon

B8 webh servioes Ssdup o Amaoon 53 Service

The local backup has 6 different selection you can choose from.
Figure 270: Local backup options

Local Backup

‘;s l;. - Import

@‘ External devices directly import to the NAS, and generate a new shared fol

& copy

D l; Copy between folders according to the source and destination of your choi

m

N Realtime Backup

-~
AR Backup MAS Data Immediately B

— Schedule Backup

Backup NAS Data At Schedule Time

Prayious ] ’ Canesl

Acronyms www.kontron.com // 17



Table 63: Local data backup

1.

(S3160 Cloud Storage Node - Rev. 1.2

Item Description

Import This is associated with external devices which are added to the system
such as USB disk. You can select a folder from an external device and
import it to the NAS as a share folder.

Copy Copy folder to folder or NAS folder to external device or external device

to NAS folder. This backup is within folder level.

Realtime Backup

The task will be executed on the fly between the source and the target.
In other word, any changes made at the source will sync to the
destination immediately.

Schedule Backup

The task will be executed on schedule between the source and the
target.

iSCSI Backup

The iSCSI volume will be backup to the destination as a single file.

iSCSI Import

The iSCSI file can be imported from the iSCSI backup back to the
destination as an iSCSI volume.

Import: click on “Import’

If there is an external device installed on system such as USB disk, then it will be listed in the Source pane.

"and a screen will appear as below.

Figure 271: Import screen

Local Backup > Import

¥

Boures Tarzet
‘, Generic_USB Flash Diskl :_l &) RAID
g C
=
= 8 RAIDG0

Please select source folders

Previons ] [ LCancsl

Click on the associated external device and the contain folders will be listed. Select the folders that are going to

be imported to the NAS
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Figure 272: Folder selection

Local Backup > Import
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Source [C] satect A1

%

<% Return to Parent Folder

I [C] Asmedia_USB3...

l [ Lsvmz_o3

Il [C] n4200PRO_D2
Il £ nasoo

_

I [[] nssso

WO n7sio =

Please select source folders

B[] n10850
ay

'J':D Intel_Graphi... =]

Tarzet
= 5
s - RAID
: | ) RAIDGO

In here, we have selected the “Intel Graphi..." and "CS3160" folders from the external device and imported them to

the NAS under the RAID60 volume.
Figure 273: Selected folders

Local Backup > Import

Soures

X

% Return to Parent Folder

J 1 Asmedia_USB3...
¥ ntel_Graphi... |
§ O Lsvmz_o3 ‘
1/ 10850

1] [T n4200PRO_02

1 O nasoo

1] [ esso

B [ n7si0

[] Seleet A1

Tarzst

ﬁ @) RAID

Total share folder count : 15

Pravions ] [ MNext ] [ Laneel

Next, please select the path from the drop down list to save the log. Also, give the access permission whether
these selected folders will be “Public” or not after the import.
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Figure 274: Path selection

Local Backup > Import

-‘5, ; Set Public: @ off & On
r

1
i

Log Location: [irtel_Graphics V614105358 X7
Intel_Graphics_V51410
NAS_Public
REandy
USBCopy
USBHDD
_Module_Folder_
_MAS_Module_Source_
_MNAS_Picture_
andy_Jocal
eSATAHDD
ISCSI_iscsiva02 =
iTunes_music o

m

1 [} | 3

Read the notes and check the "Accept” box for confirmation. If a share name already exists for the import, then
the import will be rename automatically to “existing share name -1".

For example, if the NAS RAID volume “RAID60" already has a folder named “Intel_Graphics_V614105398_XP", the
import folder will then be rename to: “Intel_Graphics_V614105398_XP-1".

Figure 275: Existing share name

Local Backup > Import

"‘s - - Announce

1. To perform system backup, the destination file in the same directory wil be
overwritten or deleted, please confirm before running backup.

2. Destination path name exists in a different set of tasks, can lead to itself or
other tasks to perform improperly.

3. Destination or source of the system files cannot be deleted; otherwise it
will cause the fask to run improperly.

4. System will automatically list the destination directory name of the duplicate
to avoid data coverage arrors.

Duplicated Folder List

Origin Folder:Intel Graphics_V614105398_XP Wil be rename
to:Intel Graphics_ V614105398 XP-1

Peevious..| | Figish ] [ Cancal

Now, you will see in the data guard task list that you have created a task.
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Figure 276: Created task

Home > Backup > Data Guard
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?‘j Logout

[

@ add JjEdit @Remove ¥ Start ® 4 Restore [Glog L, Restore NAS Configuration
Task Name Source Path Source Folder = Target Path Last Run Time  Backup Type Status

= Category: loecal (1)

import Generic_USB ... Intel Graphic... RAIDG0 2012/07/25 ... Import Finish ]

And that the system has created 2 new share folders from the task just created.

Figure 277: Created folders

Shutdown J‘E| Logout

Home > Storage > Share Folders

Shared Folders

Drescription

@ add | [ @remove | Birs | ®samba l&lsrapshiot | 25

Folder name » RAID ID File System = Public
> (CJIntel Graphics WG14105308 Xp BAINEN setd yes

» CJIntel_Graphics_V614105398_XP-1 RAIDS0 extd yes

- [ZIN10850 RAIDED extd yes
& (ZINAS_Public RAID extd yes

ey W

Copy: click on “Copy" and this screen appears.

3 different options can be selected, folder to folder, folder to externaldevice or external device to folder.

Figure 278: Copy options

Local Backup > Copy

‘;E o u”‘i TJ RAID Folder -> RAID Folder
i @ 1_ ' To zelect more than one folder to copy to a single destination fold
?—_’; F ... RAID Folder -> External Device
i @ To select mare than one folder to copy to a single external device

\' & U External Device -> RAID Folder

f | i
O ] ’ Choose external device to copy to a single folder

O T
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Folder to Folder
Figure 279: Folder to folder
Loal Barkuip > Copy > RATD Fokder TR RAIR Fokles
= T
i} g o o R

:: RAKGH W RalDe0
=]

Folder to external device
Figure 280: Folder to external device

Loeal Backup > Copy > RAID Folder o Frternal Devcs

Lrzra psl
- e ' Ganerc_USH
§ Famen

External device to Folder
Figure 281: External device to folder

Local Rackup » Copy > External Device to RAID Folder

Ecaen Batan & Turge
’: Gennone LISE . - | AR
Bl RsEED
L]

Let's take “Folder to External device" as an example. In the source pane, select the desired RAID volume and its
associated folder list will appear; same method in the target pane for the associated external device.
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Figure 282: Folder to external device screen

Local Backup > Copy > RAID Folder tiv External Device

Sowes [ 1 Beleca Al Target
@ Return to Parent Folder @ Retum to Parent Folder
|l | Fia] M 0
__g! | ntel Graphi.., ol © LsvMz_02
E [F5 Ental Graphs... ; _H MN10850
Il [ H1oas0 _5? 7 N4200PRO_02
— i - o
l [ meandy W 1 REandy
- ]

0 Realak_LAN_,..
J & wenos_w

7 _5’ 71 ggofactony
]

2} temp -

e |

Select a folder from the source pane which is going to be copy over, then select in target pane it's destination.
Figure 283: Folder and target selection

Local Backup > Copy > RAID Folder to External Device

Boures [7] Betect All Target

s R
@ Return to Parent Folder
I _ N10E50
; ﬂl ntel_Graphi.. -j

£ N4200PRO_02

L

l I Intel Graphi..
o '= Intel Grap

L=

71 Randy
_2 [0 Hioaso -

l & Realtek_LAN_...
j (¥ meandy -

j 2 w2008 W7

j‘ 2 ggofactony

oy |

T
o ®iiem
5 _F; D xp3264-v5.71... =

[Lronow || e [ coseu

Choosing the sync type, “Incremental” or 'Sync”, and select the log path from the drop menu list.
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| Local Backup = Copy > RAID Folder Eo External Device

Sy TypE: @ Increrrental 2 SyTeC
Lo Location: | Tied G iCs VB14105398 XF '\-"
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Read the notes and check the "Accept” box for confirmation.

Figure 285: Notes

Local Backip > Copy > RAID Folder to External Dovice

Announce

1. To perfoem system backup, the destination fis in the same drectory wil be
overwriten of deleted, please confirm before unning badwp.

2. Destinabion path name exists in a differant set of tsks, 0 lead to dsel or
other tasks to pesform improperly.

3. Destnabon or source of the sysbem fles @nnot be deleted; otharwss ©
will cause the task ta run impropery.

4, Systarm will sutoraticaly it the destination diractony name of the dupdcabe
to avoid dats coverage emors.

[ Bicceat

Now, you will see in the data guard task list that you have created a task.
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Figure 286: Created task

GarAdd (FiEdt ERRomave ® Sart W Stop hfestore [Hlog #5 Bzrtore MAS Configuration
Task Name Source Path Source Folder  Target Path Last Run Time  Backup Type | Status

= Caingery: locsl £3%

Reandy Genenc_USH ... 2012707125 ... Copy

Realtime Backup: click on “Realtime Backup” and this screen will appear. 2 different options can be selected from,
folder to folder, folder to external device.

Let's take “Folder to Folder" backup for example. Select from the sourcepane the folder “NAS_Public”, then select
its destination in the target panefolder “Réandy".

Figure 287: Folder to folder screen

Local Backup > Realtime Backup > RAID Folder to RAID Folder

Foace Target
£ Return to Farent Folder = & Ratum to Parent Folder
@ ; o
| ® Nas_Public 2l © Intel Graphi..
_5‘ 1 USBCopy __FJE 21 Intal_Graphi...
Ui Modide_ Foler H &) n1o8sa
- - -
J© _nas wodule._. & [ @ sy
B _nas piture_
el
8T and ]
& | andy_l
BT Tunes_music
- | E |
I:I'_' rriapshot -

T T

Next, fill in the task name and related settings.
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Local Rackup > Realtime Backup > RAID Folder to RAID Folder

Task Mame:

Sync Twpe:
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Lo Location:
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Item Description

Task Name Input the task name, length limited to 4~12 characters.

Sync Type Select “Incremental” or "Synchronize".

Backup Symbolic Link Choose to backup symbolic link which is included in the source.

Filter The filter can be set to be executed only in certain circumstances. If none

of them has been selected, it will do the real time backup from the
source to the destination in full.

File size: From xx ~ xxx
If xx=1and xxx blank then only file size > xx will execute real time
backup.

If xx=1and xxx=2 then only size in between xx and xxx will execute
real time backup.

If xx blank and xxx=2 then only file size < xxx will execute real time
backup.

Include File Type:
Only the associated file format will do the real time backup.

Exclude File Type:
The excluded file format won't be included in the real time backup.

For document file format:
doc, xls, pdf, docx, xlsx, txt, ppt, pptx, html, htm

For picture file format:
jpg, bmp, tif, png, pbm, tga, xar, xbm

For video file format:
avi, mpg, mp4, mky, fli, flv, rm, ram

For music file format:
mp3, wav, wma, acc, dss, msv, dvf, mép, 3gp, amr, awb

User defined can be input in other box.

Read the notes and check the “Accept” box for confirmation.
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Figure 289: Notes

Loeal Backup = Copy > RATD Folder to External Device
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overwrtien of deleted, please confirm before running badeup.

2. Destination path name exits ina different set of tisks, can lead to t5eF or
other besks To pesform mproperhy.

3. Desbnabon or source of the system fles annot be deleted; otharwes it
wil cause the task to run improgery.

A4, Systam wil sutomaticaly it the destination directony name of tha dupicate
to awodd dats coverage errors.
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Now, you can see in the data guard task list that your created task is listed. The task status will say “Processing”
untill the “Stop" button is pressed.

Figure 290: Created task

G e ekt @ aemave F St W st LiRestore (Hlog ¥ Restore MAS Configuration
Task Name Source Path Source Falder  Target Path Last Run Time  Backup Type | Status

I Caregorys local {3

mport Gene-'u:__l:l*_-il.il-... L’I.'.E|_I:.~I-El-:‘:'1-:t... R.-*.EEJEIJ znlz.rnus Import -r-rusl';
Copy RAIDGH Rsandy Genenc USHA ... 2012/07/25 .., Copy Finish
reaatbinckll RAID HAS_Pyllic RAIDGO/RGandy F012/07/25 ... Realttima ProCaggng ]

Schedule Backup: click on “Schedule Backup" and this screen will. 2 different choices can be selected from, folder
to folder, folder to external device.

Let's use "Folder to External device" backup for our example. From the NAS volume RAID in the Source pane
select the folder “NAS_Public”, then in the target pane select the external USB disk folder “N10850".
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Figure 291: Folder to external device example
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Next, fillin the task name and related settings.

Table 65: Schedule backup

Item

Description

Task Name

Input the task name, length limited to 4~12 characters.

Create Sub-folder

If you choose to create a sub-folder, then it will use the task name as
folder name then copy the source under it. Or it will copy the source to
the same level as the destination.

Sync Type Select "Incremental” or "Synchronize".

Log Location Select from the drop down list where the task log will be stored.

Enable Schedule Click to enable. If it is not checked, the task won't start unless you select
the associate task and click "Start” from the task list page.

Time Specify the time for the backup to start.

Schedule Can choose daily, weekly or monthly.
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Figure 292: Task name and settings
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Local Bachup > Schedubs Backup = RAID Fobder to External Device
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Read the notes and check the “Accept” box for confirmation.

Figure 293: Notes

Local Backiip = Copy > RAID Folder to External Device
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Now, you will see in the data guard task list that you have created atask.
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Figure 294: Created task
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iSCSI Backup: click on “iSCSI Backup" and screen appear as below.
It can be backup to two different storage pool, iSCSI to folder, iSCSI to external device.

Figure 295: iSCSI backup screen

Ll fadoup > SEST fadkap
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e 2 ISCSE « External Device
-
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Let's take example to have “iSCSI to Folder" backup, from existed iSCSI volume "“iSCSI_iscsiv502" to volume RAID

folder “andy_local".

The source pane listed "iSCSI_iscsiv502" and “iSCSI_iscsiv50" where are iscsi volume has existed in this system

with name “iSCSI_+iscsi target volume name”.
Figure 296: iSCSI to folder example
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Next, provide the task name and where the task log willstore.

Figure 297: Task details

Local Backup > ISCSI Backup > ISCSI to RAID folder

$ - ‘ Task Marma: iscebacknl
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Reading the note and check on “Accept” for confirmation.

Figure 298: Note

Local Backup > Copy > RAID Folder to External Device
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4, Systam will automaticaly kst the dastination directory name of the dupicate
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Now, from the data guard task list will have created task listed. To start the iSCSI volume backup, select the task
and click “Start” from task bar.

Figure 299: Created task

W Add, b @WUE? stop sitestore [§Log ¥k Restors MAS Configuration
Task Name Source Path Source Folder | Target Path Last Run Time | Backup Type Sratus
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Once “Start" click, the associated iSCSI volume will not allow to I/0 during backup processing. And the task status

will change to ‘Processing”.

Figure 300: Processing task

(@ Add fiEdit @Remove * Start W Stop %k, Restore [§Log

L, Restore NAS Configuration

Task Namea Source Path Source Folder | Target Path Last Run Time  Backup Type Status
= Category: local (3)
import silicon_-powe... NAS_Public, u... RAID1 2012/07/23 ... Import Finish
copy raid0iscsil mevs2010 RAID1/MAS_P... 2012/07/23 ... Copy inish
iscsiback0ol ISCSI_iscsivs02  RAID/andy_local iSCSI
States change to “Finish" after task complete.
Figure 301: Task finished
$BADd Edt @ Remave St ® Stn LAestore [Flog | ¥ Restore MAS Configration
Task Hame Source Path Source Folder  Target Path Last Run Ting  Backup Type Status
H Categary: local (3}
mport sfoon_-powsa... NAS_Publc, u.. RAIDI 2012/07/23 .. Import Fmish
copy raidiscsi) mevs2010 RAIDL/NAS P... 212/07/23 ... Copy ith
sosbacknl GCSI o302 RARYanty_local Z013/07/26 ... 15051 m

From the RAID volume folder ‘andy_local', it has backup iSCSI volume file stored. This backup iSCSI volume file is
needed while it required import to storage. Next topic will describe about this.

Figure 302: RAID volume folder
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=
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iSCSI Import: click on “iSCSI Import" and screen appear as below.

BCskSE01

2,097,152 KB

It can be imported from two different storage pools, folder to iSCSI or external device to iSCSI. It is depend on

where iSCSI volume has backupto.

Acronyms www.kontron.com

//187



(S3160 Cloud Storage Node - Rev. 1.2

Figure 303: Import options
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Let's take example to import “RAID folder to iSCSI" which is the iSCSI volume we have backup earlier to RAID

volume folder andy_local than import to volume RAID.
Figure 304: RAID folder to iSCSI example

Local Backup > iSCSI Import > RAID Folder to RAID Folder
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Next, provide where the task log will store.

Figure 305: Log location

Local Backup > iSCSI Import > RAID Folder to RAID Folder

Log Location: NAS_Public - |

Reading the note and check on "Accept” for confirmation.
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Figure 306: Note

Local Backup > Copy > RAID Folder to External Device
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Now, from the data guard task list will have created task listed.
Figure 307: Created task
Chadd (et GRemove FStart W Stop ¥ Restore (5 Log £k Regtore MAS Configuration
Task Name Source Path Source Folder  Target Path Last Run Teme | Backup Type | Status
= Category: local (B)
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4.10.7. USB Copy

The USB Copy function using the USB copy button or front panel LCM/OLED of system used to only offer one-way
transfers (i.e. only from the USB drive to the designated NAS folder). Now numerous options are available, such as:
Disabled, bi-directional, and scheduled.

Figure 308: USB copy
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the device,
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4.10.7.1. Disable USB Copy

Simply select “Disable” for the USB Copy Service option and the USB Copy button or LCM/OLED USB Copy item will

become inactive.

Figure 309: Disable USB copy

Home > Backup > USB Copy
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USB Copy
USB Copy Service:
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Choose Backup Way:
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@) USB to NAS Copy all USB files to NAS ¥
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4.10.7.2. Using USB Copy

Enable the USB Copy service and select one of the 3 options available: “USB to NAS", “NAS to USB", and “Copy all

USB files to NAS".

If select "USB to NAS" or “NAS to NAS", you will also need to set up the type of backup desired.

Table 66: USB copy service transfer options

Iltem Description

Sync Makes your source match your target completely; deleting and
adding files on your target as they are deleted and added on your
source.

Incremental Makes your source match your target and keep all old files;
adding files on your target as they are added on your source, but
NQOT deleting files on your target as they are deleted on your
source.

Create New Create new folder on target based on the task's "Date+Time".

Apply Press Apply to confirm the settings.

Now, add the task for the USB Copy service you have selected (for “USB to NAS" or “NAS to USB").

Click on "Add" and select "Source Path" and "Target Path" from the drop-down list.

Figure 310: Adding task
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Figure 311: Adding source
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Figure 312: Adding taget
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Save the completed task:
Figure 313: Saved task
P add (TEdA S Remove

Sourca Path Target Fath
fopolactary HAS_Public

To “Edit" or "Remove” a USB Copy task, select the task item and click on the associated function:

Figure 314: Editing task

gud@ &) Remowe

Source Path Target Path
(s _podule_Source_ usbeff ]
_Mas_ Picture_ fgafactary

If you select “Copy all USB files to NAS", then please choose the target path from the drop-down list. All files and
folders on the USB device will be copied over to the NAS.
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Figure 315: Choosing target path
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) MAS to USB snap
Choose Backup Way: SyTIC -1 Incremntal @ Create new f YSBCoRY

MAS._Public
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If "Sync" mode has been selected, the target-side redundant folders/files will be deleted after
> a comparison has been conducted of the source.

Once the USB Copy service has completed, the USB device will un-mount from system. To
> start another task, please re-insert the USB device.

4.10.8. Volume Expansion Management

Please refer to the C53160 - Volume Expansion User Guide document. This document can be found on our website:
www.kontron.com.

4.10.9. Thecus Backup Utility

The Thecus Backup Utility is on your Installation CD. When you click on the CD, the Backup Utility will be installed
under Program Groups > Thecus > Thecus Backup Utility. If it is not installed, you can copy the file (Thecus Backup
Utility.exe) to a convenient location on your hard disk and double click to execute it.

Figure 316: Thecus backup utility

If you can not find Thecus Backup Utility on your CD, please download it from the Kontron
website (www.kontron.com).

When you execute this utility for the first time, it will ask you to create a DB file. Click Yes.

1. Click Add to create a Backup task. The Add New Task dialog box will appear.
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Table 67: Add new task

Item Description

Task Specifies a name for the current task.

Source Click to specify the source folder/file location.

Incremental Click to specify whether the backup will be incremental. If unchecked,
the backup will be a full backup.

Destination Click to specify the destination folder/file location.

Excluded extensions Files with these file name extensions will be skipped and not backed up
to the destination.

Comments If you wish, enter a comment here for your records.

2. Toschedule the task to run at regular intervals, click on the Schedule icon for that task. You can schedule the task
to run Monthly or Weekly.

3. Tocheck the log for that task, click on the Log icon for that task.

Thecus Backup Utility also supports MAC OS X. Just copy the Thecus Backup Utility.dmg to
b your MAC OS X machine and double click to execute it.

4.10.10. Windows XP Data Backup

If you use Windows XP Professional, you can also use the Windows Backup Utility (Ntbackup.exe) to back up your
files.

If you use Windows XP Home Edition, follow these steps to install the utility:

1. Insert the Windows XP CD into a drive and double-click the CD icon in My Computer.

When the Welcome to Microsoft Windows XP screen appears, click Perform Additional Tasks.
Click Browse this CD.

In Windows Explorer, navigate to ValueAdd > Msft > Ntbackup.

vos W

Double-click Ntbackup.msi to install the backup utility.

Once installed, you can use the Windows Backup Utility by following the steps below:
1. Click Start, and point to All Programs > Accessories > System Tools > Backup to start the wizard.

2. Click Next to skip past the opening page. Choose Backup files and settings from the second page, and then click
Next.

3. Select which option you want to back up.

4. Click Next and in the Backup Type, Destination, and Name page, specify a backup location using the Browse
button.

5. Find and select the drive that specifies your C53160 as your backup destination and click Next.

6. Click Next to display the wizard's final page and click Finish to start backing up.
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4.10.11. Apple OS X Backup Utilities

Mac OS X does not include any backup software. However, there are a numberof backup solutions available for the
Mac OS X, including: iBackup, Psyncx,iMSafe, Rsyncx, Folder Synchronizer X, Tri-BACKUP, Impression, Intego Personal
Backup, SilverKeeper, and Apple's dotMac Backup utility to name just a few. To findeven more freeware and
shareware backup utilities to choose from, go to VersionTracker or MacUpdate and search on"backup".

4.11. External Devices

The C53160 supports printer server and UPS via USB interface. The integrated Print Server allows you to share a
single USB printer with all users on the network. For the UPS, the C53160 support via USB, Series and Network
interface. The following section shows you how.

4.11.1. Printers

From the External Devices menu, choose the Printer item, and the Printer Information screen appears. This screen
provides the following information about the USB printer connected to the USB port.

Figure 317: Printers

o _ Heme > External Devices > Printers

K System Information i | Printer Information
% 5yztem Management ; Printer 1
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m > — Status: No Printer Detected

aa? Uzer and Group Authentication
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& Network Service . from queuea:

% Appication Server

s . Restart prnter service: [:

E Backup

& Extemal Devices

o Pritars
Unmtermupted Power Source

Table 68: Printer information

Item Description

Manufacturer Displays the name of the USB printer manufacturer.
Model Displays the model of the USB printer.

Status Displays the status of the USB printer.

Remove document from Click to remove all documents from printer queue
Queue

Restart Printer service Click to restart printer service

If a corrupt print job is sent to a printer, printing may suddenly fail. If your print jobs seem to be locked up, pressing
the Remove All Documents button to clear the print queue may resolve the issue.

You can configure the CS3160 to act as a printer server. That way, all PCs connected to the network can utilize the
same printer.
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4.11.1.1. Windows XP SP2

To set up the Printer Server in Windows XP SP2, follow the steps below:

1. Connect the USB printer to one of the USB ports (preferably the rear USB ports; front USB ports can be used for
external HDD enclosures).
2. (Goto Start > Printers and Faxes.
3. Click on File > Add Printer.
4. The Add Printer Wizard appears on your screen. Click Next.
5. Select the "A network printer, or a printer attached to another computer" option.
6. Select “Connect to a printer on the Internet or on a home or office network”, and enter “http://CS3160 IP storage
IP_ADDRESS:631/printers/usb-printer” into the URL field.
7.  Your Windows system will ask you to install drivers for your printer. Select the correct driver for your printer.
8. Your Windows system will ask you if you want to set this printer as "Default Printer”. Select Yes and all your print
jobs will be submitted to this printer by default. Click Next.
9. Click Finish.
Note that if a multi-function (all-in-one) printer is attached to the C53160, usually only the
printing and fax functions will work. Other features, such as scanning, will probably not
l> function.

4.11.1.2. Windows Vista

To set up the Printer Server in Windows Vista, follow the steps below:

1.

2.

Open Printer Folder from the Control Panel.

Figure 318: Control panel

C ) W ConmiPus »

Click the right mouse button in anywhere on the Printers folder and then select Add Printer.
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Figure 319: Add printer
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3. Select Add a network, wireless or Bluetooth printer.

Figure 320: Add network

Choose a local or network printer
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4. Select The printer that | want isn't listed.
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Figure 321: Printer search

Searching for available printers..

= E——
# The printer that T want isn't lxted

| mml

You can press The printer that | want isn't listed to go into next page without waiting for Searching for available
printers to finish.

5. Click Select a shared printer by name.

Figure 322: Select a shared printer by name

Find a printer by name or TCR/IP address

7 Browess for & orniber
@ Select & shared trinter by rare

Exampin: | COTMEUHTETE I TS O

bt oomoutiamame, fpoinbene rintemame, prnter
7 Add a @rmier usng & TP sddress or Fuosirame

| IE@I

Type http://<CS3160_NAS>:631/printers/usb-printer in the box, where <CS3160_NAS_IP> is the IP address of the
CS3160. Click Next.

6. Selectorinstall a printer and then press OK.
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Figure 323:

Printer selection or installation

| Add Printer Wizard

Select the manufacturer and model of your printer. f your printer came with
an installation disk, click Have Disk. § your printer is not listed, consuft your
printer documentation for a compatible printer.

Manufacturer - Printers e
HF — | | B¥ HP Deskuet 615C E
L | s
IEM BV HP DeskJet 640C/542C /6480
infotec B HP Deskiet 6500 Series
Konica ZFHP Nacle et BENC -
| KNNICA MINOILTA = | ] T | v

Eﬁ- This driver is digitalty signed.
Tell me why driver signing is importanit

(0K [ Cancel |

7. Windows will attempt to connect to the printer.

Figure 324: Printer connection

P

 Windows Printer Installation

=

Connecting to
http://172.16.66.64:631/printers/usb-printer
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8. You can choose to set this printer as the default printer by checking the Set as the default printer box. Click Next

to continue.

Figure 325: Set as the default printer

= |
oy e K Prmiver
T'ype a printer name
Erbragr mee . :
o Gt e cefaat e ier
e ornter o besen retaled wth the HP Desiget 8500 Seres: drver,
| M | Cancel |
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9. Done! Click Finish.
Figure 326: Finish

o) A Printe

 lmat i,

[_ermtamsipoe |

You've successtully added wsh-printer on http/f172. 16.66.64:631

Ta e i the privied @ wiriorg civtecly, & b iee froubleshoolng mformabion . the prriber, ol
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Firmby | | Concel

4.11.2. Uninterrupted Power Source

From the External Devices menu, choose the Uninterrupted Power Source item and the UPS Setting screen appears.
Make any changes you wish, and press Apply to confirm changes.

Figure 327: Uninterrupted power source

UPS Settings
UPS Monitoring: ':::' Enable '§' Disable
Remote UPS Enable @ Disable
Monitoring:
Remote UPS IP:
Manufacture: »
Model: ¥
*product has been tested for compatibility
Battery Status: N A
Power: NS A

Seconds betwean power failure and first notification

Seconds between subsequent power failure notifications

Shutdown the system when the battery charge is less than

Apply

See the following table for a detailed description of each item.

Table 69: UPS setting

Item

Description

UPS Monitoring

Enable or disable UPS monitoring.

Remote UPS Monitoring

Enable or disable Remote UPS monitoring.
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ltem

Description

Remote UPS IP

Input the IP address of the NAS that the UPS device is
connected to via USB or RS232.Input the IP address of
your network UPS.

Manufacturer

Choose the UPS manufacturer from the dropdowns.

Model

Choose the UPS model number from the dropdowns.

Battery Status

Current status of the UPS battery

Power

Current status of the power being supplied to the UPS

Seconds between power failure and first
notification

Delay between power failure and first notification in
seconds.

Seconds between subsequent power
failure notifications

Delay between subsequent notifications in seconds.

Shutdown the system when the battery
charge is less than

Amount of UPS battery remaining before system should
auto-shutdown.

Apply

Press Apply to save your changes.
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5/ Tips and Tricks

5.1. USB and eSATA Storage Expansion

The CS3160 supports external USB hard disks through its USB ports. Once a USB hard disk is successfully mounted,
the entire volume will be linked automatically to the default USB HDD folder. The C53160 supports USB external
storage devices. All file names on the USB disk volume are case sensitive.

The C53160 also supports eSATA hard disks with its eSATA port.

Before attaching an eSATA or USB disk drive to the CS3160, you have to partition and format it on a desktop computer
or a notebook first. The attached device will be located at \\192.168.1.100\usbhdd\sd(x)1 where 192.168.1.100 means
the IP address of the (53160 and sd(x)1stands for the first partition on the eSATA or USB disk drive.

5.2. Remote Administration

You can set up your C53160 for remote administration. With remote administration, you can access your C53160 over
the Internet, even if your CS3160 is behind a router. This is especially useful if you are traveling and suddenly need a
file from your CS3160.

Setting up remote administration is a three-part process, and will require the following equipment:
(CS3160 device
Cable / DSL Router with Dynamic DNS support
Home PC

Internet Connection

Router setup will differ slightly depending on router used. For this example, we will use the
Asus WL500g because it has support for Dynamic DNS.

Contact your router hardware vendor for setup help.

5.2.1. Part | - Setup a DynDNS Account
1. Go to www.dyndns.org from your home PC.
2. Click on the Sign Up Now link.

3. Check the Check boxes, select a user name (i.e.: N12000), enter your email address (i.e.: xxx@example.com), check
Enable Wildcard, and create a password (i.e.; xxxx).

4. Wait for an email from www.dyndns.org.

5. Open the email and click on the link to activate your account

5.2.2. Part Il - Enable DDNS on the Router

1. Goto the router setup screen and select IP Config > Miscellaneous DDNS Setting from your Home PC.
Click on Yes for Enable the DDNS Client?

Select www.dyndns.org.

5 owoN

Go to router setup screen, and enter the following information:
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User Name or E-mail Address: xxx@example.com
Password or DDNS Key: xxxx

Host Name: www.N12000.dyndns.org

Enable wildcard? Select Yes

Update Manually: Click Update

5.2.3. Part lll - Setting up Virtual Servers (HTTPS)

1. Navigate to NAT Setting > Virtual Server.

2. For Enable Virtual Server?, select Yes

3. Setup the HTTPS Server

a.

b.

Well-Known Applications: Select User Defined
Local IP: Enter 192.168.1.100

(S3160 Cloud Storage Node - Rev. 1.2

Port Range: 443 (the default HTTPS port setting on the C53160)

Protocol: select TCP
Click Add.
Click Apply.

4, Test the HTTPS connection from another computer on the Internet

a.

b.

From a remote computer, open your browser and enter www.n12000.dyndns.org

You should see the login page of the C53160.

5.3. Firewall Software Configuration

If you are using a software firewall (i.e. Norton Internet Security) and arehaving trouble connecting to the C53160,
you can try the followingsteps:

1. Double click the NIS icon on system tray, and then configure the Personal Firewall.

2. Onthe Programs page, find the SetupWizard.exe and change its permission to "Permit All". If it's not in the
program list, use the Add or Program Scan buttons to find it.

3. Onthe Networking page, manually add the C53160 IP address (i.e. 192.168.1.100) to the Trusted list.

5.4. Replacing Damaged Hard Drives

If you are using RAID 1, RAID 5, RAID 6, RAID 50 or RAID 60 you can easily replace a damaged hard drive in the C53160

while keeping yourdata secure with the system’s automatic data recovery.

5.4.1. Hard Drive Damage

When a hard drive is damaged and data in the RAID volume is corrupted,the system OLED will display a warning
message and the system willbeep.
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5.4.2. Replacing a Hard Drive
To replace a hard disk drive in the C53160:
1. Remove the tray with the damaged hard disk.
Unscrew the damaged hard disk and remove it from the tray.
Slide a new hard disk into the tray and fasten the screws.

Insert the hard disk tray back into the CS3160 until it snaps into place. You can also lock it with a key if desired.

vos woN

The LED will blink green when the HDD is accessed.

5.4.2.1. RAID Auto-Rebuild

When using RAID 1, 5, 6,10, 50 or 60 on the CS3160, you can use the auto-rebuild function when an error is detected.
1. When a hard disk fails the system beeps and/or an email notification is sent to the specified receivers.

2. Check the OLED to see which disk has failed.

3. Follow the steps mentioned above to replace the failed hard disk.

4

The system automatically recognizes the new hard disk and starts the auto-rebuild sequence to resume its
status before the hard disk crash.
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6/ Troubleshooting

6.1. Forgot My Network IP Address

If you forget your network IP address and have no physical access to the system, you can find out the IP address by
either looking directly onto the CS3160 OLED panel, or by using the setup wizard to retrieve the IP of your CS3160.

1. Startthe Setup Wizard, and it will automatically detect all C53160 products on your network.

2. You should be able to find the IP address of the C53160 which you have forgotten in the Device Discovery screen.

6.2. Can't Map a Network Drive in Windows XP

You may have problems mapping a network drive under the followingconditions:

1. The network folder is currently mapped using a different user name and password. To connect using a different
user name and password, first disconnect any existing mappings to this network share.

2. The mapped network drive could not be created because the following error has occurred: Multiple connections
to a server or shared resource by the same user, using more than one user name, are not allowed. Disconnect all
previous connections to the server or shared resource and try again.

To check out existing network connections, type net use under the DOS prompt.

6.3. Restoring Factory Defaults

From the System menu, choose the Factory Default item and the Reset to Factory Default screen appears. Press
Apply to reset the C53160 factory default settings.

Resetting to factory defaults will not erase the data stored in the hard disks, but WILL revert
all the settings to the factory default values.

6.4. Problems with Time and Date Settings

The administrator is able to select an NTP Server to keep the C53160time synchronized. However, if the C53160
cannot access the Internet, youmay encounter a problem when setting the Time and Time Zone. If thishappens:

1. Login to the Web Administration Interface.
Navigate to System Management>Time.
Under NTP Server, select No.

Set the Date, Time, and Time Zone.

vor woN

Click Apply.

In addition, if the C53160 is able to access the Internet and you want to keep the NTP Server clock.isc.org by default,
please make sure the DNS Server is correctly entered, thereby allowing the NTP Server name to correctly resolve.
(See System Network > WAN/LAN1 > DNS Server)

6.5. Dual DOM Supports for Dual Protection

The most advance and useful feature on the C53160 (depend on models) is the implemented Dual DOM. Under
normal circumstances, there is no need to have this feature involved. But some unpredictable problems like power
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cut or human error can occur by accident, especially during system booting stage; the Dual Dom will become the
best feature to prevent system down time.

Practically while it happened, system will try to recover the DOM 1 from DOM 2 first. If it is unachievable then the
system can boot from DOM 2. And all of these procedures can be operated through the OLED.

The DOMT1 in Dual DOM is by default the master DOM and FW updates will
only apply to DOM1. DOM2 is ‘Read only".

If anything happened and the DOM1 is recovered from DOMZ, the FW version will be the one
of the DOM2. Therefore, it may need to be upgraded to the version of DOM1.

If DOM1 can not be recovered from DOMZ, the system will boot up from DOMZ2. The original
configuration of DOM1 may need to be setup again with DOM2 operations.
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Appendix A: Customer Support

If your C53160 is not working properly, we encourage you to check out Chapter 6/, located in this manual. You can
also try to ensure that you are using the latest firmware version for your C53160. Kontron is committed to providing
free firmware upgrades to our customers. Our newest firmware is available on our Download Center:

www.kontron.com

If you are still experiencing problems with your C53160, or requirea Return Merchandise Authorization (RMA), feel
free to contact technical support via our Technical Support Website:

www.kontron.com

Customers in the US should send all technical support enquiries to the US contact window included in the following
web page:

www.kontron.com

For Sales Information you can e-mail us at: www.kontron.com

Thank you for choosing
Kontron!
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Appendix B: RAID Basics

Overview

A Redundant Array of Independent Disks (RAID) is an array of several harddisks that provide data security and high
performance. A RAID system accessesseveral hard disks simultaneously, which improves |/0 performance over a
single hard disk. Data security is enhanced by a RAID, since data loss due to a hard disk failure is minimized by
regenerating redundant data from the other RAID hard disks.

Benefits

RAID improves I/0 performance, and increases data security through fault tolerance and redundant data storage.

Improved Performance

RAID provides access to several hard disk drives simultaneously, which greatly increases I/0 performance.

Data Security

Hard disk drive failure unfortunately is a common occurrence. A RAID helps prevent against the loss of data due to
hard disk failure. A RAID offers additional hard disk drives that can avert data loss from a hard disk drive failure. If a
hard drive fails, the RAID volume can regenerate data from the data and parity stored on its other hard disk drives.

RAID Levels

The C53160 supports standard RAID levels 0, 1, 5, 6, 10, 50, 60 and JBOD. You choose a RAID level when you create a
system volume. The factors for selecting a RAID level are:

Your requirements for performance
Your need for data security

Number of hard disk drives in the system, capacity of hard disk drivesin the system

The following is a description of each RAID level:

RAID O

RAID 0 is best suited for applications that need high bandwidth but do not require a high level of data security. The
RAID 0 level provides the best performance of all the RAID levels, but it does not provide data redundancy.

RAID 0 uses disk striping and breaking up data into blocks to write across all hard drives in the volume. The system
can then use multiple hard drives for faster read and write. The stripe size parameter that was set when the RAID
was created determines the size of each block. No parity calculations complicate the write operation.

RAID 1

RAID 1 mirrors all data from one hard disk drive to a second one hard disk drive, thus providing complete data
redundancy. However, the cost of data storage capacity is doubled.

This is excellent for complete data security.

RAID 5

RAID 5 offers data security and it is best suited for networks that perform many small I/0 transactions at the same
time, as well as applications that require data security such as office automation and online customer service. Use it
also for applications with high read requests but low write requests.
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RAID 5 includes disk striping at the byte level and parity information is written to several hard disk drives. If a hard
disk fails the system uses parity stored on each of the other hard disks to recreate all missing information.

RAID 6

RAID 6 is essentially an extension of RAID level 5 which allows for additional fault tolerance by using a second
independent distributed parity scheme (dual parity) Data is striped on a block level across a set of drives, just like in
RAID 5, and a second set of parity is calculated and written across all the drives; RAID 6 provides for an extremely
high data fault tolerance and can sustain two simultaneous drive failures.

This is a perfect solution for mission critical applications.

RAID 10

RAID 10 is implemented as a striped array whose segments are RAID 1 arrays. RAID 10 has the same fault tolerance
as RAID level 1.

RAID 10 has the same overhead for fault-tolerance as mirroring alone. High |/0 rates are achieved by striping RAID 1
segments.

Under certain circumstances, RAID 10 array can sustain up to 2 simultaneous drive failures

Excellent solution for applications that would have otherwise gone with RAID 1 but need an additional performance
boost.

RAID 50

A RAID 50 combines the straight block-level striping of RAID 0 with the distributed parity of RAID 5. This is a RAID 0
array striped across RAID 5 elements. It requires at least 6 drives.

RAID 60

A RAID 60 combines the straight block-level striping of RAID O with the distributed double parity of RAID 6. That is, a
RAID 0 array striped across RAID 6 elements. It requires at least 8 disks.

JBOD

Although a concatenation of disks (also called JBOD, or "Just a Bunch of Disks") is not one of the numbered RAID
levels, it is a popular method for combining multiple physical disk drives into a single virtual one. As the name
implies, disks are merely concatenated together, end to beginning, so they appear to be a single large disk.

As the data on JBOD is not protected, one drive failure could result total data loss.

Stripe Size

The length of the data segments being written across multiple hard disks. Data is written in stripes across the
multiple hard disks of a RAID. Since multiple disks are accessed at the same time, disk striping enhances
performance. The stripes can vary in size.
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Disk Usage

When all disks are of the same size, and used in RAID, the (53160 disk usage percentage is listed below:

Table 70: Disk usage

RAID Level Percentage Used
RAID O 100%

RAID 1 1/n x100%

RAID 5 (n-1)/nx100%
RAID 6 (n-2)/n x100%
RAID 10 50%

RAID 50 (n-1)/nx100%
RAID 60 (n-2)/n x100%
JBOD 100%

n : HDD number
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Appendix C: How to Open the Top cover

Figure 328: CS3160
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Appendix D: Active Directory Basics

Overview

With Windows 2000, Microsoft introduced Active Directory (ADS), which is a large database/information store. Prior
to Active Directory the Windows OS could not store additional information in its domain database. Active Directory
also solved the problem of locating resources; which previously relied on Network Neighborhood, and was slow.
Managing users and groups were among other issues Active Directory solved.

What is Active Directory?

Active Directory was built as a scalable, extensible directory service that was designed to meet corporate needs. A
repository for storing user information, accounts, passwords, printers, computers, network information and other
data, Microsoft calls Active Directory a "namespace" where names can be resolved.

ADS Benefits

ADS lets the C53160 integrate itself with the existing ADS in an office environment. This means the CS3160 is able to
recognize your office users and passwords on the ADS server. Other major benefits ADS support provides include:

1. Easyintegration of the CS3160 into the existing officelT infrastructure

The (53160 acts as a member of the ADS. This feature significantly lowers the overhead of the system
administrator. For example, corporate security policies and user privileges on an ADSserver can be enforced
automatically on the C53160.

2. Centralized user/password database

The CS3160 does not maintain its own copy of the user/password database. This avoids data inconsistency
between the C53160 and other servers. For example, without ADS support, an administrator might need to
remove a specific user privilege on the C53160 and each individual server. With ADS support, the change onan
ADS server is known to all of its ADS members.
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Appendix E: Licensing Information

Overview

This product included copyrighted third-party software licensed under theterms of GNU General Public License.
Please see THE GNU General Public Licensefor extra terms and conditions of this license.

Source Code Availability

Thecus Technology Corp. has exposed the full source code of the GPL licensed software. For more information on how
you can obtain our source code, please visit our web site, www.thecus.com.

Copyrights

This product includes cryptographic software written by EricYoung (eay@cryptsoft.com).

This product includes software developed by Mark Murray.

This product includes software developed by Eric Young (eay@cryptsoft.com).

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.opensslorg/).

This product includes PHP, freely available from (http://www.php.net/).

This product includes software developed by the University of California, Berkeley and its contributors.
This product includes software developed by Winning Strategies, Inc.

This product includes software developed by the Apache Group for use in the Apache HTTP server project
(http://www.apache.org/).

This product includes software developed by Softweyr LLC, the University of California, Berkeley, and its
contributors.

This product includes software developed by Bodo Moeller.

This product includes software developed by Greg Roelofs and contributors for the book, "PNG: The Definitive
Guide," published by O'Reillyand Associates.

This product includes software developed by the NetBSD Foundation, Inc. and its contributors.
This product includes software developed by Yen Yen Lim and North Dakota State University.

This product includes software developed by the Computer Systems Engineering Group at Lawrence Berkeley
Laboratory.

This product includes software developed by the Kungliga Tekniska Hogskolan and its contributors.
This product includes software developed by the Nick Simicich.

This product includes software written by Tim Hudson (tjh@cryptsoft.com).

This product includes software developed by Christopher G. Demetrioufor the NetBSD Project.

CGIC License Terms
Basic License
CGIC, copyright 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004 by Thomas Boutell and Boutell.Com, Inc.

Permission is granted to use CGIC in any application, commercial or noncommercial, at no cost. HOWEVER, this
copyright paragraph must appear on a "credits" page accessible in the public online and offline documentation of the
program. Modified versions of the CGIC library should not be distributed without the attachment of a clear statement
regarding the author of the modifications, and this notice may in no case be removed. Modifications may also be
submitted to the author for inclusion in the main CGIC distribution.
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GNU General Public License
Version 2, June 1991
Copyright © 1989, 1991 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA  02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

PREAMBLE

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public License is intended to guarantee your freedom to share and change free software--to make sure the
software is free for all its users. This General Public License applies to most of the Free Software Foundation's
software and to any other program whose authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Library General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish),
that you receive source code or can get it if you want it, that you can change the software or use pieces of it in new
free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all
the rights that you have. You must make sure that they, too, receive or can get the source code. And you must show
them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients to
know that what they have is not the original, so that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software patents.\We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program proprietary. To
prevent this, we have made it clear that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

1. This License applies to any program or other work which contains anotice placed by the copyright holder saying
it may be distributed under the terms of this General Public License. The "Program", below, refers to any such
program or work, and a "work based on the Program" means either the Program or any derivative work under
copyright law: that is to say, awork containing the Program or a portion of it, either verbatim or with
modifications and/or translated into another Language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not coveredby this License; they are outside its
scope. The act of running the Program is not restricted, and the output from the Program is covered only if its
contents constitute a work based on the Program (independent of having been made by running the Program).

Whether that is true depends on what the Programdoes.

2. You may copy and distribute verbatim copies of the Program's source codeas you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
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disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and youmay at your option offer warranty
protection in exchange for afee.

You may modify your copy or copies of the Program or any portion of it,thus forming a work based on the
Program, and copy and distribute such modifications or work under the terms of Section 1above, provided that
you also meet all of these conditions:

a. You must cause the modified files to carry prominent notices statingthat you changed the files
and the date of any change.

b.  You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, tobe licensed as a whole at no charge to all third
parties under the terms of this License.

c. If the maodified program normally reads commands interactively whenrun, you must cause it,
when started running for such interactive use inthe most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such an announcement, your work
based on the Programis not required to print anannouncement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived
from the Program, and can be reasonably considered independent and separate works in themselves, then this
License, and its terms, do not apply to those sections when you distribute them as separate works. But when
you distribute the same sections as part of a whole which is a work based on the Program, the distribution of the
whole must be on the terms of this License, whose permissions for other licensees extend to the entire whole,
and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you;
rather, the intent is to exercise the right to control the distribution of derivative or collective works based on the
Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based
on the Program) on a volume of a storage or distribution medium does not bring the other work under the scope
of this License.

You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable
form under the terms of Sections 1and 2 above provided that you also do one of the following:

a. Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1and 2 above on a medium customarily used for
software interchange; or,

b. Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections Tand 2 above on a medium customarily used for software interchange; or,

c¢. Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code meansall the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation and installation of the executable. However,
as a special exception, the source codedistributed need not include anything that is normally distributed (in
either source or binary form) with the major components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that componentitself accompanies the executable.
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If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution of the source
code, even though third parties are not compelled to copy the source along with the object code.

You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if you
do not accept this License. Therefore, by modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

Each time you redistribute the Program (or any work based on theProgram), the recipient automatically receives
a license from the original licensor to copy, distribute or modify the Program subject to these terms and
conditions. You may not impose any further restrictions on the recipients' exercise ofthe rights granted herein.
You are not responsible for enforcing compliance by third parties to this License.

If, as a consequence of a court judgment or allegation of patentinfringement or for any other reason (not limited
to patent issues), conditions areimposed on you (whether by court order, agreement or otherwise) that
contradictthe conditions of this License, they do not excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this License and any other pertinent obligations,
then asa consequence you may not distribute the Program at all. For example, if a patent license would not
permit royalty-free redistribution of the Programby all those who receive copies directly or indirectly through
you, then theonly way you could satisfy both it and this License would be to refrain entirely from distribution of
the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of
the section is intended to apply and the section as a whole is intended to apply in othercircumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system, which is implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed through that system in reliance on consistent
application of that system:; it is up to the author/donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit
geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this
License.

The Free Software Foundation may publish revised and/or new versions ofthe General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions eitherof that
version or of any later version published by the Free Software Foundation. If the Program does not specify a
version number of thislicense, you may choose any version ever published by the Free SoftwareFoundation.

If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the
sharing and reuse of software generally.
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NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE
PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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About Kontron

Kontron, a global leader in embedded computing technology and trusted advisor in loT,
works closely with its customers, allowing them to focus on their core competencies by
offering a complete and integrated portfolio of hardware, software and services designed
to help them make the most of their applications.

With a significant percentage of employees in research and development, Kontron creates
many of the standards that drive the world's embedded computing platforms; bringing to
life numerous technologies and applications that touch millions of lives. The result is an
accelerated time-to-market, reduced total-cost-of-ownership, product longevity and the
best possible overall application with leading-edge, highest reliability embedded
technology

Kontron is a listed company. Its shares are traded in the Prime Standard segment of the
Frankfurt Stock Exchange and on other exchanges under the symbol “KBC". For more
information, please visit: http://www.kontron.com/
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